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RE:
Adding a Cyber Security Specialization
Date:
October 23, 2014
Our School of Public Administration faculty have voted for a Cyber Security Specialization in our Bachelor of Public Safety Administration program for the following reasons:

Importance of Information Security and Information Security Education

The security and assurance of our information and communications infrastructure is a national priority. As the digital information moves to networked, globalized infrastructure, it is essential that managers understand the threats to this information and create an effective corporate-wide security plan with well established, followed through, and communicated security programs, policies, controls, and procedures as well as awareness and training initiatives.

The internet has made a tremendous impact on society. Computer and communications networks hold most of the country's financial, transportation, energy, emergency, and water systems depend on. The difficulties that the internet creates for society have driven a need for more efficient computer security. The need for stronger education in computer security is informed by the following arguments: 1) information is a strategic resource; 2) a significant portion of organizational budget is spent on managing information; 3) each company addresses the confidentiality, integrity, and the availability of information.

Threats to information security 

· There is a pronounced international trend of growing cyberspying and cyberterrorism activities which involve high level cybercrime organizations and in many cases state actors.

· Both virus attacks and denial of service outpaced the theft of proprietary information. 

· The percentage of organizations reporting computer intrusions to law enforcement is on the decline. The key reason cited for not reporting intrusions to law enforcement is the concern for negative publicity.

· Most organizations conduct some form of economic evaluation of their security expenditures, with 55 percent using Return on Investment, (ROI), 28 percent using Internal Rate of Return (IRR), and 25 percent using Net Present Value (NPV).

· Over 80 percent of the organizations conduct security audits.

· The majority of organizations do not outsource computer security activities.
· The majority of the organizations view security awareness training as important

Jobs for students complimenting their major with a background in computer security are among the top sought, and the trend is that the demand would increase in the coming years.

The specialization will be as follows: 
Cyber Security Specialization (available online or on campus): Students select 12 credit hours (or 4 courses) with a C or better from list below:

ISM 4220-Business Data Communications

ISM 4320-Information System Security

ISM 4323-Information Security Management 

ISM 4324- Computer Forensics

CNT 4403- Introduction to Data and Network Security

CCJ 4638 - Computer Crime

CIS 4362: Cryptographic Information Security

CNT 4403: Introduction to Data and Network Security

COP 4610: Overview of Technical Aspects of Data Security with Emphasis on Internet Attack and Defense 

Thank you very much.
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