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ABSTRACT OF DISSERTATION

INSIDER THREATS REPRESENT A CRITICAL CHALLENGE IN CYBERSECURITY DUE TO THEIR ABILITY TO DISGUISE MALICIOUS ACTIVITY WITHIN LEGITIMATE USER BEHAVIOR. THIS
DISSERTATION PROPOSES NOVEL APPROACHES TO ENHANCE INSIDER THREAT MITIGATION THROUGH USER BEHAVIOR ANOMALY DETECTION. FIRST, A SYSTEMATIC SURVEY IS
CONDUCTED TO EVALUATE EXISTING COUNTERMEASURES, CATEGORIZING TECHNICAL AND HUMAN-CENTRIC STRATEGIES WHILE IDENTIFYING THEIR LIMITATIONS. BUILDING
UPON THESE FINDINGS, THE DISSERTATION INTRODUCES TWO COMPLEMENTARY DETECTION FRAMEWORKS: THE CONTIGUOUS, CONTEXTUAL, AND CLASSIFYING PIPELINE
(C3 P), WHICH USES SYMBOLIC PATTERN MINING AND CONTEXTUAL MODELING TO AUTONOMOUSLY SCORE AND CLASSIFY SEQUENCES, AND THE REPRESENTATION—
RECONSTRUCTION DETECTION (RZ D) FRAMEWORK, WHICH LEVERAGES CAUSAL SELF-ATTENTION AND VARIATIONAL AUTOENCODING TO IDENTIFY ANOMALIES IN LATENT
SPACE. TOGETHER, THESE APPROACHES ADDRESS KEY CHALLENGES OF SCALABILITY, LIMITED CONTEXTUAL UNDERSTANDING, AND DATA LABELING DEPENDENCY, PROVIDING
A MORE ADAPTIVE, INTERPRETABLE, AND ROBUST SOLUTION FOR DETECTING INSIDER THREATS IN COMPLEX USER ACTION SEQUENCES

BIOGRAPHICAL SKETCH

OMAR NEIL GONZALES WAS BORN IN PERU. HE EARNED HIS BACHELOR OF SCIENCE DEGREE IN COMPUTER SCIENCE FROM FLORIDA STATE UNIVERSITY AND LATER
OBTAINED HIS MIASTER OF SCIENCE DEGREE IN COMPUTER SCIENCE FROM FLORIDA ATLANTIC UNIVERSITY.

OMAR HAS PROUDLY SERVED IN THE UNITED STATES NAVY FOR 16 YEARS AS AN INFORMATION SYSTEMS TECHNICIAN, GAINING EXTENSIVE EXPERIENCE IN SECURE
COMMUNICATIONS, NETWORK INFRASTRUCTURE, AND CYBERSECURITY OPERATIONS.

DURING HIS DOCTORAL STUDIES AT FLORIDA ATLANTIC UNIVERSITY, OMAR FOCUSED HIS RESEARCH ON CYBERSECURITY WITH AN EMPHASIS ON USER BEHAVIOR ANOMALY
DETECTION TO MITIGATE INSIDER THREATS. HIS DISSERTATION INTRODUCED ADVANCED FRAMEWORKS FOR CONTEXTUAL SEQUENCE-BASED USER BEHAVIOR ANOMALY
DETECTION (CS-UBAD), INCLUDING THE CONTIGUOUS, CONTEXTUAL, AND CLASSIFYING PIPELINE (C3P) AND THE REPRESENTATION—RECONSTRUCTION DETECTION
(R2D) FRAMEWORK, TO IMPROVE ANOMALY DETECTION ACCURACY AND REDUCE FALSE POSITIVES.

OMAR HAS CONTRIBUTED TO ACADEMIC PUBLICATIONS IN THE AREAS OF CYBERSECURITY AND USER BEHAVIOR ANALYTICS, AND HAS PRESENTED HIS RESEARCH AT

CONFERENCES ON SECURITY AND APPLIED MACHINE LEARNING. HE PLANS TO CONTINUE ADVANCING THE FIELD OF CYBERSECURITY THROUGH RESEARCH AND PROFESSIONAL
CONTRIBUTIONS IN BOTH ACADEMIC AND OPERATIONAL ENVIRONMENTS.
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