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Dynamic Secret Sharing 
Ø  Motivation: in a threshold scheme, the sensitivity of the secret as well as 

the number of players may fluctuate due to various reasons.  

ü  Over time, mutual trust might be decreased: perhaps due to the 
organizational problems or security incidents, and vise versa. 

ü  The structure of the organization to which the players belong might be 
changed: new players may join or current parties may leave. 

 Therefore, modifying the threshold and/or changing the secret might be 
required throughout the lifetime of a secret 

Ø  Contribution: new dynamic secret sharing schemes. 

ü  Dealer-Free: protocols can be executed in the absence of the dealer. 
ü  Unconditionally Secure: protocols don’t rely on any math assumptions. 
ü  Min Storage Cost: parties don’t need to store extra shares beforehand.  
ü  Flexible: parameters can be changed to arbitrary values multiple times. 
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t ~> t’: Passive Adv - Lagrange Method 
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the threshold is now t’ 
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t=3 ~> t’=4 
Ø  Example: using Lagrange method, let  
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t ~> t’: Passive Adv - Vandermonde Method 
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the threshold is now t’ 
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t     t-1: Passive/Active Adv - Public Evaluation 
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t=3 ~> t’=2 

Ø  Example: let f(x) = 9 + 2x + 5x2 ∈ Ζ13 
 
 
 
 
 
 
 
 
 

f(1) = 6 – 4 (3 – 6/1– 4) = 2 
 

f(2) = 6 – 4 (7 – 6/2 – 4) = 8  à   f(x) = 9 + 6x ∈ Ζ13 
 

f(3) = 6 – 4 (8 – 6/3 – 4) = 1 
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* 1  +    2  * -3  +       * 3 = 1 
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* Can be seen as the  
“Enrolment Protocol” 
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t     t’: Passive/Active Adv - Zero Addition 
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his public identity 
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Summary of Threshold Modification Techniques 
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Thank You Very Much 

 
Special Thanks to Dr. Douglas R. Stinson 

 
More Resources: 

ü  Nojoumian M. and Stinson D. R., On Dealer-free Dynamic Threshold Schemes, Advances in 
Mathematics of Communications (AMC), American Institute of Mathematical Sciences (AIMS), 
vol. 7, no. 1, pp. 39-56, 2013.  

 

ü  Nojoumian M., Novel Secret Sharing and Commitment Schemes for Cryptographic Applications, 
PhD Thesis, David R. Cheriton School of Computer Science, U of Waterloo, Canada, 2012. 
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