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[bookmark: _Toc34724703]SECTION 1. INTRODUCTION

A Unit Continuity of Operations Plans (UCOOP) is designed to provide guidance for sustaining unit essential functions in response to an emergency incident. The UCOOP addresses the following disruptions to normal operations:
· Loss of a facility, or portion of a facility
· Loss of services due to a reduction in workforce
· Loss of services due to equipment or utilities failure. 

Any actions taken immediately before or during an incident should follow guidance from the Unit’s Emergency Response Plan (UERP). The UCOOP is intended to minimize the impact on Essential Functions during recovery operations. 
This guide is intended for use in developing or strengthening your UCOOP. Incidents may occur at any time, and while you are unable to control when or where they happen, you can manage or limit the impact to your unit’s Essential Functions by maintaining an effective UCOOP. Additionally, a comprehensive UCOOP can serve to speed the recovery process through strategic focus on unit Essential Functions. 
The UCOOP development process begins with identifying a UCOOP Coordinator and the appropriate stakeholders for the unit. These stakeholders then develop a list of Essential Functions specific to the department. The UCOOP coordinator and stakeholders then work to define the Essential Functions and critical assets. 

[bookmark: _Toc34724704]SECTION 2. PURPOSE

This UCOOP will document how the division or department will perform essential functions/operations during an emergency or long-term disruption, which might last from two days to several weeks. The plan will identify mission-critical essential functions, departmental communication methods, and alternate personnel, systems and locations. Each University unit needs a UCOOP to ensure the University can respond effectively to a variety of situations. 
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The purpose of the UCOOP is to strategically identify and support key unit processes or Essential Functions and define the roles of those tasked with incident-recovery and restoration of unital functionality. The UCOOP planning process focuses on two key questions:
What operations performed by the Unit are essential or central to the University community? (food and shelter, utilities, security services, communication and computing devices, and payroll)

What resources are required to continue those essential functions during an emergency or disruption?
The three (3) most important planning considerations for ALL University units are:
1. The loss of your facility, or part of your facility
2. A significant decrease in available staffing
3. The loss of utilities and records (including important files, documents, and records necessary to maintain your business operations)

Academic Considerations
The following three (3) areas contribute to Academic continuity and resiliency during an emergency and will assist in defining Academic and Research units’ Essential Functions:
1. Instructor Continuity means being capable of:
· Knowing availability of faculty and instructional support staff: 
· Readily available
· Not readily available – leave of absence/distance/other
· Unavailable 
· Obtaining a supplemental work force:
· Work requirements and job descriptions readily available
· Maintaining all personnel records, databases and equipment (Process requisitions, accounts payable and receivable receipts, payroll certifications etc.)
· Having a list of essential personnel (read below for more information concerning essential personnel) and knowing when to use them
· Having a Unit communication plan in place such as phone trees 

2. Instructional Continuity means being capable of:
· Having and/or identifying minimum requirements of alternate building space designated (could be within FAU or not) such as:
· On the same campus
· On another FAU campus
· On another local University campus (Have those discussions with local institutions of higher education to create mutual aid agreements)
· Offering alternate instructional delivery methods
· Online delivery/hybrid/other
· Offering alternative means to academic advisement 
· Virtual solutions/other
· Maintaining all records, databases and equipment related to course material

3. Academic Support Services Continuity means being capable of:
· Understanding which units outside of your own, internal and external to FAU can provide similar operations/functions that you can harness
· Maintaining University accredited processes and programs
· Maintaining all academic records, databases and equipment. 

Research Considerations
Research is an integral component of the mission of Florida Atlantic University. During the UCOOP planning process, it is important to consider unit research within the context of Essential Functions. Research is often reliant upon:
· Specialized utilities
· Core support facilities
· Hazardous materials
· Technically skilled personnel

Incidents impacting any of these elements poses risk of disruptions to on-going research, and protracted incidents may lead to irreparable damages to equipment, infrastructure, unique collections of samples and specimens, and loss of intellectual property. 

[bookmark: _Toc34724706]SECTION 4. ACTIVATION

During activation of this UCOOP plan, all other activities will be suspended, to enable the Unit to concentrate on providing the Essential Functions and building the internal capabilities necessary to increase and eventually restore operations.  Appropriate communications with regular or expected users of services provided by those suspended services will be a priority.  The degree of University COOP and UCOOP activations is outlined as follows:
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The Unit’s Description, Essential Functions (critical resources), Reconstruction, and Plan Maintenance are the components of the UCOOP. The strategic evaluation of unit processes resulting in identification of select services and the critical assets of each define the core functions of the department. These resulting Essential Functions, then drive the recovery process through strategic prioritization, predefined logistical needs, and pre-determined points of contact. To develop a strong UCOOP, the unit Essential Functions should be defined, and associated documentation completed, prior to the development of the UCOOP.

Unit Description
Identifies and address the following Unit specific information:

1. Name and Division 
Insert the Unit and Division name.

2. Leadership
Insert the Unit chair/head/director name, title, campus address, contact number and email address.

3. Mission Statement
Insert Unit mission statement. If you don’t have one, a good mission statement contains five things:
· Name of the Unit
· Primary purpose of the unit (why do you do what you do?)
· Unit’s primary functions or activities
· Unit’s stakeholders or customers
· Reference to the broader mission of the University

4. Institutional Role
Please indicate the principle nature of your Unit’s institutional role/operations such as:
· Academic/Instructional
· Research
· Administration
· Residential/Student Life
· Facilities
· Outreach
· Other (insert function)

5. Primary Facility
Indicate the campus location, facility name, building number, room number and purpose of all primary facilities of the Unit.



6. Alternate Facility (if possible)
Indicate the proposed alternate facility for all listed primary facilities with any pre-positioned assets and capabilities and those that would be required at the alternate site. 


7. Order of Succession 
Identifies personnel who make operational decisions if the chair/head/director of your department or unit is unable or unavailable to execute their duties. They allow for an orderly and predefined transition of leadership. Orders of succession are different from delegations of authority in that delegations of authority are specific and limited. Some units might need to consider the need to plan for succession in positions other than the director, department head, or dean. Positions such as facility managers, researchers, administrative, etc. that serve Essential Functions. 
· Succession procedures - details who has authority to appoint
· Notification procedures – details how the new appointee will be notified
· Key Position – list all positions that would need to be appointed; list a primary and secondary and limitations (such as how much time and effort will be given, location etc.)
· Power limitations - any limitations opposed on that person (employing/terminating)


8. Delegation of Authority 
Formal documents that specify the activities that can be performed by those authorized to act on behalf of the key officials during a continuity event. Organizations should have a clear line of succession in the absence of existing leadership and the necessary delegation of authority to ensure that succeeding leadership has the legal and other authorities to carry out their duties. Delegations of authority have several purposes:
· Approving emergency policy changes
· Approving changes in Standard Operating Procedures (SOPs)
· Empowering designated representatives to participate as members of interdepartmental emergency response teams to act on behalf of the Unit Leader
· Making personnel management decisions
· Approving commitment of resources
· Signing contracts. 
There may be legal restrictions on the authorities that can be delegated. To avoid problems during an emergency, all delegations of authority should be reviewed by the Office of General Counsel. Some examples of delegations of authority include; UCOOP activation, signatory, contract or grant commitments, regulatory obligations, and financial obligations. The template provides for defining and limiting any delegation of authority. For instance, financial delegation may include a limit to the funding that may be committed.
· Delegated positions- list positions within Unit that need to be delegated in absence of authority
· Delegation Circumstances – reason this might need to occur (termination, death, suspension, travel, etc.)
· Limitations – any limitations that Unit sets or might hinder authority


9. Personnel Contact Information 
Identifies personnel (include any students) contact information to communicate rapidly with your unit in an emergency, and to stay in touch during an extended disruption, we encourage all units to prepare and maintain staff contact information in paper and electronic formats, including alternative email and phone numbers.


10. Alert and Notification Methods 
Identifies options the Unit will utilize to notify personnel of any emergency related issues and decisions including relocation status and personnel accountability. FAU personnel are required to make every effort to stay informed of FAU emergency information during an emergency. Some suggested methods to communicate with your unit during an emergency and ways for the Unit to obtain information:
· Phone (call tree)
· Email
· Text message
· Radio communication
· Social Media
· FAU Emergency Hotline
· FAU Facebook
· FAU Twitter
· Owl Ready App

11. Inter-Operable Communications
Alternate communications provide the capability to perform essential functions, in conjunction with other agencies, until normal operations can be resumed. Interoperable communications must:
· Support the execution of the Unit’s essential functions
· Ensure the capability to communicate internally and externally
· Permit access to data, systems, and services
· Redundant
· Available within 12 hours of activation
· Sustainable for up to 30 days

12. Personnel Responsibilities
Create a UCOOP planning team with a UCOOP Coordinator to guide the team and maintain the UCOOP. List Unit personnel who will be responsible for:
· Assigning UCOOP Coordinator
· Scheduling Unit meetings
· Maintaining inventory & restock of supplies
· Review of essential functions
· Identify essential personnel 
· Update Unit personnel responsibility, contact, equipment and supplies list
· Maintain assistance / cooperative agreements for special services such as off-site storage or restoration services or alternate site
· Maintain contracts/agreements with suppliers, vendors, and contractors for specialized recovery and resumption operations
· Identify computer network interdependencies (such as servers connected to University network) and coordinate with OIT to assure ability to recover or restore files
· Notify / Follow-up with Department of Facilities Management regarding any building leaks or breaches in building integrity in your work area
· Distribute copies of the updated Unit Plan to Unit staff and Review changes at Unit meeting
· All Units:  Forward a copy of the updated plan to the Emergency Management Coordinator

[bookmark: _Toc34724708]SECTION 6. ESSENTIAL FUNCTIONS
Identifies and addresses specific information required to perform essential functions, which are defined as services, programs, or activities which may not sustain an interruption greater than 30 days for the Unit to continue operating at normal status. Not all Essential Functions may be disrupted as a result of a given incident; however, consideration and evaluation of each will define the strategic goals of the Unit with respect to recovery operations. 

	Examples of Possible Unit Essential Functions

	· Ensure health and safety of faculty, staff, students, and clients 

	· Grant management

	· Academic Advising

	· Basic utilities (e.g. water, sewer, electricity)

	· Budget and finance administration

	· Facility operations

	· Information technology services

	· Research (e.g. operations, data collections, animal/specimen care

	· Communicate with University Emergency Operations Center (EOC) and unit staff 

	· Coordinate the relocation of equipment and personnel with assistance from Campus Administration 

	· Determine alternative location assignments for essential personnel 

	· When feasible, determine alternative location assignments for instruction in cooperation with Campus Administration 

	· Process requisitions, accounts payable and receivable receipts and payroll certifications 

	· Provide accurate information to staff about employment status 

	· Provide face-to-face communications with students and other FAU personnel as needed  

	· Oversee relocations/setup of classroom materials if alternative location assignments for instruction can be made

	· Aid undergraduate and graduate students related to academic standing and status

	· Participation in/facilitation of University standing meetings/committees

	· Maintain vital records, databases, and website

	· Outreach

	· Maintain payroll of personnel




Unit Essential Functions Components 
1. Name of Essential Function
(see above for possible essential functions)

2. Essential Function Description
Included with the description, the department will need to identify:
· Priority of the essential function
· Frequency in which the essential function is part of operations
· Recovery time objective

3. Responsible Personnel
Insert the title of the person and/or persons responsible for this essential function.

4. Any Regulatory or Legal Requirements pertaining to the function
Such as:
· Southern Association of Colleges and Schools requirements
· Jeanne Clery Disclosure of Campus Security Policy and Campus Crime Statistics Act or Clery Act
· Higher Education Opportunity Act requirements
· Board of Governors statues
· National Collegiate Athletic Association requirements
· Medical accreditations 
· Research 
· Local/state/federal laws or statutes
· University Polices
· Any applicable standard operating procedures
· Others, etc.


5. Any Cooperative arrangement and/or memoranda of understandings
With:
· Local/state/federal entities
· Local or state institutions of higher education or K-12
· Other University Units


6. Number and type of Personnel required 
Such as:
· Full-time
· Part-time
· Student workers (include interns)
· Contractors
· Adjuncts

7. Identify critical resources 
Identify the type of resource(s) that would be needed for the essential function. 
Resources may include:
· Equipment
· Primary facilities 
· Alternate facilitates - The university is unable to designate an alternate facility for each unit due to fiscal and resource availability constraints. In order to assist in the relocation should it become necessary; units should detail space requirements to sustain the unit’s Essential Function performance in this section. Details should include approximate square footage or specialized rooms and/or laboratories that may be needed to continue the department’s Essential Functions.
· Special personnel
· Supplies –to sustain 30-day operations if needed
· Interoperable Communication - Alternate communications that provide the capability to perform essential functions until normal operations can be resumed (such as cell phones, landlines, web-based meetings – Skype, Joinme, Google hangouts, phone-based conferencing, etc.)
· Other specialized services


8. Vital, Files, Records and Databases 
Identify all methods used to store the department’s data for each essential function. An effective UCOOP documents the processes providing for redundancy of key information, necessary to maintain Essential Functions. Identify the vital records, systems, and equipment which support each essential function for your department. 
Consideration should be given to how you interface with providers of the system/ information and those who may access your information/system and what the department needs for backing-up data, records, and other information independent of central Information Technology services.
Such as:
· Cloud-base/web
· Share drives
· Email
· Paper forms
· Internal drives, servers

9. External Contacts
List products and services upon which your unit depends upon that are provided by external suppliers or providers. Please contact them to determine if they have a continuity of operations plans and whether the University has priority for their services. 
Such as:
· Chartwells - Food services 
· Motorola Telecommunications Company - Radio communication 
· Brightview Landscaping - Campus Landscaping
· Xerox – Printers & paper
· Office Depot – office supplies

10. Internal Contacts 
List products and services upon which your department depends upon that are provided by internal (FAU) units that provide them.
Such as:
· Online Teaching Capabilities – Office of Information Technology
· Lab safety – Environmental Health & Safety
· Payroll assistance – Controller’s Office
· Employee assistance – Human Resources

11. Alternate vendor agreements and/or contracts executed that define vendor’s service during disaster events
Such as:
· Debris management contracts
· Temporary housing (hotels) contracts
· Any contracts with other local/state universities

12. Manual process to continue function during a computer or network outage 
Give a detail description stating how to perform the essential function manually, if possible.


Please Note: The Essential Functions table within the UCOOP MUST be copied & pasted to create additional essential functions.
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Identifies and outlines the processes and procedures for ensuring the effective transition and phase-down of Unit continuity operations at the alternate facility or devolution site and transfer of essential functions, personnel, records, and equipment back to the primary operating facility, a temporary operating facility, or a new or rebuilt operating facility. This process begins as soon as all essential operations have been restored. It includes actions such as:

· Supervising an orderly return to the primary operating facility, a move to another temporary facility, or a move to a new permanent operating facility
· Perform damage assessments
· Verifying that all systems, communications, and other required capabilities are available to allow operations of essential services at the new or restored facility 
· Conducting an after-action review of the effectiveness of the UCOOP, identifying areas of improvement, documenting identified areas of improvement in a corrective action plan, and developing a remedial action plan as soon as possible after reconstitution
	


[bookmark: _Toc34724710]SECTION 8. PLAN MAINTENANCE, TESTING, TRAINING AND EXERCISES

To maintain a viable UCOOP the following must be performed throughout the year:
1. Review and update plan and any supporting documents
a. Review entire plan for accuracy
b. Incorporate lessons learned and changes in policy and philosophy
c. Manage distribution of plan updates

2. Maintain and update orders of succession
a. Obtain names of current incumbents and designated successors
b. Update Delegation of Authorities

3. Maintain and update all checklists
a. Update and revise checklists
b. Ensure annual update/validation

4. Appoint new members of the UCOOP team
a. Qualifications determined by Unit leadership
b. Schedule member for orientation

5. Maintain alternate work site readiness (if possible)
a. Check all systems
b. Verify access codes and systems
c. Cycle supplies and equipment as needed

6. Review and update supporting memoranda of understanding/ agreements
a. Review for currency and new needs
b. Incorporate changes, if required
c. Obtain signature renewing agreement or confirming validity

7. Monitor and maintain equipment at alternate sites (if possible)
a. Train users and provide technical assistance
b. Monitor volume/age of materials and assist users with cycling/ removing files

8. Orientation of training of both existing and newly hired/appointed personnel
a. Provide an orientation and training class
b. Schedule participation in all training opportunities and exercise events

9. Orient new policy leaders and senior management
a. Brief leaders on UCOOP 
b. Brief each leader on his/her responsibilities under the COOP

10. Plan and conduct exercises 
a. Conduct unit exercise
b. Conduct joint exercises with the Department of Emergency Management
c. Support and participate in campus exercises

11. Maintain security clearances 
a. Obtain, maintain and update appropriate security clearances (essential personnel letter, card access)
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The following annexes are located within the Unit UERP and should be inserted/attached to the UCOOP:
1. Unit Phone Tree
2. Unit Go Kit
3. Unit Essential Personnel Kit
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1. FAU Police Department
University Police present various topics to educate the public and are available to speak to your group or organization at a time and location of your choosing. Topics that can be presented include but are not limited to alcohol awareness, drug awareness, theft prevention, general duties of the police, personal safety, and dating/domestic violence. 
For more information about FAUPD’s Crime Prevention program, click here. 
To request a representative of the University Police speak to you or your Unit, please complete a Crime Prevention Presentation Request.


2. Environmental Health & Safety (EH&S)
EH&S is the primary contact for federal, state, and local regulatory agencies regarding matters of health, safety and the environment for FAU. 
For more information concerning building fire safety information such as building evacuation points, fire protection systems and fire safety device locations contact EH&S at 561-297-3129 or ehs@fau.edu.


3. Emergency Management
The Department of Emergency Management offers unit workspace assessments and assistance with completing the UCOOP on as-requested basis. The workspace assessment includes an assessment of operations (critical), occupancy, procedures, unit personnel special skills and abilities, and unit layout. 
For request assistance with completing the UCOOP or requesting a unit workspace assessment click  here.
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All FAU units are required to create or update their Unit Emergency Response Plans (UERP) and Unit Continuity of Operations (UCOOP) Plans no later than April 24th, 2020. Unit Plan (UERP/UCOOP) submission portal:
https://fau.az1.qualtrics.com/jfe/form/SV_bmGU6R1rlcGY8Qt
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There is no requirement that the UCOOP be shared with the entire Unit or published for public review. This document should be shared on a restricted basis and be limited only to those involved when activation of the UCOOP is necessary. Sharing this document outside of those involved with UCOOP implementation is at the sole discretion of the Unit itself.


















Division of Administrative Affairs 
EMERGENCY MANAGEMENT
777 Glades Road
Campus Operations Building (Campus Operations-69) - Suite 112 
Boca Raton, Florida 33431
 561-297-4587 
 https://www.fau.edu/emergency/

Major Incident


Affects a campus or University as a whole


These is a Type 1, 2 and 3 incidents with significant deployment of university resources. Type 1 and 2 incidents overwhelm most or all University resources and local, state and/or federal assistance is required. Continuity of operations and recovery may extend into weeks. Many, if not all, essential functions impacted and emergency support functions activated.


Minor Incident


Affects multiple units


These are Type 4 and some Type 3 incidents with notable deployment of university resources. Only select emergency support functions are activated depending on the nature and severity of the event. Continuity of operations/recovery operations are relegated to one or more FAU sites but not University-wide. Some University essential functions are disrupted. 


Small Unit Incident


Affects one or two units


These are Type 5 and some Type 4 incidents that can be managed by normal staffing of emergency or essential responder entities within the University using existing University resources. A unit may have one or a few essential functions disrupted. 
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