
Did You Know? 
How to Stay Safe Online While Traveling 

Be Cautious with Public Wi-Fi: 
• Avoid public Wi-Fi when logging into any financial 

websites or data sensitive systems 
• Connect to your personal hotspot from your phone or 

connect to a VPN first, if you must connect to financial 
or data sensitive systems. 

Secure Your Devices: 
• Enable auto-lock, strong passcodes, and 

Find My Device. 
• Keep software and antivirus up to date. 

Backup Before You Go:
• Back up important files to a secure cloud storage 

or onto an encrypted drive. 

Watch out for Phishing & Scams:
• Be skeptical of “urgent” travel or security messages. 
• Look at the full email address, not just the name, 

before opening any links or opening attachments to 
help ensure it is a legitimate email. 

Social Media Awareness: 
• Don’t post real-time location updates — share photos 

after returning. 
• Review your privacy settings. 

Protect Personal & Institutional Data: 
• Avoid accessing or downloading information that is 

confidential or sensitive on shared public devices. 
• Log out of all accounts after use. 


