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Confidential Communications Policy 
 

Policy: 
 
The following guidelines apply to all clients receiving services at CAPS and are not specific to modality of treatment. 
CAPS goal is to provide clients with services in a timely manner to ensure adequate access and responsiveness of 
treatment. These policies are designed to support this goal. General Expectations for Communication with Clients: 

I. Verify permissions: When calling/leaving a voicemail, sending a letter, texting, or sending encrypted 
email, CAPS staff members are expected to first verify the client has given permission for the 
communication by specifying a phone number, email address, or mailing address. If the client has not 
given permission to contact them through phone, email, or written correspondence, the clinician will 
discuss with the student the importance of having a way to contact them and attempt to obtain a means 
making contact. 
a. Letters: When sending a letter or other written correspondence to clients, the clinician or staff 

member will mail the written correspondence to the client in an envelope. A signed Release of 
Information may be needed. 

b. Phone Messages: When leaving a phone message, the clinician must not leave confidential 
information on a client’s voice mail. Only a generic message is permitted.  

c. Text Messages: Students may consent to receive text messages such as appointment reminders, 
scheduling, elemental health or video links, sent through the electronic health record.   

d. Email: CAPS staff members shall have limited communication via email with clients. Email is 
considered a public record, and it is not confidential. Email communication about clients may not 
include any Protected Health Information (PHI).  
i. If a client emails a clinician, the clinician is to respond to the email in a minimum necessary rule 

and shall not disclose any PHI.  
ii. E-mail should be avoided and it is not appropriate for emergencies and time-sensitive issues. 

iii. Any email that contains client information must be permanently deleted. 
iv. CAPS will not be responsible for information lost or misdirected due to technical errors or 

failures. 
v. Communication about clients via email or instant messenger about a client shall use the Titanium 

client ID number. The communication shall not include any information that would identify the 
client (e.g., names, Z numbers, date of birth, social security number, etc.) or any detailed clinical 
information. 

e. Faxes: Facsimile (fax) messages containing PHI may be sent to locations where the physical security 
and monitoring practices of the receiving fax machine are known or can reasonably be verified. 

II. All PHI must be safeguarded against unauthorized use or disclosure. Use and disclosure of PHI must be 
limited to the minimum necessary rule to accomplish the task for which it is used or disclosed. 

III. Copy Machines/Scanners/Printers: 
a. All machines should be located in areas that are designated for CAPS employee use only. No PHI 

should be left near or on the printer. 
b. Any PHI that is printed should be shredded after use. 

 
 
  


