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The Auditor General conducts audits of governmental entities to provide the Legislature, Florida’s citizens, public entity
management, and other stakeholders unbiased, timely, and relevant information for use in promoting government
accountability and stewardship and improving government operations.

Please address inquiries regarding financial statement-related findings directly to Kathryn Walker, CPA, Audit Manager,
by e-mail at kathrynwalker@aud.state.fl.us or by telephone at (850) 412-2781.

Please address all other inquiries regarding this report to Samantha Perry, CPA, Audit Manager, by e-mail at
samanthaperry@aud.state.fl.us or by telephone at (850) 412-2762.

This report and other reports prepared by the Auditor General are available at:
FLAuditor.gov
Printed copies of our reports may be requested by contacting us at:

State of Florida Auditor General
Claude Pepper Building, Suite G74 - 111 West Madison Street - Tallahassee, FL 32399-1450 - (850) 412-2722
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SUMMARY

SUMMARY OF REPORT ON FINANCIAL STATEMENTS

The State of Florida’s basic financial statements, as of and for the fiscal year ended June 30, 2019, were
fairly presented, in all material respects, in accordance with accounting principles generally accepted in
the United States of America. Our report is included in the Florida Comprehensive Annual Financial
Report for the fiscal year ended June 30, 2019, issued by the Chief Financial Officer.

SUMMARY OF REPORT ON INTERNAL CONTROL AND COMPLIANCE

Internal Control Over Financial Reporting

We noted and consider the following matter involving internal control over financial reporting and its
operation to be a significant deficiency:

e The Florida Department of Financial Services (FDFS), Statewide Financial Reporting Section
(SFRS), recorded incorrect amounts for debt related to capital assets to Net Position — Net
investments in capital assets (Net investments in capital assets). (Finding No. 2019-001)

We noted the following additional matters that we reported to management but do not consider to be
significant deficiencies:

e The FDFS incorrectly recognized tobacco settlement amounts owed to the State as revenues
prior to the amounts becoming available. Additionally, the FDFS did not record net receivables
and unavailable revenue for all tobacco settlement amounts. (Finding No. AM 2019-01)

e The Florida Department of Transportation overstated disposition gain (loss) and Capital
contributions amounts. (Finding No. AM 2019-02)

e The Florida Department of Health did not properly account for all construction work in progress
and recorded incorrect amounts for construction work in progress to Capital assets, net and
Human services, expenses for the 2017-18 and 2018-19 fiscal years. (Finding No. AM 2019-03)

SUMMARY OF REPORT ON FEDERAL AWARDS

State agencies, universities, and colleges administered approximately 565 Federal awards programs and
program clusters during the 2018-19 fiscal year. Expenditures for the 23 major programs totaled
$25.6 billion, or approximately 69 percent of the total expenditures of $36.9 billion, as reported on the
supplementary Schedule of Expenditures of Federal Awards.

Compliance requirements for Federal awards programs are established in the Office of Management and
Budget (OMB) Compliance Supplement. Types of compliance requirements include: Activities Allowed
or Unallowed; Allowable Costs/Cost Principles; Cash Management; Eligibility; Equipment and Real
Property Management; Matching, Level of Effort, Earmarking; Period of Performance; Procurement and
Suspension and Debarment; Program Income; Reporting; Subrecipient Monitoring; and Special Tests
and Provisions.
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Compliance

The State of Florida complied, in all material respects, with the compliance requirements applicable to
each of its major Federal awards programs, except as described in the following instances:

e The Florida Division of Emergency Management (FDEM) did not always obtain and maintain
documentation to support costs charged to the 2017 Wildfires and Hurricanes Indemnity Program
(WHIP). Additionally, the FDEM did not evaluate subrecipient risk of noncompliance with Federal
statutes, regulations, and the terms and conditions of the subaward or develop appropriate
subrecipient monitoring plans based on an assessed risk of noncompliance and did not verify that
all applicable subrecipients of the Disaster Grants program were audited. These instances of
noncompliance resulted in opinion qualifications. (Finding No. 2019-002 — WHIP, and Finding
Nos. 2019-040 and 2019-041 — Disaster Grants — Public Assistance (Presidentially Declared
Disasters))

e The Florida Department of Military Affairs (FDMA) could not demonstrate that, prior to entering
into covered transactions, the FDMA determined that the contractors were not suspended,
debarred, or otherwise excluded by the Federal Government. Additionally, the FDMA did not
include in applicable contractual agreements a clause requiring the contractor to comply with
Federal guidance on suspension and debarment. These instances of noncompliance resulted in
an opinion qualification. (Finding No. 2019-004 — National Guard Military Operations and
Maintenance Projects)

e For the Unemployment Insurance (Ul) program, we are unable to express, and do not express,
an opinion on the Florida Department of Economic Opportunity’s (FDEO’s) compliance with the
Reporting compliance requirement because the FDEO did not submit the required Federal
Financial Reports to the Employment and Training Administration. (Finding No. 2019-014 —
Unemployment Insurance)

e For the Ul program, we are unable to express, and do not express an opinion on the Florida
Department of Revenue’s (FDOR’s) compliance with the Special Tests and Provisions — Match
with Internal Revenue Service (IRS) 940 Federal Unemployment Tax Act Tax Form compliance
requirement because the FDOR could not provide a copy of the certification files provided to the
IRS evidencing the match of employer tax payments with credits claimed for the payments on the
employer’'s Form 940 or Schedule H. (Finding No. 2019-016 — Unemployment Insurance)

e The Florida Department of Children and Families did not always timely review and process
Income Eligibility and Verification System data exchange responses, which resulted in an opinion
qualification. (Finding No. 2019-030 — Temporary Assistance for Needy Families)

e Florida Agency for Persons with Disabilities records did not always evidence that continued stay
reviews were completed for beneficiaries of Intermediate Care Facility Services for Individuals
with Intellectual Disabilities in accordance with the time frame specified by Federal regulations,
resulting in an opinion qualification. (Finding No. 2019-035 — Medicaid Cluster)

The results of our audit also disclosed other instances of noncompliance pertaining to programs
administered by various State agencies and a college, as described in the SCHEDULE OF FINDINGS
AND QUESTIONED COSTS. Some of the instances of noncompliance resulted in questioned costs
subject to disallowance by the grantor agency.

Internal Control Over Compliance

We noted numerous matters at various State agencies and one college involving internal control over
compliance and its operation that we consider to be material weaknesses or significant deficiencies.
Material weaknesses and significant deficiencies are described in the SCHEDULE OF FINDINGS AND
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QUESTIONED COSTS and pertained to several compliance requirements. The instances described in
the previous paragraphs on compliance for the WHIP (Finding No. 2019-002), National Guard Military
Operations and Maintenance Projects (Finding No. 2019-004), Unemployment Insurance (Finding
Nos. 2019-014 and 2019-016), Temporary Assistance for Needy Families (Finding No. 019-030),
Medicaid Cluster (Finding No. 2019-035), and Disaster Grants — Public Assistance (Presidentially
Declared Disasters) (Finding Nos. 2019-040 and 2019-041), are deficiencies in internal control over
compliance considered to be material weaknesses.

SUMMARY OF REPORT ON SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

The State’s SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS (SEFA) is presented for
purposes of additional analysis as required by the Uniform Guidance and is not a required part of the
State’s basic financial statements. The State’s SEFA does not include Federal awards expenditures for
the State’s blended component units; CareerSource Florida, Inc. and the Florida Commission on
Community Service; discretely presented component units of the State’s universities and colleges; or
discretely presented component units other than the State’s universities and colleges. In our opinion, the
SEFA is fairly stated, in all material respects, in relation to the basic financial statements as a whole.

AUDIT SCOPE

As a condition of receiving Federal funds, the OMB requires, as described in Title 2 U.S. Code of Federal
Regulations Part 200, Uniform Administrative Requirements, Cost Principles, and Audit Requirements
for Federal Awards (Uniform Guidance), an audit of the State’s financial statements and major Federal
awards programs. Pursuant to Section 11.45, Florida Statutes, we conducted an audit of the basic
financial statements of the State of Florida as of and for the fiscal year ended June 30, 2019. We also
subjected supplementary information contained in the State’s Comprehensive Annual Financial Report
and the State’s SEFA to auditing procedures applied in our audit of the basic financial statements.
Additionally, we audited the State’s compliance with governing requirements for the Federal awards
programs and program clusters that we identified as major programs for the fiscal year ended
June 30, 2019. We also performed procedures to assess the reasonableness of the SUMMARY
SCHEDULE OF PRIOR AUDIT FINDINGS prepared by the State of Florida.

AUDIT OBJECTIVES

The objectives of our audit were to:

e Express opinions concerning whether the State’s basic financial statements were presented fairly,
in all material respects, in accordance with accounting principles generally accepted in the United
States of America.

e Express an opinion concerning whether the State’s SEFA was presented fairly, in all material
respects, in relation to the State’s basic financial statements as a whole.

e Obtain an understanding of the internal control over financial reporting and the internal control
over compliance for each major Federal awards program or program cluster, assess the control
risk, and perform tests of controls, unless the controls were deemed to be ineffective.
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e Express opinions concerning whether the State complied, in all material respects, with Federal
statutes, regulations, and the terms and conditions of Federal awards that may have a direct and
material effect applicable to each of the major Federal awards programs and program clusters.

e Determine whether management had taken appropriate actions to correct deficiencies noted in
our previous audit reports.

e Assess the reasonableness of the Summary Schedule of Prior Audit Findings prepared by the
State.

AUDIT METHODOLOGY

We conducted our audit in accordance with auditing standards generally accepted in the United States
of America, applicable standards contained in Government Auditing Standards issued by the Comptroller
General of the United States, and the Uniform Guidance.
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AUDITOR GENERAL
STATE OF FLORIDA

Claude Denson Pepper Building, Suite G74
111 West Madison Street

Sherrill F. Norman, CPA Tallahassee, Florida 32399-1450
Auditor General Fax: (850) 488-6975

The President of the Senate, the Speaker of the
House of Representatives, and the
Legislative Auditing Committee

INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER FINANCIAL
REPORTING AND ON COMPLIANCE AND OTHER MATTERS BASED ON AN
AUDIT OF FINANCIAL STATEMENTS PERFORMED IN ACCORDANCE
WITH GOVERNMENT AUDITING STANDARDS

We have audited, in accordance with auditing standards generally accepted in the United States of
America and the standards applicable to financial audits contained in Government Auditing Standards
issued by the Comptroller General of the United States, the financial statements of the governmental
activities, the business-type activities, the aggregate discretely presented component units, each major
fund, and the aggregate remaining fund information of the State of Florida, as of and for the fiscal year
ended June 30, 2019, and the related notes to the financial statements, which collectively comprise the
State of Florida’'s basic financial statements, and have issued our report thereon dated
February 21, 2020. Our report includes a reference to other auditors who audited the financial
statements of the Prepaid College Program Fund, Florida Turnpike System, Hurricane Catastrophe Fund,
College Savings Plan and the trust fund maintained by the State Board of Administration to account for
the investments of the Public Employee Optional Retirement Program, assets and investment income of
the Florida Retirement System Defined Benefit Pension Plan, Florida Housing Finance Corporation,
Citizens Property Insurance Corporation, component units related to the State’s universities and colleges,
and certain other funds and entities as described in our report on the State of Florida’'s financial
statements. This report does not include the results of the other auditors’ testing of internal control over
financial reporting or compliance and other matters that are reported on separately by those auditors.

Internal Control over Financial Reporting

In planning and performing our audit of the financial statements, we considered the State’s internal control
over financial reporting (internal control) to determine the audit procedures that are appropriate in the
circumstances for the purpose of expressing our opinions on the financial statements, but not for the
purpose of expressing an opinion on the effectiveness of the State’s internal control. Accordingly, we do
not express an opinion on the effectiveness of the State’s internal control.
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A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to prevent, or
detect and correct, misstatements on a timely basis. A material weakness is a deficiency, or combination
of deficiencies, in internal control such that there is a reasonable possibility that a material misstatement
of the State’s financial statements will not be prevented, or detected and corrected on a timely basis. A
significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is less severe
than a material weakness, yet important enough to merit attention by those charged with governance.

Our consideration of internal control was for the limited purpose described in the first paragraph of this
section and was not designed to identify all deficiencies in internal control that might be material
weaknesses or significant deficiencies and therefore, material weaknesses or significant deficiencies may
exist that have not been identified. Given these limitations, during our audit we did not identify any
deficiencies in internal control that we consider to be material weaknesses. We did identify a certain
deficiency in internal control, described in Finding No. 2019-001 in the Financial Statements Findings
section of the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS, that we consider
to be a significant deficiency.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether the State’s financial statements are free from
material misstatement, we performed tests of its compliance with certain provisions of laws,
administrative rules, regulations, contracts, and grant agreements, noncompliance with which could have
a direct and material effect on the determination of financial statement amounts. However, providing an
opinion on compliance with those provisions was not an objective of our audit and, accordingly, we do
not express such an opinion. The results of our tests disclosed no instances of noncompliance or other
matters that are required to be reported under Government Auditing Standards.

Additional Matters

We noted three additional matters that we reported to management as Finding Nos. AM 2019-01,
AM 2019-02, and AM 2019-03 in the ADDITIONAL MATTERS section as listed in the table of
contents.

Management Responses to Findings

Management’'s response to the significant deficiency identified in our audit is described in the
accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS Financial Statements Finding
No. 2019-001. Management responses to the additional matters identified in our audit are included in
the ADDITIONAL MATTERS section as listed in the table of contents. The responses were not subjected
to the auditing procedures applied in the audit of the financial statements and, accordingly, we express
no opinion on them.

Purpose of this Report

The purpose of this report is solely to describe the scope of our testing of internal control and compliance
and the result of that testing, and not to provide an opinion on the effectiveness of the State’s internal
control or on compliance. This report is an integral part of an audit performed in accordance with
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Government Auditing Standards in considering the State’s internal control and compliance. Accordingly,

this communication is not suitable for any other purpose.
Respectfully submitted,

VR

Sherrill F. Norman, CPA
Tallahassee, Florida
February 21, 2020
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AUDITOR GENERAL
STATE OF FLORIDA

Claude Denson Pepper Building, Suite G74
111 West Madison Street

L ol Tallahassee, Florida 32399-1450

Sherrill F. Norman, CPA

Auditor General Fax: (850) 488-6975

The President of the Senate, the Speaker of the
House of Representatives, and the
Legislative Auditing Committee

INDEPENDENT AUDITOR’'S REPORT ON COMPLIANCE FOR EACH MAJOR
FEDERAL PROGRAM AND REPORT ON INTERNAL CONTROL OVER COMPLIANCE
REQUIRED BY THE UNIFORM GUIDANCE

Report on Compliance for Each Major Federal Program

We have audited the State of Florida’s compliance with the types of compliance requirements described
in the OMB Compliance Supplement that could have a direct and material effect on each of the State of
Florida’s major Federal programs for the fiscal year ended June 30, 2019. The State of Florida’s major
Federal programs are identified in the Summary of Auditor’'s Results section of the accompanying
SCHEDULE OF FINDINGS AND QUESTIONED COSTS.

The State of Florida’s basic financial statements include the operations of component units which
received Federal awards during the fiscal year ended June 30, 2019, that are not included in the State’s
SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS. Our audit of the State of Florida’'s major
Federal programs did not include the operations of the blended component units, CareerSource Florida,
Inc. and the Florida Commission on Community Service; discretely presented component units of the
State of Florida’s universities and colleges; or discretely presented component units other than the State
of Florida’s universities and colleges. As applicable, Federal awards administered by these component
units are the subjects of audits completed by other auditors. Our audit also did not include the operations
of the Legislature.

Management’s Responsibility

Management is responsible for compliance with Federal statutes, regulations, and the terms and
conditions of its Federal awards applicable to its Federal programs.

Auditor’'s Responsibility

Our responsibility is to express an opinion on compliance for each of the State of Florida’s major Federal
programs based on our audit of the types of compliance requirements referred to above. We conducted
our audit of compliance in accordance with auditing standards generally accepted in the United States of
America; the standards applicable to financial audits contained in Government Auditing Standards,
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issued by the Comptroller General of the United States; and the audit requirements of Title 2 U.S. Code
of Federal Regulations Part 200, Uniform Administrative Requirements, Cost Principles, and Audit
Requirements for Federal Awards (Uniform Guidance). Those standards and the Uniform Guidance
require that we plan and perform the audit to obtain reasonable assurance about whether noncompliance
with the types of compliance requirements referred to above that could have a direct and material effect
on a major Federal program occurred. An audit includes examining, on a test basis, evidence about the
State of Florida’s compliance with those requirements and performing such other procedures as we
considered necessary in the circumstances.

We believe that our audit provides a reasonable basis for our qualified and unmodified opinions on
compliance for major Federal programs. However, our audit does not provide a legal determination of
the State of Florida's compliance.

Basis for Qualified Opinion on the 2017 Wildfires and Hurricanes Indemnity Program, National
Guard Military Operations and Maintenance (O&M) Projects, Unemployment Insurance,
Temporary Assistance for Needy Families, Medicaid Cluster, and Disaster Grants — Public
Assistance (Presidentially Declared Disasters)

As described in the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS, the State
of Florida did not comply with requirements regarding the following:

Finding
No. 2019- CFDA No. Major Program (or Cluster) Name Compliance Requirement
002 10.120 2017 Wildfires and Hurricane Activities Allowed or Unallowed and
Indemnity Program Allowable Costs/Cost Principles
004 12.401 National Guard Military Operations Procurement and Suspension and
and Maintenance (O&M) Projects Debarment
030 93.558 Temporary Assistance for Needy Special Tests and Provisions — Income
Families Eligibility and Verification System
035 93.775, 93.777, Medicaid Cluster Special Tests and Provisions —
93.778 Utilization Control and Program
Integrity
040 97.036 Disaster Grants — Public Assistance Subrecipient Monitoring
(Presidentially Declared Disasters)
041 97.036 Disaster Grants — Public Assistance Subrecipient Monitoring

(Presidentially Declared Disasters)

Compliance with such requirements is necessary, in our opinion, for the State of Florida to comply with
the requirements applicable to the respective programs.

As described in the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS, we were
unable to obtain sufficient appropriate audit evidence supporting that the State of Florida complied with
requirements regarding the following:
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Finding

No. 2019- CFDA Nos. Major Program (or Cluster) Name Compliance Requirements
014 17.225 Unemployment Insurance Reporting
016 17.225 Unemployment Insurance Special Tests and Provisions — Match

with Internal Revenue Service (IRS)
940 Federal Unemployment Tax Act
(FUTA) Tax Form

Consequently, we were unable to determine whether the State of Florida complied with those
requirements applicable to the programs.

Qualified Opinion on the 2017 Wildfires and Hurricanes Indemnity Program, National Guard
Military Operations and Maintenance (O&M) Projects, Unemployment Insurance, Temporary
Assistance for Needy Families, Medicaid Cluster, and Disaster Grants — Public Assistance
(Presidentially Declared Disasters)

In our opinion, except for the noncompliance and possible effects of the matters described in the Basis
for Qualified Opinion paragraphs, the State of Florida complied, in all material respects, with the types of
compliance requirements referred to above that could have a direct and material effect on the
2017 Wildfires and Hurricanes Indemnity Program, National Guard Military Operations and Maintenance
(O&M) Projects, Unemployment Insurance, Temporary Assistance for Needy Families, Medicaid Cluster,
and Disaster Grants — Public Assistance (Presidentially Declared Disasters) for the fiscal year ended
June 30, 2019.

Unmodified Opinion on Each of the Other Major Federal Programs

In our opinion, the State of Florida complied, in all material respects, with the types of compliance
requirements referred to above that could have a direct and material effect on each of its other major
Federal programs identified in the Summary of Auditor's Results section of the accompanying
SCHEDULE OF FINDINGS AND QUESTIONED COSTS for the fiscal year ended June 30, 2019.

Other Matters

The results of our auditing procedures disclosed other instances of noncompliance which are required to
be reported in accordance with the Uniform Guidance and which are described in the accompanying
SCHEDULE OF FINDINGS AND QUESTIONED COSTS as:

Finding Nos. 2019-:
003 013 018-019 025-026
028-029 033 036-039 042

Our opinion on each major Federal program is not modified with respect to these matters.

The State of Florida’s responses to the noncompliance findings identified in our audit are described in
the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS. The State of Florida's
responses were not subjected to the auditing procedures applied in the audit of compliance and,
accordingly, we express no opinion on the responses.

Report No. 2020-170
March 2020 Page 7



Report on Internal Control Over Compliance

Management of the State of Florida is responsible for establishing and maintaining effective internal
control over compliance with the types of compliance requirements referred to above. In planning and
performing our audit of compliance, we considered the State of Florida’s internal control over compliance
with the types of requirements that could have a direct and material effect on each major Federal program
to determine the auditing procedures that are appropriate in the circumstances for the purpose of
expressing an opinion on compliance for each major Federal program and to test and report on internal
control over compliance in accordance with the Uniform Guidance, but not for the purpose of expressing
an opinion on the effectiveness of internal control over compliance. Accordingly, we do not express an
opinion on the effectiveness of the State of Florida’s internal control over compliance.

Our consideration of internal control over compliance was for the limited purpose described in the
preceding paragraph and was not designed to identify all deficiencies in internal control over compliance
that might be material weaknesses or significant deficiencies and therefore, material weaknesses or
significant deficiencies may exist that were not identified. However, as discussed below, we identified
certain deficiencies in internal control over compliance that we consider to be material weaknesses and
significant deficiencies.

A deficiency in internal control over compliance exists when the design or operation of a control over
compliance does not allow management or employees, in the normal course of performing their assigned
functions, to prevent, or detect and correct, noncompliance with a type of compliance requirement of a
Federal program on a timely basis. A material weakness in internal control over compliance is a
deficiency, or combination of deficiencies, in internal control over compliance, such that there is a
reasonable possibility that material noncompliance with a type of compliance requirement of a Federal
program will not be prevented, or detected and corrected, on a timely basis. We consider the deficiencies
in internal control over compliance described in the following findings and included in the accompanying
SCHEDULE OF FINDINGS AND QUESTIONED COSTS to be material weaknesses:
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Finding

No. 2019- CFDA Nos. Major Program (or Cluster) Name Compliance Requirements
002 10.120 2017 Wildfires and Hurricane Activities Allowed or Unallowed and
Indemnity Program Allowable Costs/Cost Principles
004 12.401 National Guard Military Operations Procurement and Suspension and
and Maintenance (O&M) Projects Debarment
014 17.225 Unemployment Insurance Reporting
016 17.225 Unemployment Insurance Special Tests and Provisions — Match
with Internal Revenue Service (IRS)
940 Federal Unemployment Tax Act
(FUTA) Tax Form
030 93.558 Temporary Assistance for Needy Special Tests and Provisions — Income
Families Eligibility and Verification System
035 93.775,93.777, Medicaid Cluster Special Tests and Provisions —
93.778 Utilization Control and Program
Integrity
040 97.036 Disaster Grants — Public Assistance Subrecipient Monitoring
(Presidentially Declared Disasters)
041 97.036 Disaster Grants — Public Assistance Subrecipient Monitoring

(Presidentially Declared Disasters)

A significant deficiency in internal control over compliance is a deficiency, or a combination of
deficiencies, in internal control over compliance with a type of compliance requirement of a Federal
program that is less severe than a material weakness in internal control over compliance, yet important
enough to merit attention by those charged with governance. We consider the deficiencies in internal
control over compliance described in the following findings and included in the accompanying
SCHEDULE OF FINDINGS AND QUESTIONED COSTS to be significant deficiencies:

Finding Nos. 2019-:

003
020-024
036

005-013 015
026-027 029
039 042

018
032-034

The State of Florida’'s responses to the internal control over compliance findings identified in our audit
are described in the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS. The State
of Florida’s responses were not subjected to the auditing procedures applied in the audit of compliance
and, accordingly, we express no opinion on the responses.
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The purpose of this report on internal control over compliance is solely to describe the scope of our testing
of internal control over compliance and the results of that testing based on the requirements of the
Uniform Guidance. Accordingly, this report is not suitable for any other purpose.

Respectfully submitted,

VR

Sherrill F. Norman, CPA
Tallahassee, Florida
March 20, 2020
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AUDITOR GENERAL
STATE OF FLORIDA

Claude Denson Pepper Building, Suite G74

Sherrill F. Norman, CPA 111 West Madison Street
Auditor General Tallahassee, Florida 32399-1450 Fax: (850) 488-6975

The President of the Senate, the Speaker of the
House of Representatives, and the
Legislative Auditing Committee

INDEPENDENT AUDITOR’S REPORT ON
THE SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
REQUIRED BY THE UNIFORM GUIDANCE

We have audited the financial statements of the governmental activities, the business-type activities, the
aggregate discretely presented component units, each major fund, and the aggregate remaining fund
information of the State of Florida as of and for the year ended June 30, 2019, and the related notes to
the financial statements, which collectively comprise the State of Florida’s basic financial statements.
We issued our Independent Auditor's Report thereon dated February 21, 2020, which contained
unmodified opinions on those financial statements. Our audit was conducted for the purpose of forming
opinions on the financial statements that collectively comprise the State of Florida's basic financial
statements.

The accompanying SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS is presented for
purposes of additional analysis as required by Title 2 U.S. Code of Federal Regulations Part 200, Uniform
Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards (Uniform
Guidance) and is not a required part of the basic financial statements. Such information is the
responsibility of management and was derived from and relates directly to the underlying accounting and
other records used to prepare the basic financial statements. The information has been subjected to the
auditing procedures applied in the audit of the financial statements and certain additional procedures,
including comparing and reconciling such information directly to the underlying accounting and other
records used to prepare the basic financial statements or to the basic financial statements themselves,
and other additional procedures in accordance with auditing standards generally accepted in the United
States of America. In our opinion, the SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS is
fairly stated, in all material respects, in relation to the basic financial statements as a whole.

Respectfully submitted,

\Doie A S Nnras

Sherrill F. Norman, CPA
February 21, 2020
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SCHEDULE OF FINDINGS AND QUESTIONED COSTS

SECTION | - SUMMARY OF AUDITOR'S RESULTS

Financial Statements

Type of auditor's report issued on whether the financial statements
audited were prepared in accordance with GAAP: Unmodified on all opinion units

Internal control over financial reporting:

Material weaknesses identified? No
Significant deficiencies identified? Yes
Noncompliance material to financial statements noted? No

Federal Awards

Internal control over major Federal programs:

Material weaknesses identified? Yes

Significant deficiencies identified? Yes

Type of auditor’s report issued on compliance for major Federal
programs:
Unmodified for all major programs, except for the following programs
for which the report was qualified:
2017 Wildfires and Hurricanes Indemnity Program (10.120)
National Guard Military Operations and Maintenance (O&M)
Projects (12.401)
Unemployment Insurance (17.225)
Temporary Assistance for Needy Families (93.558)
Medicaid Cluster (93.775, 93.777, and 93.778)
Disaster Grants — Public Assistance (Presidentially Declared
Disasters) (97.036)

Any audit findings disclosed that are required to be reported

in accordance with 2 CFR 200.516(a)? Yes
Dollar threshold used to distinguish between

Type A and Type B programs: $55,330,917
Auditee qualified as low-risk auditee? No
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LISTING OF MAJOR PROGRAMS
FiscaL YEAR ENDED JUNE 30, 2019

Name of Federal Program or Cluster (1)

CFDA Number(s)

Total Expenditures

2017 Wildfires and Hurricanes Indemnity Program
Supplemental Nutrition Assistance Program Cluster
Child Nutrition Cluster

Child and Adult Care Food Program

National Guard Military Operations and Maintenance (O&M) Projects
Unemployment Insurance

Workforce Innovation and Opportunity Act Cluster

Clean Water State Revolving Fund Cluster

Drinking Water State Revolving Fund Cluster

Federal Family Education Loans

Hurricane Education Recovery

Immunization Cooperative Agreements

Temporary Assistance for Needy Families

Refugee and Entrant Assistance State/Replacement Designee
Administered Programs

Stephanie Tubbs Jones Child Welfare Services Program

Social Services Block Grant

Children’s Health Insurance Program

Medicaid Cluster (2)

HIV Care Formula Grants

Block Grants for Community Mental Health Services

Block Grants for Prevention and Treatment of Substance Abuse
Disability Insurance/SSDI Cluster

Disaster Grants — Public Assistance (Presidentially Declared Disasters)

Total

Notes: (1) The Schedule of Expenditures of Federal Awards identifies the programs included within the respective clusters.

10.120
10.551 & 10.561

10.553, 10.555, 10.556 &
10.559

10.558

12.401

17.225

17.258, 17.259 & 17.278
66.458 & 66.482

66.468 & 66.483

84.032

84.938

93.268

93.558

93.566

93.645

93.667

93.767

93.775, 93.777, & 93.778
93.917

93.958

93.959

96.001 & 96.006

97.036

(2) This program included ARRA funds expended during the 2018-19 fiscal year.

87,019,510
4,208,524,402

1,295,412,235
297,569,386
44,858,483
449,010,616
153,477,904
48,101,672
90,853,552
49,749,552
128,974,631
306,600,812
367,503,692

50,175,895
16,692,678
156,942,168
503,120,507

15,951,669,834

179,280,889

42,917,655
113,356,916
137,626,317

905,022,718
$25,584,462,024
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SECTION Il - FINANCIAL STATEMENTS FINDINGS

Our audit of the State of Florida’s basic financial statements for the fiscal year ended June 30, 2019,
disclosed a certain matter that we communicated in the INDEPENDENT AUDITOR'S REPORT ON
INTERNAL CONTROL OVER FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER
MATTERS BASED ON AN AUDIT OF FINANCIAL STATEMENTS PERFORMED IN ACCORDANCE
WITH GOVERNMENT AUDITING STANDARDS. The finding is categorized in accordance with auditing
standards generally accepted in the United States of America and the standards applicable to financial
audits contained in Government Auditing Standards issued by the Comptroller General of the United
States. Those standards require that findings be categorized in a manner that discloses their
significance. The categorizations established and defined by the standards are as follows:

e A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to
prevent, or detect and correct, misstatements on a timely basis. A material weakness is a
deficiency, or a combination of deficiencies, in internal control such that there is a reasonable
possibility that a material misstatement of the financial statements will not be prevented, or
detected and corrected on a timely basis.

¢ A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is
less severe than a material weakness, yet important enough to merit attention by those charged
with governance.

Report No. 2020-170
March 2020 Page 15



Finding Number

Opinion Unit

Financial Statements
Account Titles

SW Fund Number

State Agency

OLO-GF-SF-FID

Financial Statement Line
Codes

Adjustment Amount

Statistically Valid Sample

Finding

Criteria

Condition

Cause

SIGNIFICANT DEFICIENCY
NET INVESTMENTS IN CAPITAL ASSETS

2019-001
Governmental Activities
Net Position — Net investments in capital assets; Net Position — Unrestricted

N/A

Florida Department of Financial Services (FDFS)
N/A

5310 and 5910

$14,503,526,000
N/A

The FDFS, Statewide Financial Reporting Section (SFRS), recorded incorrect
amounts for debt related to capital assets to Net Position - Net investments in
capital assets (Net investments in capital assets).

Governmental Accounting Standards Board (GASB) Codification Section
1800.156 specifies that the net investment in capital assets component of net
position is to consist of capital assets, net of accumulated depreciation, reduced
by the outstanding balances of debt instruments that are attributable to the
acquisition, construction, or improvement of those assets. Significant unspent
related debt proceeds or deferred inflows of resources should not be included in
the calculation of Net investments in capital assets.

Chief Financial Officer Procedures for Government-Wide Financial Statements
provide a list of the documents and calculations needed to complete the
government-wide statements, including the calculation of Net investments in
capital assets.

The SFRS established financial statement forms for State agencies to assist the
SFRS in the compilation of the State’s Comprehensive Annual Financial Report,
including the determination of total outstanding bonds payable and the Amount
deferred on refunding of debt. Additionally, the SFRS receives documentation
from State agencies indicating which outstanding bonds were related to
Governmental Activities capital assets.

During the 2018-19 fiscal year, the Governmental Activities, Capital assets, net
totaled $78.54 billion and outstanding bonds related to capital assets totaled
$2.3 billion. Our review of the SFRS calculation for Net investments in capital
assets disclosed instances in which incorrect amounts were recorded.
Specifically, we noted that the SFRS:

e Converted the amounts provided by State agencies in the Net investments in
capital assets calculation to thousands, except for the Deferred inflow and
Deferred outflow amounts for the Amount deferred on refunding of debt,
resulting in deferred for refunding amounts totaling $16.4 million being
recorded as $16.4 billion.

e Used unamortized premiums totaling $2.1 billion to calculate the net of related
debt portion of Net investments in capital assets instead of the actual
unamortized premiums of $155.9 million.

According to SFRS management, while established procedures provided steps
and calculations needed to determine Net investments in capital assets, such
procedures did not provide for and SFRS staff did not evaluate the amounts used
in the calculation for consistency and reasonableness. Additionally, SFRS
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Effect

Recommendation

State Agency Response

management did not review the appropriateness of the Net investments in capital
assets calculation to ensure that errors, if any, were timely detected and corrected.

Prior to audit adjustment, the Governmental Activities, Net investments in capital
assets account was overstated by $14,503,526,000 and the Net Position —
Unrestricted account was understated by $14,503,526,000.

We recommend that SFRS management enhance controls to ensure that SFRS
staff evaluate all governmental activities amounts provided by State agencies for
consistency and reasonableness prior to completion of the government-wide
financial statements. Additionally, we recommend that SFRS management
enhance controls to ensure that supervisory review of government-wide net
position calculations is conducted to promote the timely detection and correction
of errors.

We concur. The SFRS will enhance its review process through the creation and
implementation of a financial statement reconcilation tool which will assist
management in the review, identification, and correction of presentation errors
noted between the respective financial statement line items. Additionally, updates
to SFRS procedures will be made to include the use of the tool during review and
include a comprehensive list of validation criteria that will be used by management
to ensure the consistency and reasonableness of the amounts presented in the
financial statements of the State of Florida.
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Section lll - Federal Awards Findings and Questioned Costs

Our audit findings with regard to compliance and internal controls over compliance with the requirements
of major Federal awards programs are disclosed on the following pages. Where applicable and
determinable, we have disclosed actual questioned costs where known or likely questioned costs
exceeded $25,000. To identify the nature and significance of each finding, we have identified each finding
with one or more of the following designations:

e Disclaimer of Opinion. A finding that presents conditions where the auditor is unable to express
an opinion on a compliance requirement for a major Federal program. A disclaimer would be
appropriate when the auditor is not able to perform procedures sufficient to enable the auditor to
form an opinion on compliance. This would include findings of inadequate records that resulted
in restrictions being placed on the scope of the audit.

e Opinion Qualification. A finding presenting a condition that affects the auditor’s ability to give
an unqualified opinion on compliance. This would include findings of noncompliance with Federal
statutes, regulations, or the terms and conditions of Federal awards related to a major Federal
program, the effects of which are material to the major Federal program as a whole.

e Noncompliance. A finding presenting noncompliance with Federal statutes, regulations, or the
terms and conditions of Federal awards related to a major Federal program caused by error or
fraud, the effects of which are material in relation to a type of compliance requirement identified
in the OMB Compliance Supplement.

e Material Weakness. A material weakness in internal control over compliance is a deficiency, or
combination of deficiencies, in internal control over compliance, such that there is a reasonable
possibility that material noncompliance with a type of compliance requirement of a Federal
program will not be prevented, or detected and corrected, on a timely basis. A material weakness
is considered in relation to a type of compliance requirement identified in the OMB Compliance
Supplement.

e Significant Deficiency. A significant deficiency in internal control over compliance is a
deficiency, or combination of deficiencies, in internal control over compliance with a type of
compliance requirement of a Federal program that is less severe than a material weakness in
internal control over compliance, yet important enough to merit attention by those charged with
governance. A deficiency in internal control over compliance exists when the design or operation
of a control over compliance does not allow management or employees, in the normal course of
performing their assigned functions, to prevent, or detect and correct, noncompliance with a type
of compliance requirement of a Federal program on a timely basis. A significant deficiency is
considered in relation to a type of compliance requirement identified in the OMB Compliance
Supplement.

e Questioned Costs. Costs that are questioned by the auditor because of an audit finding that
reported: (a) a violation or possible violation of a statute, regulation, or the terms and conditions
of a Federal award, including funds used to match Federal funds; (b) costs, at the time of the
audit, which were not supported by adequate documentation; or, (c) costs incurred that appeared
unreasonable and did not reflect the actions a prudent person would take in the circumstances.

As part of the audit process, our findings were provided to the applicable entities for management’s
response. The responses were prepared by entity management and are included within the audit findings
as well as Management’s Corrective Action Plan.

Report No. 2020-170
March 2020 Page 19



We have presented our findings, generally, by Federal grantor agency and in the order of the Catalog of
Federal Domestic Assistance Number (CFDA No.) assigned to each applicable Federal award program.
Findings that pertain to multiple programs are generally presented as the first findings within the Federal
grantor agency section. In some instances, a finding may pertain to programs provided by more than
one Federal grantor agency. In such instances, the finding is presented within the section for the Federal
grantor agency that provided the most funding for the applicable agency. An Index of Federal Findings
by Federal Agency and Compliance Requirement is included to assist Federal grantor agencies in
identifying applicable findings.
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Finding Number

CFDA Number

Program Title

Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample
Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Entity Response

U.S. DEPARTMENT OF AGRICULTURE

2019-002

10.120

2017 Wildfires and Hurricanes Indemnity Program (WHIP)
Activities Allowed or Unallowed and Allowable Costs/Cost Principles
Florida Division of Emergency Management (FDEM)

USDA-FSA-2018-001 2018

No
Opinion Qualification and Material Weakness
Questioned Costs — $917,256.70

The FDEM did not always obtain and maintain documentation to support costs
charged to the WHIP.

2 CFR 200.403(g) — Factors affecting allowability of costs — Except where
otherwise authorized by statute, costs must be adequately documented to be
allowable under Federal awards.

2 CFR 200.404 — Reasonable costs — A cost is reasonable if, in its nature and
amount, it does not exceed that which would be incurred by a prudent person
under the circumstances prevailing at the time the decision was made to incur the
cost. Consideration must be given to market prices for comparable goods or
services for the geographic area.

During the 2018-19 fiscal year, the FDEM provided $81,154,535 in WHIP funds
to 451 subrecipients (citrus producers). To receive reimbursement for WHIP
project expenditures, the FDEM required citrus producers to submit an application
and provide supporting documentation for each expense item for which
reimbursement was requested. Our examination of FDEM records for
25 expenditure transactions, totaling $19,496,193.19, disclosed that, for
10 transactions totaling $4,533,340.85, FDEM records did not support that the
transactions were allowable or reasonable. Subsequent to audit inquiry, the
FDEM obtained supporting documentation from the citrus producers for some
expenditures. However, for 6 unsupported expenditure transactions, questioned
costs totaled $917,256.70.

According to FDEM management, the expenditures were not supported due to
staff oversight during the payment review process. Additionally, the FDEM did
not require staff to review certain types of expenditure documentation for
reasonableness prior to payment.

Absent appropriate documentation, the FDEM cannot demonstrate the
allowability or reasonableness of WHIP expenditures and such amounts could be
subject to disallowance by the Federal grantor agency.

We recommend that FDEM management strengthen reimbursement processing
controls to ensure that FDEM records evidence that all costs charged to the WHIP
are allowable and reasonable.

Subsequent to audit inquiry, FDEM has substantiated $326,624.85 of the
questioned costs and is in the process of obtaining additional documentation to
support $46,700.00 to comply with 2 CFR 200.403(g). FDEM does not expect
recoupment will be necessary. The remaining $543,931.85 in questioned costs
are related to arm’s length transactions. The transactions described regularly
occur as an industry standard. Many Citrus Recovery Block Grant (CRBG)
applicants own groves and the caretaking companies that service and manage
them. While the companies have the same owner, each company is operating
as a separate legal entity. FDEM compared claimed costs to prices from other
unaffiliated producer records as well as other market data sources area in
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accordance with 2 CFR 200.404. All costs are evaluated and must be deemed
eligible, reasonable and appropriate prior to payment. Subsequent to audit
inquiry and prior to the audit report, the analyses found all claimed costs to be
eligible and reasonable.

FDEM concurs with the auditor's recommendation and will strengthen
reimbursement controls to ensure all costs are validated and determined
reasonable prior to payment.
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Finding Number

CFDA Number

Program Title

Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample
Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Entity Response

U.S. DEPARTMENT OF AGRICULTURE

2019-003

10.558

Child and Adult Care Food Program (CACFP)
Subrecipient Monitoring

Florida Department of Health (FDOH)

5FL300350 2019 and 5FL300340 2019

N/A
Noncompliance and Significant Deficiency

The FDOH did not include the correct citations to Federal regulations in subaward
agreements.

2 CFR Part 200.331 — Requirements for pass-through entities - All pass-through
entities must ensure that every subaward is clearly identified to the subrecipient
as a subaward and include certain information at the time of the subaward (e.g.,
applicable Federal regulations) and, if any of those data elements change, include
the changes in subsequent subaward modifications.

Pursuant to Federal regulations, the FDOH used a Permanent Contract to
document the FDOH’'s notification to subrecipients of applicable Federal
regulations. During the 2018-19 fiscal year, the FDOH disbursed CACFP funds
totaling approximately $291 million to 2,204 subrecipients. Our review of the
Permanent Contract disclosed that the Contract did not include the correct
citations to applicable Federal regulations. According to the CACFP grant award,
effective December 2014 CACFP funds were subject to the requirements
included in 2 CFR 200 (Uniform Guidance); however, the Permanent Contract
directed subrecipients to comply with regulations that predated the Uniform
Guidance.

According to FDOH management, the FDOH did not notify subrecipients of the
changes in applicable Federal regulations through the subaward because the
FDOH is still in the process of revising the Permanent Contract to ensure
compliance with Federal and State contract requirements.

The failure to notify subrecipients of the correct Federal regulations through the
subaward may result in subrecipient noncompliance with Federal regulations.

We recommend that FDOH management revise the Permanent Contract to
ensure that subrecipients are appropriately notified of the correct Federal
regulations.

The Bureau of Child Care Food Programs (CCFP) is working with the Office of
General Counsel (OGC) on an amendment to the Permanent Contract for CCFP
contractors that executed agreements from July 1, 2019 through
January 31, 2020. The existing Permanent Contract has been updated with the
correct citations from 2 CFR 200, and will be used for any new contractors that
come on the program starting February 1, 2020. CCFP is also working with OGC
on comprehensive revisions to the Permanent Contract and Attachments which
will be given to all 2,200+ subrecipients for execution on or before June 30, 2020.

As part of the annual renewal process, all subrecipients are notified of the
applicable 2 CFR Part 200 requirements through a question on the renewal
application, through financial management training, and through an Audit Report
Certification Form sent to all CCFP contractors from the FDOH Federal
Compliance and Audit Management section.
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Finding Number

CFDA Number

Program Title
Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample

Finding Type

Prior Year Finding

Finding

Criteria

Condition

Cause

Effect

U.S. DEPARTMENT OF DEFENSE

2019-004

12.401

National Guard Military Operations and Maintenance (O&M) Projects
Procurement and Suspension and Debarment

Florida Department of Military Affairs (FDMA)
W911YN-19-2-1000

No
Opinion Qualification and Material Weakness
Report No. 2019-186, Finding No. 2018-005

The FDMA could not demonstrate that, prior to entering into covered transactions,
the FDMA determined that the contractors were not suspended, debarred, or
otherwise excluded by the Federal Government. Additionally, the FDMA did not
include in applicable contractual agreements a clause requiring the contractor to
comply with Federal guidance on suspension and debarment.

2 CFR 180.300 — What must | do before | enter into a covered transaction with
another person at the next lower tier? — When you enter into a covered
transaction with another person at the next lower tier, you must verify that the
person with whom you intend to do business is not excluded or disqualified. You
do this by: (a) Checking System for Award Management (SAM) Exclusions,
(b) Collecting a certification from that person, or (c) Adding a clause or condition
to the covered transaction with that person.

United States Department of Defense, National Guard Bureau - Master
Cooperative Agreement — The grantee agrees to check SAM to verify contractor
eligibility to receive contracts. The verification shall be documented in the
contract files. Also, for each contract for an amount equal to or greater than
$25,000, the grantee must include a clause requiring the contractor to comply
with the guidance on suspension and debarment included in 2 CFR 180.

During the 2018-19 fiscal year, the FDMA entered into 55 contractual agreements
with 35 contractors utilizing O&M Projects funds totaling $24,290,219. We
examined FDMA records for 3 contractual agreements, totaling $535,630,
entered into with 3 contractors during the 2018-19 fiscal year. Our examination
disclosed that FDMA records did not evidence that, prior to entering into the
contractual agreements, the FDMA verified through SAM that the contractors
were not suspended, debarred, or otherwise excluded. In addition, our
examination disclosed that, although each contract exceeded $25,000, the FDMA
did not include in the 3 contractual agreements a clause requiring the contractor
to comply with guidance on suspension and debarment. Our review of the FDMA
Construction Facility Management Office Contract Management Branch Standard
Operating Procedures disclosed that the Procedures did not require FDMA staff
to verify that a contractor was not suspended, debarred, or otherwise excluded
prior to entering into a contractual agreement or require that applicable contracts
include a clause related to suspension and debarment compliance.

FDMA policies and procedures did not require staff to verify through SAM that a
contractor was not suspended, debarred, or otherwise excluded prior to entering
into a contract, nor require that a clause related to suspension and debarment
compliance be included in applicable contractual agreements.

Absent adequate controls, the risk is increased that the FDMA could unknowingly
enter into covered transactions with contractors who have been suspended,
debarred, or otherwise excluded by the Federal Government. In addition,
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Recommendation

State Entity Response

O&M Projects funds provided to contractors could be subject to disallowance by
the United States Department of Defense.

We again recommend that FDMA management enhance policies and procedures
to ensure that FDMA records evidence that, prior to entering into covered
transactions, the FDMA verified through SAM that contractors were not
suspended, debarred, or otherwise excluded by the Federal Government. We
also continue to recommend that FDMA management enhance policies and
procedures to require that all contracts equal to or greater than $25,000 include
a clause requiring the contractor to comply with the guidance on suspension and
debarment included in 2 CFR 180.

We concur with your finding and recommendation. We are still in the process of
enhancing our policies to include reviewing SAM for exclusions prior to
contracting with a company. Additionally, we are working to require that all new
contracts include proper language requiring the contractor to comply with the
guidance on suspension and debarment.
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Finding Number

CFDA Number

Program Title

Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample
Finding Type
Prior Year Finding

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Entity Response

U.S. DEPARTMENT OF LABOR

2019-005

17.225

Unemployment Insurance (Ul)

Activities Allowed or Unallowed and Allowable Costs/Cost Principles
Florida Department of Economic Opportunity (FDEO)

Various

N/A
Significant Deficiency
Report No. 2019-186, Finding No. 2018-013

Internal controls for the Electronic Payment Card (EPC) Processing and
Settlement System need improvement

2 CFR 200.303 — Internal Controls — The non-Federal entity must establish and
maintain effective internal control over the Federal award that provides
reasonable assurance that the non-Federal entity is managing the Federal award
in compliance with Federal statutes, regulations, and the terms and conditions of
the Federal award.

The FDEO contracted with a service organization to provide services that enable
Ul claimants to receive Ul benefits to which they are entitled through an electronic
access card (debit card). During the 2018-19 fiscal year, the FDEO processed
Ul benefit payments totaling approximately $358 million. Benefit payments
distributed via debit card totaled approximately $76 million.

The service organization obtained an independent service auditor’s report for the
period July 1, 2018, through June 30, 2019, in which the service organization’s
auditors qualified their opinion related to logical access, network security, and
computer operations controls. Given the significance of the service
organization’s role in the Ul program, internal control weaknesses reported in the
service auditor’s report could significantly impact the Ul program.

The service organization had not effectively established certain IT controls,
including controls related to logical access, network security, and computer
operations.

Absent appropriate EPC Processing and Settlement System controls, the FDEO
has reduced assurance that Ul data is appropriately safeguarded.

We again recommend that the FDEO ensure that the service organization takes
timely and appropriate corrective action to resolve the deficiencies noted in the
independent service auditor’s report.

We concur with the finding. The contracted service organization is implementing
process improvements and system enhancements to improve internal controls.
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Finding Number

CFDA Number

Program Title
Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample

Finding Type

Prior Year Finding

Finding

Criteria

Condition

Cause

U.S. DEPARTMENT OF LABOR

2019-006

17.225

Unemployment Insurance (Ul)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Ul Benefit Payments and Ul
Program Integrity — Overpayments

Florida Department of Economic Opportunity (FDEO)

Various

N/A
Significant Deficiency
Report No. 2019-186, Finding No. 2018-012

In our information technology operational audit report No. 2019-183, dated
March 2019, we noted in Finding 4 that Reemployment Assistance Claims and
Benefits Information System (RA System) application edits for postmark and
received dates and related date sequencing need improvement. As of
June 2019, the FDEO had not corrected the identified deficiencies.

Effective application controls include edits to reasonably assure that data is valid
and recorded in the proper format and include, among others, field format
controls, required field controls, limit and reasonableness controls, valid
combination of related data field values, and master file matching.

The RA System is a Web-based claims management system that allows
Ul claimants to apply for weekly Ul benefits, monitor their accounts, and
communicate with FDEO staff. The RA System also allows employers and
third parties to manage Ul claims and appeals, update and monitor Ul accounts,
and communicate with FDEO staff. During the 2018-19 fiscal year, the FDEO
made Ul benefit payments totaling approximately $358 million.

Our information technology operational audit disclosed that the controls over
postmark and received dates and related date sequencing in the RA System need
improvement.  Specifically, the Date Received field erroneously updated
automatically to the current date each time the document was assigned,
reassigned, or indexed in the RA System. Also, when FDEO and contractor
employees made manual entries to the Date Received field to correct the
automatic updating or to the Date Received or the Date Postmarked fields in the
normal course of work, no system edits existed to ensure that the dates
sequenced correctly. For example, the RA System did not prevent the user from
entering a date in the Date Received field that was prior to the date in the Date
Postmarked field. Also, no edit existed to prevent the user from manually entering
a future date in the Date Received field.

While the FDEO identified application edits to ensure the accuracy and integrity
of dates in the RA System during the scanning and indexing process, as of
June 2019, the edits had not been implemented. Consequently, the uncorrected
deficiencies remained a significant deficiency for the 2018-19 fiscal year.

While FDEO management issued a program change request to prevent the
RA System from automatically updating the Date Received field to the current
date, the program change request had not been prioritized for implementation.
FDEO management also indicated that there had been no program changes to
the RA System to ensure dates sequenced correctly and that the FDEO would
address the date sequencing issues after the program changes for the Date
Received field had been implemented.
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Effect

Recommendation

State Entity Response

The lack of appropriate application edits increases the risk that the accuracy of
claims, benefit payments, and employer chargeability may be compromised and
that benefit payments and employer charges may be based on incorrect
information.

We recommend that FDEO management improve application edits to help ensure
the accuracy and integrity of the dates in the RA System.

We concur with the finding. Application edits have been identified to improve the
accuracy and integrity of the dates in the RA System. Application edits were
completed in September 2019.
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Finding Number

CFDA Number

Program Title
Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample

Finding Type

Prior Year Finding

Finding

Criteria

Condition

Cause

Effect

U.S. DEPARTMENT OF LABOR

2019-007

17.225

Unemployment Insurance (Ul)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Ul Benefit Payments and Ul
Program Integrity — Overpayments

Florida Department of Economic Opportunity (FDEO)

Various

N/A
Significant Deficiency
Report No. 2019-186, Finding No. 2018-012

In our information technology operational audit report No. 2019-183, dated
March 2019, we noted in Finding 5 Reemployment Assistance Claims and
Benefits Information System (RA System) control deficiencies causing language
translation errors on forms and documents and incorrect error messages. As of
June 2019, the FDEO had not corrected the identified deficiencies.

Effective application input controls during data entry include system-generated
error messages that provide timely and useful information and error handling
procedures to reasonably ensure that errors and irregularities are timely and
accurately detected, reported, and corrected.

The RA System is a Web-based claims management system that allows
Ul claimants to apply for weekly Ul benefits, monitor their accounts, and
communicate with FDEO staff. The RA System also allows employers and
third parties to manage Ul claims and appeals, update and monitor Ul accounts,
and communicate with FDEO staff. During the 2018-19 fiscal year, the FDEO
made Ul benefit payments totaling approximately $358 million.

Our information technology operational audit disclosed control deficiencies in the
RA System causing language translation errors on forms and documents and
incorrect error messages. While FDEO management indicated that they initiated
a four-phased project to address the identified deficiencies, as of June 2019, the
project was not expected to be completed until the end of 2020. Consequently,
the uncorrected deficiencies remained a significant deficiency for the 2018-19
fiscal year.

Certain language translation deficiencies previously identified had not been
prioritized for implementation and additional language translation deficiencies
were subsequently identified as part of our audit report No. 2019-183, but not
corrected.

For an error message provided in response to a claimant’s failure to fully complete
the Discharged-Intoxication and Use of Intoxicants During Working Hours
questionnaire that had not been corrected, the existing ticket to correct the
problem had not been prioritized. We also noted that an incorrect error message
that prevented the submission of a straight Disaster Unemployment Assistance
application was subsequently identified but not corrected.

Effective controls related to language translations on forms and documents and
appropriate error messages are essential to the timely and accurate detection,
reporting, and correction of errors and irregularities and to ensure the
completeness, accuracy, and validity of input data.
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To help ensure the completeness, accuracy, and validity of RA System input data,
we recommend that FDEO management continue efforts to implement effective
controls related to language translations on forms and documents and enhance
the appropriateness of error messages.

We concur with the finding. FDEO has identified a project-level effort to address
language translations on forms and documents as well as appropriateness of

error messages. The four-phased project continues to be an on-going priority of
FDEO.

Report No. 2020-170
March 2020

Page 31



Finding Number

CFDA Number

Program Title
Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample

Finding Type

Prior Year Finding

Finding

Criteria

Condition

U.S. DEPARTMENT OF LABOR

2019-008

17.225

Unemployment Insurance (Ul)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Ul Benefit Payments and Ul
Program Integrity — Overpayments

Florida Department of Economic Opportunity (FDEO)

Various

N/A
Significant Deficiency
Report No. 2019-186, Finding No. 2018-012

In our information technology operational audit report No. 2019-183, dated
March 2019, we noted in Finding 6 that the procedures for the document intake
and indexing processes need improvement to help ensure that all documents
received for processing in the Reemployment Assistance Claims and Benefits
Information System (RA System) are timely and accurately indexed to the
appropriate claimant, claim, and claim issue. As of June 2019, the FDEO had not
corrected the identified deficiencies.

Effective input controls include procedures to provide reasonable assurance that
all inputs into the application have been authorized, accepted for processing, and
accounted for and any missing or unaccounted for source documents or input
files have been identified and investigated. As part of the claimant application
process, claimants, employers, and third parties may be required to submit
certain documents and information to the FDEO or respond to fact-finding
documents issued by the FDEO. Response due dates are determined by the
RA System or FDEO staff based on the document type. For appropriate
processing, documents and information received by the FDEO should be timely
linked to the appropriate claimant, claim, and claim issue to avoid unnecessary
delays or cause the system to inappropriately process a claim or claim issue
without consideration of documentation received but not yet indexed or
processed.

The RA System is a Web-based claims management system that allows
Ul claimants to apply for weekly Ul benefits, monitor their accounts, and
communicate with FDEO staff. The RA System also allows employers and
third parties to manage Ul claims and appeals, update and monitor Ul accounts,
and communicate with FDEO staff. During the 2018-19 fiscal year, the FDEO
made Ul benefit payments totaling approximately $358 million.

Our information technology operational audit disclosed that the FDEO lacked
procedures to provide reasonable assurance that all received documents were
timely and accurately indexed to the appropriate claimant, claim, and claim issue,
including the reconciliation of received documents through the intake mail and fax
processes with the documents indexed to the claimant, claim, and claim issue in
the RA System. Also, documents received by the FDEO that did not contain
sufficient information to index the document to the appropriate claimant, claim, or
claim issue were placed in a folder on a shared drive for further investigation by
adjudication staff and subsequent indexing to the appropriate claimant, claim, or
claim issue in the RA System. However, if the investigation was unsuccessful
after 30 days, adjudication staff purged the document from the shared drive.

While the FDEO continues to identify and develop improved procedures for the
document intake and indexing process, as of June 2019, the uncorrected
deficiencies remained a significant deficiency for the 2018-19 fiscal year.
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Due to the lack of procedures, the FDEO could not demonstrate that it made good
faith efforts to investigate and identify source documents received prior to purging
them. While FDEO management had submitted program change requests in
March 2015 and May 2015 related to accurate indexing and document tracking,
efforts to remediate the indexing and document tracking issues had not been
implemented.

The lack of adequate procedures for the document intake and indexing processes
limits FDEO management’s assurance that all documents received for processing
in the RA System were sufficiently investigated and timely and accurately indexed
to the appropriate claimant, claim, and claim issue, thereby increasing the risk of
inaccurate claim determinations that may result in erroneous benefit payments
and employer charges.

We recommend that FDEO management improve procedures for the document
intake and indexing processes to help ensure that all documents received for
processing in the RA System are timely and accurately indexed to the appropriate
claimant, claim, and claim issue to improve the accuracy of claim determinations,
benefit payments, and employer charges.

We concur with the finding. FDEO continues to identify and develop improved
operating procedures for the document intake and indexing processes.
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U.S. DEPARTMENT OF LABOR

2019-009

17.225

Unemployment Insurance (Ul)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Ul Benefit Payments and Ul
Program Integrity — Overpayments

Florida Department of Economic Opportunity (FDEO)

Various

N/A
Significant Deficiency
Report No. 2019-186, Finding No. 2018-012

In our information technology operational audit report No. 2019-183, dated
March 2019, we noted in Finding 7 that controls over the distribution of written
claimant and employer claim notices continue to need improvement to help
ensure that claim notices are timely distributed. As of June 2019, the FDEO had
not corrected the identified deficiencies.

Effective application processing controls include procedures to identify, analyze,
and correct the incomplete execution of transactions, and monitoring procedures
to ensure that data is timely and accurately processed.

Section 443.151(2)(a), Florida Statutes, Procedure concerning claims — The
FDEO must notify claimants and employers regarding monetary and
nonmonetary determinations of eligibility.

Section 443.151(3)(a), Florida Statutes, Procedure concerning claims — The
FDEO shall promptly provide a notice of claim to the claimant's most recent
employing unit and all employers whose employment records are liable for
benefits under the monetary determination. The employer must respond to the
notice of claim within 20 days after the mailing date of the notice, or in lieu of
mailing, within 20 days after delivery of the notice. If a contributing employer or
its agent fails to timely or adequately respond to the notice of claim or request for
information, the employer’s account may not be relieved of benefit charges.

Section 443.151(5), Florida Statutes, Procedure concerning claims — The FDEO
shall notify each employer who is liable for reimbursements in lieu of contributions
for payment of the benefits at the address on file with the FDEO or its tax
collection service provider, of the initial determination of the claim and must be
given 10 days to respond. A contributing employer who responds within the
allotted time limit may not be charged for benefits paid under an erroneous
determination if the decision is ultimately reversed.

20 CFR 625, Appendix B — Standard for Claim Determinations — Separation
Information — The State must include in written notices of determinations
furnished to claimants sufficient information to enable them to understand the
determinations, the reasons therefor, and their rights to protest, request
reconsideration, or appeal.

The Reemployment Assistance Claims and Benefits Information System
(RA System) is a Web-based claims management system that allows
Ul claimants to apply for weekly Ul benefits, monitor their accounts, and
communicate with FDEO staff. The RA System also allows employers and third
parties to manage Ul claims and appeals, update and monitor Ul accounts, and
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communicate with FDEO staff. During the 2018-19 fiscal year, the FDEO made
Ul benefit payments totaling approximately $358 million.

Our information technology operational audit disclosed that controls related to the
distribution of written claimant and employer claim notices needed improvement.
Specifically, we noted that:

e During nightly processing, some claim issues remained in an “in progress”
status after a determination or redetermination was recorded in the
RA System for the claim issue. As a result, some written claimant and
employer claim notices were not created and distributed.

e For claims that were determined to be monetarily eligible, some employer
claim notices were not generated. As a result, the claim notices were not
distributed on the following business day.

e Contrary to Federal regulations, written claim notices for claimants who were
determined ineligible due to a claimant identity issue identified by the Fraud
Initiative Rating and Rules Engine (FIRRE) process were not distributed to
the claimants and claimants’ records were indefinitely locked.

As part of our information technology operational audit, we also evaluated
RA System FIRRE processes to determine whether the FDEO timely
distributed written determination letters to claimants when claimants’ records
were locked due to claimant identity issues being identified by the FIRRE
processes. The FDEQ's standard for timely distribution of the determination
letters was within 48 hours of the response due date that was stated within the
Suspicious Activity Notification Delivery letter previously sent to the claimant. We
evaluated 40 of the 5,086 determination letters distributed from July 1, 2017,
through September 13, 2018, to determine whether the letters were timely
distributed to the claimants. Because of the absence of documentation, we were
unable to determine whether the letters were timely distributed for 2 of the
40 determination letters evaluated. For 8 of the remaining 38 determination
letters evaluated, we concluded that the letters were not timely distributed and
ranged from 2 to 376 days late.

While the FDEO continues to identify and correct RA System issues preventing
the timely distribution of written claimant and employer claim notices, the
uncorrected deficiencies remained a significant deficiency for the 2018-19 fiscal
year.

FDEO management indicated that certain work-arounds, which included running
daily scripts, were created to bypass system defects related to the distribution of
claim notices. While the work-arounds forced the RA System to create and
distribute certain claimant and employer claim notices, the work-arounds did not
correct the original system defect and the failure of the RA System to timely
distribute some claimant and employer claim notices persisted.

Without appropriate controls over the distribution of written claimant and employer
claim notices, the risk is increased that claimants may be denied due process or
determination decisions may be made based on incorrect data causing benefit
payments and employer charges to be inappropriately processed.

We recommend that FDEO management continue efforts to identify and correct
RA System defects and improve the controls over the distribution of written
claimant and employer claim notices to help ensure that claim notices are timely
distributed.

We concur with the finding. System enhancements have been identified to
address the first two bullets with an expected resolution by the end of 2020. The
third bullet was previously resolved with a business process update in
September 2019.
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U.S. DEPARTMENT OF LABOR

2019-010

17.225

Unemployment Insurance (Ul)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Ul Benefit Payments and Ul
Program Integrity — Overpayments

Florida Department of Economic Opportunity (FDEO)

Various

N/A
Significant Deficiency
Report No. 2019-186, Finding No. 2018-012

In our information technology operational audit report No. 2019-183, dated
March 2019, we noted in Finding 8 that Reemployment Assistance Claims and
Benefits Information System (RA System) processes related to
System-generated claim issues need improvement to help ensure that claims are
accurately and timely processed. As of June 2019, the FDEO had not corrected
the identified deficiencies.

Data processing controls include procedures to ensure that data is processed
completely, accurately, and timely, and retains its validity during processing.

The RA System is a Web-based claims management system that allows
Ul claimants to apply for weekly Ul benefits, monitor their accounts, and
communicate with FDEO staff. The RA System also allows employers and
third parties to manage Ul claims and appeals, update and monitor Ul accounts,
and communicate with FDEO staff. During the 2018-19 fiscal year, the FDEO
made Ul benefit payments totaling approximately $358 million.

The RA System is designed to automatically generate issues for a claim based
on predefined parameters in the System. FDEO staff are responsible for
resolving the claim issues to avoid a delay in eligibility determinations and
benefits payments. As part of our information technology operational audit, we
reviewed documentation and defect tickets initiated by the FDEO to correct
defects related to the appropriate generation of claim issues in the RA System.
Our review disclosed that the RA System encountered processing defects related
to the appropriate generation of claim issues.

While the FDEO identified a potential system enhancement to address the
appropriate generation of claim issues, due to competing priorities, the
enhancement had not been implemented as of June 2019. Consequently, the
uncorrected deficiencies remained a significant deficiency for the 2018-19 fiscal
year.

FDEO management indicated that, initially, they were unable to reproduce the
circumstances of the defect that prevented the generation of claim issues in the
RA System and a data fix was performed to correct the claims. Subsequently, in
May 2017, FDEO Information Technology staff determined that the defect may
be caused by paging back and forth by the claimant; however, FDEO
management indicated that, as of February 21, 2019, a solution was still being
investigated to remediate the defect.

The appropriate generation of claim issues by the RA System would promote data
completeness, accuracy, and validity and provide assurance that determination
decisions are based on correct data and that claims will be accurately and timely
processed.
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We recommend that FDEO management continue efforts to identify and correct
RA System processes related to the appropriate generation of claim issues to
help ensure that claims are accurately and timely processed.

We concur with the finding. FDEO has identified a proposed plan of action to
detect and provide resolution to errors related to the appropriate generation of
claim issues.
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U.S. DEPARTMENT OF LABOR

2019-011

17.225

Unemployment Insurance (Ul)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Ul Benefit Payments and Ul
Program Integrity — Overpayments

Florida Department of Economic Opportunity (FDEO)

Various

N/A
Significant Deficiency
Report No. 2019-186, Finding No. 2018-012

In our information technology operational audit report No. 2019-183, dated
March 2019, we noted in Finding 12 that deficiencies exist in Reemployment
Assistance Claims and Benefits Information System (RA System) automated
controls and processing of data that result in claimant benefit overpayments and
erroneous claimant and employer charges. As of June 2019, the FDEO had not
corrected the identified deficiencies.

Automated application controls help ensure consistent treatment of data and that
data processing consistently adheres to management's intention and
requirements. Information systems process groups of identical transactions
similarly; therefore, any inaccuracies arising from erroneous computer
programming or design will occur consistently in similar transactions.

The RA System is a Web-based claims management system that allows
Ul claimants to apply for weekly Ul benefits, monitor their accounts, and
communicate with FDEO staff. The RA System also allows employers and
third parties to manage Ul claims and appeals, update and monitor Ul accounts,
and communicate with FDEO staff. During the 2018-19 fiscal year, the FDEO
made Ul benefit payments totaling approximately $358 million.

Our information technology operational audit disclosed that the FDEO
experienced deficiencies in the automated controls and processing of data in the
RA System causing inaccurate and erroneous claimant benefit payments,
claimant overpayment charges, and employer charges in the RA System.

While the FDEO identified system enhancements to address the issues noted,
due to competing priorities and the large-scale efforts identified to resolve the
finding, the system enhancements had not been implemented as of June 2019.
Consequently, the uncorrected deficiencies remained a significant deficiency for
the 2018-19 fiscal year.

FDEO management acknowledged that RA System claim processing deficiencies
continued and that such deficiencies result in inaccurate claimant benefit
payments, claimant overpayment charges, and excess employer charges.

Effective automated controls and controls that promote the consistent and
accurate processing of data would prevent inaccurate claimant benefit payments,
claimant overpayment charges, and excess employer charges that may affect the
integrity of RA System data.

To prevent inaccurate and erroneous claimant benefit payments, claimant
overpayment charges, and excess employer charges from being generated by
the RA System, we recommend that FDEO management enhance RA System
automated controls and improve the processing of data.
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State Entity Response We concur with the finding. FDEO has identified a large-scale project-level effort
enhancement to resolve automated controls and improve the processing of data.
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U.S. DEPARTMENT OF LABOR

2019-012

17.225

Unemployment Insurance (Ul)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Reporting, and Special Tests and Provisions — Ul Benefit Payments and Ul
Program Integrity — Overpayments

Florida Department of Economic Opportunity (FDEO)

Various

N/A
Significant Deficiency
Report No. 2019-186, Finding No. 2018-012

In our information technology (IT) operational audit report No. 2019-183, dated
March 2019, we noted in Finding 15 some access controls related to
Reemployment Assistance Claims and Benefits Information System (RA System)
user access privileges need improvement to promote an appropriate separation
of duties and restrict users to only those functions necessary for their assigned
job duties. As of June 2019, the FDEO had not corrected the identified
deficiencies.

Effective access controls include measures that restrict user access privileges to
data and IT resources to only those functions that promote an appropriate
separation of duties and are necessary for the user’s assigned job duties.

Agency for State Technology Rule 74-2.003(1)(d)(3), Florida Administrative
Code, specifies that each agency shall ensure that access permissions and
authorizations are managed incorporating the principles of least privilege and
separation of duties. Workers shall be granted access to agency IT recourses
based on the principles of least privilege and need-to-know determination.

The RA System is a Web-based claims management system that allows
Ul claimants to apply for weekly Ul benefits, monitor their accounts, and
communicate with FDEO staff. The RA System also allows employers and
third parties to manage Ul claims and appeals, update and monitor Ul accounts,
and communicate with FDEO staff. During the 2018-19 fiscal year, the FDEO
made Ul benefit payments totaling approximately $358 million.

As part of our IT operational audit, we reviewed the accounts for 50 RA System
users assigned one or more of the five roles identified as high-risk by FDEO
management to determine the appropriateness of the access privileges assigned.
Our review disclosed that users had been assigned three of the five high-risk
roles that were not required for the users’ assigned job duties. Based on these
role assignments:

e 33 RA System users could update claimant contact information including
claimant addresses.

e 3 RA System users could update claimant payment information including
check and direct deposit information.

e 43 RA System users could request claimant payments.

e 3 RA System users could update claimant authentication information such as
social security numbers.

e 16 RA System users could issue and authorize (release) manual payments.
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According to FDEO management, the FDEO has identified a project-level effort
to establish procedures to restrict users to only those functions necessary for their
assigned job duties; however, the procedures had not been implemented as of
June 2019. Consequently, the uncorrected deficiencies remained a significant
deficiency for the 2018-19 fiscal year.

According to FDEO management, design limitations in the RA System prevented
the users from being restricted to functions necessary for their assigned job
duties.

Assigning access privileges to high-risk functions within the RA System that are
inappropriate or not required for the user’s job duties increases the risk of
unauthorized modification, loss, or disclosure of claimant data.

We recommend that FDEO management limit access privileges to the RA System
to promote an appropriate separation of duties and to restrict users to only those
functions necessary for their assigned job duties.

We concur with the finding. FDEO has discussed a project-level effort and is
working to establish procedures to restrict users to only those functions necessary
for their assigned job duties.
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U.S. DEPARTMENT OF LABOR

2019-013
17.225
Unemployment Insurance (Ul)
Period of Performance
Florida Department of Economic Opportunity (FDEO)
Ul-29835-17-55-A-12 2017, UI-31287-18-55-A-12 2018, and
UI-30211-17-60-A-12 2017
No
Noncompliance and Significant Deficiency
Questioned Costs — $23,634.26
(Federal Grant Nos. UI-29835-17-55-A-12 $1,188.78; UI-31287-18-55-A-12
$3,816.80; UI-30211-17-60-A-12 $18,628.68)

FDEO expenditures charged to the Ul program were not always incurred during
the authorized period of performance.

2 CFR Part 200.309 — Period of Performance — A non-Federal entity may charge
to the Federal award only allowable costs incurred during the period of
performance.

During the 2018-19 fiscal year, the FDEO expended approximately $449 million
in Ul program funds, including approximately $358 million in benefit payments.
Our analysis and examination of records relating to selected expenditures paid
by the FDEO during the 2018-19 fiscal year disclosed five expenditures, totaling
$23,634.26, that were not incurred during the authorized period of performance.

FDEO management indicated that FDEO review procedures did not include a
comparison of expenditures to a grant’s authorized period of performance. As a
result, expenditures were inadvertently charged to the wrong grant number.

Expenditures charged to a Federal award that are not incurred during the
authorized period of performance could be subject to disallowance by the Federal
grantor agency.

We recommend that the FDEO enhance review procedures to ensure that
expenditures are incurred during the authorized period of performance and
charged to the appropriate grant.

FDEO will move the referenced expenditures to an allowable grant with a period
of performance consistent with their dates of service. FDEO's processes have
also been updated to review transactions for period of performance during the life
of the grant as well as the closeout period.
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U.S. DEPARTMENT OF LABOR

2019-014

17.225

Unemployment Insurance (Ul)

Reporting

Florida Department of Economic Opportunity (FDEO)

Various

N/A
Disclaimer of Opinion and Material Weakness
Report No. 2019-186, Finding No. 2018-015

The FDEO did not submit the required Federal Financial Reports to the
Employment and Training Administration (ETA).

Ul Report Handbook No. 401, ETA 227 — Overpayment Detection and Recovery
Activities — The ETA 227 report is due to the U.S. Department of Labor, ETA,
quarterly on the first day of the second month after the quarter of reference.

The FDEO processes all Ul claims payment transactions through the
Reemployment Assistance Claims and Benefits Information System
(RA System), a Web-based claims management system that allows Ul claimants
to apply for weekly Ul benefits, monitor their accounts, and communicate with
FDEO staff. The RA System also allows employers and third parties to manage
Ul claims and appeals, update and monitor Ul accounts, and communicate with
FDEO staff. The RA System is designed to be used by FDEO staff to evaluate
claims information, authorize and process payments, adjudicate issues, and
maintain claimant and employer data.

The ETA 227 report provides information on overpayments of intrastate and
interstate claims under the regular State Ul program and under Federal
Ul programs, including the Unemployment Compensation for Federal
Employees, Unemployment Compensation for Ex-Service members, and
Extended Benefits programs. FDEO accomplishments related to benefit payment
controls are shown in the ETA 227 report and the ETA and the FDEO need such
information to monitor the integrity of the benefit payment processes in the
RA System. However, our inquiries of FDEO management disclosed that, during
the 2018-19 fiscal year, the FDEO did not submit the required quarterly ETA 227
reports to the ETA.

FDEO management indicated that the ETA 227 reports were not submitted due
to a line by line review of the ETA 227 report initiated by the FDEO in May 2018
to address known data errors in the RA System. According to FDEO
management, as of October 2019, the validation of the ETA 227 report was
completed.

Absent the ETA 227 report information, the ETA and FDEO are unable to
effectively monitor the integrity of the Ul benefit payment processes. In addition,
the FDEO is not in compliance with Federal regulations.

We recommend that FDEO take appropriate steps to ensure that ETA 227 reports
are submitted in accordance with Federal regulations.

We concur with the finding. FDEO completed its ETA 227 report validation project
in October 2019 and has submitted all ETA 227 reports due as of January 2020.
The next required submission is scheduled for May 2020.
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U.S. DEPARTMENT OF LABOR

2019-015

17.225

Unemployment Insurance (Ul)

Reporting and Special Tests and Provisions — Employer Experience Rating and
Match with Internal Revenue Service (IRS) 940 Federal Unemployment Tax Act
(FUTA) Tax Form

Florida Department of Revenue (FDOR)

Various

N/A
Significant Deficiency

Internal controls for Ul tax payment processing need improvement.

2 CFR 200.303 - Internal Controls — The non-Federal entity must establish and
maintain effective internal control over the Federal award that provides
reasonable assurance that the non-Federal entity is managing the Federal award
in compliance with Federal statutes, regulations, and the terms and conditions of
the Federal award.

The FDOR contracted with a service organization to provide tax filing solutions
for multiple tax type types, including Ul taxes. During the 2018-19 fiscal year, the
FDOR received Ul tax payments from employers totaling approximately
$525 million.  The service organization was responsible for processing
$132.6 million in Ul tax payments.

The service organization obtained an independent service auditor’s report for the
period January 1, 2018, through December 31, 2018, in which the service
organization’s auditors qualified their opinion related to risk management and
application development activities. Given the significance of the service
organization’s role in the Ul program, internal control weaknesses reported in the
service auditor’s report could significantly impact the Ul program.

The service organization had not effectively established certain IT controls,
including the establishment of a risk management program, the separation of
application development duties, and the proper design of the change
management process.

Absent appropriate Ul tax payment processing controls, the FDOR has reduced
assurance that the Ul tax data is appropriately safeguarded.

We recommend that the FDOR ensure that the service organization takes timely
and appropriate corrective action to resolve the deficiencies noted in the
independent service auditor’s report.

FDOR will ensure the service organization takes timely and appropriate corrective
action to resolve the deficiencies noted in the independent service auditor’s
report.
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U.S. DEPARTMENT OF LABOR

2019-016

17.225

Unemployment Insurance (Ul)

Special Tests and Provisions — Match with Internal Revenue Service (IRS) 940
Federal Unemployment Tax Act (FUTA) Tax Form

Florida Department of Revenue (FDOR)

Various

N/A
Disclaimer of Opinion and Material Weakness

The FDOR could not provide a copy of the certification files provided to the IRS
evidencing the match of employer tax payments with credits claimed for the
payments on the employer’'s Form 940 or Schedule H.

26 CFR 31.3302(a)-3 — Proof of credit under section 3302(a) — States are
required to annually certify for each taxpayer the total amount of contributions
required to be paid under State law for the calendar year and the amounts and
dates of such payments for the taxpayer to be allowed the credit against
FUTA tax. To accomplish this certification, States annually match employer tax
payments with credits claimed for these payments on the employer's Form 940
or Schedule H.

IRS Publication 4485 — Guide for the Certification of State FUTA Credits — In
September of each year, the IRS creates a FUTA Identification Data file of
Form 940 or Schedule H filers to send to each state agency. The IRS distributes
the FUTA Identification Data file to the states in October. State agencies are
required to provide FUTA certification data to the IRS by January 31 of the
following year.

The FUTA provides for cooperation between the Federal Government and state
governments in the establishment and administration of Ul. The employer is
subject to a payroll tax levied by the Federal Government and state governments.
The IRS uses the FUTA Certification Program to verify with the states that the
credit claimed by the employer on the Form 940 or Schedule H was actually paid
to the states’ unemployment funds.

On January 4, 2019, the FDOR uploaded FUTA certification files to the IRS.
However, although we requested, the FDOR could not provide copies of the
certification files provided to the IRS evidencing the match of employer tax
payments with credits claimed for the payments on the employer’'s Form 940 or
Schedule H.

FDOR management indicated that copies of the certification files submitted to the
IRS were inadvertently deleted and the files were unable to be recovered.

Absent documentation that the FDOR'’s certification of FUTA tax credits was
supported by a match of employer tax payments with credits claimed, the FDOR
cannot demonstrate that employer credits claimed on the Form 940 or
Schedule H related to amounts paid to the State’s unemployment fund.

We recommend that the FDOR enhance controls to ensure that copies of FUTA
certification files submitted to the IRS are retained and evidence the match of
employer tax payments with credits claimed for the payments.

The archiving and retention of FUTA certification files had been manually
performed in the past. FDOR's Information Services Program is currently testing
a new process that will automatically archive copies of the certification copies for
retention, and prevent this issue from reoccurring.
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Finding Number 2019-017 Not Used.

Finding Number

CFDA Number

Program Title

Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample

Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Entity Response

U.S. ENVIRONMENTAL PROTECTION AGENCY

2019-018

66.468

Capitalization Grants for Drinking Water State Revolving Funds (DWSRF)
Procurement and Suspension and Debarment

Florida Department of Environmental Protection (FDEP)

98452218 2018

N/A
Noncompliance and Significant Deficiency

The FDEP did not appropriately verify the suspension and debarment status of
all subrecipients receiving DWSRF funds.

2 CFR 180.300 — What must | do before | enter into a covered transaction with
another person at the next lower tier? — When you enter into a covered
transaction with another person at the next lower tier, you must verify that the
person with whom you intend to do business is not excluded or disqualified. You
do this by: (a) Checking System for Award Management (SAM) Exclusions,
(b) Collecting a certification from that person, or (c) Adding a clause or condition
to the covered transaction with that person.

Pursuant to Federal regulations, the FDEP utilized two separate standard
application forms for private and public subrecipients seeking funding for DWSRF
projects. During the 2018-19 fiscal year, the FDEP made 15 subawards, totaling
$42,567,681, to public subrecipients and 2 subawards, totaling $2,608,433, to
private subrecipients utilizing DWSRF funds. We examined the standard
application forms and noted that, while the application form for private
subrecipients included a clause requiring the subrecipient to comply with the
suspension and debarment requirements, the application for public subrecipients
did not have a similar certification requirement. Additionally, FDEP records did
not evidence that, prior to entering into the subaward agreements with the public
subrecipients, that the FDEP verified through SAM that the subrecipients were
not suspended, debarred, or otherwise excluded or that the FDEP had obtained
a certification from each subrecipient demonstrating that the subrecipient was not
suspended, debarred, or otherwise excluded.

FDEP management was not aware that suspension and debarment requirements
applied to public subrecipients as well as private subrecipients.

Absent the verification of the suspension and debarment status of all
subrecipients, the risk is increased that the FDEP may enter into covered
transactions with subrecipients who have been suspended, debarred, or
otherwise excluded by the Federal Government. In addition, DWSRF funds
provided to ineligible subrecipients could be subject to disallowance by the U.S.
Environmental Protection Agency.

We recommend that FDEP management revise the standard application for
public subrecipients to include a certification requiring the subrecipient to comply
with the suspension and debarment requirements specified in Federal
regulations.

Upon receiving this finding, the State Revolving Fund Program implemented a
procedure to verify all applicants in SAM.gov during loan application review. In
addition, the Program will request permission to do rulemaking to update the
standard State Revolving Fund loan application to include a certification from the
subrecipient that they are in compliance with Federal regulations for suspension
and debarment.
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Finding Number

CFDA Number

Program Title
Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample

Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Entity Response

U.S. DEPARTMENT OF EDUCATION

2019-019

84.032

Federal Family Education Loans

Special Tests and Provisions — Assignment of Defaulted Loans to the United
States Department of Education (USED)

Florida Department of Education (FDOE)

N/A

N/A
Noncompliance

The FDOE did not assign all eligible loans to the USED.

34 CFR 682.409 — Mandatory assignment by guaranty agencies of defaulted
loans to the Secretary — The state must assign to the USED any loan that meets
all of the following criteria as of April 15 each year:

e The unpaid principal balance is at least $100.

e The loan, and other loans held by the state for that borrower, have been held
by the state for at least 5 years.

e A payment has not been received on the loan in the last year.
e A judgment has not been entered on the loan against the borrower.

Guaranty Agency Assignments Operational Procedures — Appendix | — All loans
meeting the assignment criteria must be transmitted to the USED by
December 31. The transmittal must be completed by submitting the eligible loan
data in batches through the Student Aid Internet Gateway (SAIG). Additionally,
the hard copy files must be sent to the USED no later than 2 weeks after the batch
file has been accepted by the USED.

According to FDOE records, 38,520 loans were eligible for assignment to the
USED as of April 15, 2018. During the period May 2018 through December 2018,
the FDOE submitted eight batches of loan data to the USED SAIG that included
13,678 loans eligible for assignment. Of the 13,678 loans, 12,782 loans were
accepted by the USED; however, the FDOE did not assign the remaining
25,738 loans before December 31, 2018.

According to FDOE management, staff limitations prevented the FDOE from
assigning all eligible loans before the December 31, 2018, deadline.

By not assigning all eligible loans to the USED, the USED does not have the loan
information necessary to manage defaulted loans.

We recommend that the FDOE ensure that all eligible loans are assigned to the
USED in accordance with Federal regulations and procedures.

In connection with the Department’s subrogation process, OSFA is required to
send the USDOE an official forecast and timeline for submission. The
Department sent to the USDOE the number of eligible loans and the number of
loans per month that OSFA would be submitting for Subrogation. The USDOE
acknowledged the forecast and timeline without issue or comment, and only
asked to be notified if there were any changes to the timeline.

The USDOE requires the Department to provide a full borrower file for each loan
that will be assigned for Subrogation. The files contain all borrower information
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which include Lender information prior to OSFA’s ownership and any documents
or correspondence after claim payment, until the loan is assigned to USDOE.

To ensure fulfillment of this requirement, the Department has contracted with an
external vendor to carry out this aspect of the servicing requirements for OSFA.
The use of the vendor will increase OSFA's ability to efficiently meet the
program's obligations in the future.
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number

CFDA Number

Program Title

Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample

Finding Type

Finding

Criteria

Condition

U.S. DEPARTMENT OF AGRICULTURE

2019-020

Various (See Condition)

Various (See Condition)

Activities Allowed or Unallowed and Allowable Costs/Cost Principles
Florida Department of Children and Families (FDCF)

See table in Condition below

N/A
Significant Deficiency

The FDCF did not ensure that the service organization’s internal controls related
to the allocation of costs for FDCF employees performing functions directly
related to certain Federal programs were appropriately designed and operating
effectively.

2 CFR 200.303 and 45 CFR 75.303 — Internal controls — The non-Federal entity
must establish and maintain effective internal control over the Federal award that
provides reasonable assurance that the non-Federal entity is managing the
Federal award in compliance with Federal statutes, regulations, and the terms
and conditions of the Federal award.

The FDCF contracted with a service organization to provide annual licenses,
hosting, and support for the Web-based Random Moment Sampling (WebRMS)
Application. The WebRMS Application uses random sampling techniques to
determine the percentage of time spent on a particular Federal program by
employees who deliver services that benefit various Federal programs. The
FDCF utilizes the labor distribution information to allocate Federal awards to
benefitting Federal programs.

While the FDCF tracked and reviewed the labor distribution information prepared
by the service organization, the FDCF did not evaluate the design or operating
effectiveness of the service organization’s internal controls, either internally or by
obtaining and reviewing an independent service auditor’s report that adequately
described the service organization’s internal controls and the auditor’s opinion on
the effectiveness of the internal controls related to the allocation of costs for FDCF
employees performing functions directly related to various Federal programs.

During the 2018-19 fiscal year, the WebRMS Application was used by the FDCF
to allocate costs, totaling $68,833,773, to the following major Federal programs:
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Cause

Effect

Recommendation

State Entity Response

Costs Allocated

to Federal
Federal Grant Federal Program Using
CFDA Number and Expenditures WebRMS
Number Program Grant Year at the FDCF Application
State Administrative
Matching Grants for the 5FL400402 -
10.561 Supplemental Nutrition 2019 i ELEERE SEEL A
Assistance Program
1801FLTANF -
Temporary Assistance 2018
93.558 for Needy Families 1901FLTANF - 220,823,636 5,603,274
2019
Refugee and Entrant 1801FLRCMA -
Assistance 2018
93.566 State/Replacement 35,131,878 451,830
Designee Administered 1901FLRCMA -
Programs 2019
G-1801FLSOAR -
Social Services Block 2018
93.667 Grant G-1901FLSOSR - 84,910,585 4,720,602
2019
03.778 Medical Assistance 1905FL5ADM - 127,592,610 19,536,657
Program 2019
Totals $548,922,777 $68,833,773

The FDCF did not require the service organization to provide an independent
service auditor’s report.

Absent an evaluation of the design and operating effectiveness of the service
organization’s internal controls over the WebRMS Application, the FDCF has
reduced assurance that the sampling techniques used by the service organization
are statistically valid, are operating as designed, and costs are appropriately
allocated to Federal programs.

We recommend that the FDCF ensure that the service organization’s internal
controls related to the WebRMS Application are appropriately designed and
operating effectively either internally or by obtaining and reviewing an
independent service auditor’s report.

FDCF concurs with this recommendation and will either require the vendor to
provide an independent service auditor's report or perform internally an
evaluation of the internal controls related to the WebRMS Application to ensure
internal controls are appropriately designed and operating effectively. The
service organization is a for-profit organization that specializes in the provision of
cost allocation services. FDCF has used this vendor for the past 20 plus years
to provide its RMS and webRMS services, which are used by other states and is
known by the U.S. Department of Health and Human Services, Division of Cost
Allocation.
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number

CFDA Number

Program Title
Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample

Finding Type

Prior Year Finding

Finding

Criteria

Condition

2019-021

Various (See Condition)

Various (See Condition)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Matching, Level of Effort, Earmarking, Period of Performance, Procurement and
Suspension and Debarment, Reporting, Subrecipient Monitoring, and Special
Tests and Provisions

Florida Agency for State Technology (FAST) (Transferred to the Florida
Department of Management Services (FDMS) effective July 1, 2019)

Various

N/A
Significant Deficiency
Report No. 2019-186, Finding No. 2018-021

In our information technology (IT) operational audit report No. 2020-149, dated
March 2020, we noted in Finding 5 that some access privileges did not promote
an appropriate separation of duties or were not necessary based on users’
assigned job responsibilities.

Effective access controls include measures that restrict user access privileges to
data and IT resources to only those functions that promote an appropriate
separation of duties and are necessary for users’ assigned job responsibilities.
Appropriately restricted access privileges help protect data and IT resources from
unauthorized modification, loss, or disclosure.

Section 282.201(1)(f), Florida Statutes — State data center — The State Data
Center (SDC) shall assume administrative access rights to resources and
equipment, including servers, network components, and other devices,
consolidated into the State Data Center. State agencies are to relinquish
administrative rights to consolidated resources and equipment and the SDC is to
provide customer entities with access to applications, servers, network
components, and other devices necessary for entities to perform business
activities and functions.

The SDC, established within the FAST, provides data center services for
customer entities. As part of our IT operational audit, we evaluated administrative
access privileges to the mainframe, Windows server, and Oracle database
environments, and the interconnected network domains. Our audit procedures
disclosed user accounts with administrative access privileges to mainframe
environment resources that were not assigned to SDC staff. Specifically, we
noted that:

e For the Resource Access Control Facility (RACF) mainframe security
environment applicable to three logical partitions (LPARS) assigned to one
State agency, 20 of the 35 active accounts with one or more administrative
access authorities were assigned to the State agency’'s staff as of
April 26, 2019. The administrative access authorities included the ability to
copy, reorganize, catalog, scratch user or data sets, specify logging options,
and have full control over all RACF user profiles.

e For the CA Top Secret mainframe security environment applicable to one
State agency’s LPAR, 1 of the 7 active administrative accounts with unlimited
scope privileges as of May 2, 2019, was assigned to State agency staff. This
account had the ability to create a terminal session.
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Our audit procedures also disclosed server accounts with administrative access
privileges that were not appropriate and that administrative access accounts for
the Oracle production database clusters were not assigned to current SDC staff.

Additionally, our audit procedures disclosed the existence of user accounts with
administrative access as of April 12, 2019, on three of the six SDC-managed
network domains that were not appropriate, including active administrative user
accounts assigned to employees who had separated from employment.
Specifically, as shown in the table below, 7 of the 163 active accounts with
administrative access were not appropriate.

Inappropriate Network Administrative Access Privileges

Number of Accounts with Administrative Access
Privileges on an SDC-Managed Domain

Total Inappropriately Access Assigned
Network Administrative Assigned to to Former
Domain Accounts SDC Staff Employees
1 52 1 2
2 74 - 1
3 37 2 1
Total 163 3 4

Two of the 4 accounts assigned to former employees were assigned to
one individual and, as of April 12, 2019, the 4 accounts assigned to the 3 former
employees had remained active from 71 to 308 days after the employees’
separation dates.

The SDC provides services for various systems managed by the Florida
Department of Children and Families (FDCF), Florida Division of Emergency
Management (FDEM), Florida Department of Economic Opportunity (FDEO),
Florida Department of Revenue (FDOR), and the Florida Department of Health
(FDOH). Systems at the FDCF include the Florida Online Recipient Integrated
Data Access System, the GRANT System, the Collocated Cost Journal Transfer
System, and the Refugee Services Database Application. The system at the
FDEM is the Florida PA System. The system at the FDEO is the Reemployment
Assistance Claims and Benefits Information System (RA System). The system
at the FDOR is the System for Unified Taxation (SUNTAX). Systems atthe FDOH
include the Florida State Health Online Tracking System (SHOTS), the
Management Information and Payment System (MIPS), the AIDS Drug
Assistance Program (ADAP) Database, and the AIDS Information Management
System (AIMS).
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Cause

Effect

Recommendation

State Entity Response

These systems are used to administer aspects of the following major Federal
programs:

10.551 and 10.561 — Supplemental Nutrition Assistance Program (SNAP)
Cluster

10.558 — Child and Adult Care Food Program

17.225 — Unemployment Insurance

93.268 — Immunization Cooperative Agreements

93.558 — Temporary Assistance for Needy Families (TANF)

93.566 — Refugee and Entrant Assistance State/Replacement Designee
Administered Programs

93.645 — Stephanie Tubbs Jones Child Welfare Services Program

93.667 — Social Services Block Grant

93.775, 93.777, and 93.778 — Medicaid Cluster

93.917 — HIV Care Formula Grants

93.958 — Block Grants for Community Mental Health Services

93.959 — Block Grants for Prevention and Treatment of Substance Abuse
97.036 — Disaster Grants — Public Assistance (Presidentially Declared Disasters)

SDC management stated the user accounts with administrative access privileges
to resources that were not assigned to SDC staff were assigned to customers for
administration of the customers’ resources. Additionally, SDC management
indicated that the administrative accounts required analysis to determine whether
the accounts were necessary and that, as part of an ongoing effort to remove
unnecessary accounts with excessive permissions, database administration staff
were working with the respective customer entities to ensure the accounts could
be removed.

Inappropriate and unnecessary administrative access privileges to the
mainframe, Windows server, and Oracle database environments, and the
interconnected network domains, increase the risk of unauthorized modification,
loss, or disclosure of data and IT resources.

To promote compliance with State law and an appropriate separation of duties,
we recommend that FDMS management properly restrict administrative access
privleges to the mainframe, Windows servers, and Oracle database
environments, and the interconnected network domains, to only those functions
necessary for the user’s assigned job responsibilities and ensure administrative
accounts are timely disabled when no longer necessary.

The Department concurs. The Department will continue to evaluate and improve
access control processes to ensure access to IT resources is appropriately
restricted.
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number

CFDA Number

Program Title
Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample

Finding Type

Prior Year Finding

Finding

Criteria

Condition

2019-022

Various (See Condition)

Various (See Condition)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Matching, Level of Effort, Earmarking, Period of Performance, Procurement and
Suspension and Debarment, Reporting, Subrecipient Monitoring, and Special
Tests and Provisions

Florida Agency for State Technology (FAST) (Transferred to the Florida
Department of Management Services (FDMS) effective July 1, 2019)

Various

N/A
Significant Deficiency
Report No. 2019-186, Finding No. 2018-021

In our information technology (IT) operational audit report No. 2020-149, dated
March 2020, we noted in Finding 10 that certain State Data Center (SDC) security
controls related to logical access, user authentication, and logging and
monitoring, need improvement to ensure the confidentiality, integrity, and
availability of customer entity data and related IT resources.

Security controls are intended to protect the confidentiality, integrity, and
availability of data and related IT resources.

The SDC, established within the FAST, provides data center services for
customer entities. Our IT operational audit disclosed that certain SDC security
controls related to logical access, user authentication, and logging and
monitoring, need improvement. We are not disclosing the specific details of the
issues in this report to avoid the possibility of compromising SDC data and related
IT resources. However, we have notified appropriate FDMS management of the
specific issues. The deficiencies noted we consider collectively to be a significant
deficiency.

The SDC provides services for various systems managed by the Florida
Department of Children and Families (FDCF), Florida Division of Emergency
Management (FDEM), Florida Department of Economic Opportunity (FDEO),
Florida Department of Revenue (FDOR), and the Florida Department of Health
(FDOH). Systems at the FDCF include the Florida Online Recipient Integrated
Data Access System, the GRANT System, the Collocated Cost Journal Transfer
System, and the Refugee Services Database Application. The system at the
FDEM is the Florida PA System. The system at the FDEO is the Reemployment
Assistance Claims and Benefits Information System (RA System). The system
at the FDOR is the System for Unified Taxation (SUNTAX). Systems at the FDOH
include the Florida State Health Online Tracking System (SHOTS), the
Management Information and Payment System (MIPS), the AIDS Drug
Assistance Program (ADAP) Database, and the AIDS Information Management
System (AIMS).

Page 56

Report No. 2020-170
March 2020



Cause

Effect

Recommendation

State Entity Response

These systems are used to administer aspects of the following major Federal
programs:

10.551, 10.561 — Supplemental Nutrition Assistance Program (SNAP) Cluster
10.558 — Child and Adult Care Food Program

17.225 — Unemployment Insurance

93.268 — Immunization Cooperative Agreements

93.558 — Temporary Assistance for Needy Families (TANF)

93.566 — Refugee and Entrant Assistance State/Replacement Designee
Administered Programs

93.645 — Stephanie Tubbs Jones Child Welfare Services Program

93.667 — Social Services Block Grant

93.775, 93.777, 93.778 — Medicaid Cluster

93.917 — HIV Care Formula Grants

93.958 — Block Grants for Community Mental Health Services

93.959 — Block Grants for Prevention and Treatment of Substance Abuse
97.036 — Disaster Grants — Public Assistance (Presidentially Declared Disasters)

We are not disclosing the specific details of the issues in this report to avoid the
possibility of compromising SDC data and related IT resources.

Without appropriate security controls related to logical access, user
authentication, and logging and monitoring, the risk is increased that the
confidentiality, integrity, and availability of customer entity data and related
IT resources may be compromised.

We recommend that FDMS management improve certain security controls
related to logical access, user authentication, and logging and monitoring to
ensure the confidentiality, integrity, and availability of SDC data and related
IT resources.

The Department concurs. The Department will continue to evaluate and improve
security controls to ensure the confidentiality, integrity and availability of data and
IT resources.

Report No. 2020-170
March 2020

Page 57



U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

Finding Number

CFDA Number

Program Title
Compliance Requirement

State Entity

Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample

Finding Type

Prior Year Finding

Finding

Criteria

Condition

2019-023

Various (See Condition)

Various (See Condition)

Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility,
Matching, Level of Effort, Earmarking, Period of Performance, Procurement and
Suspension and Debarment, Reporting, Subrecipient Monitoring, and Special
Tests and Provisions

Florida Agency for State Technology (FAST) (Transferred to the Florida
Department of Management Services (FDMS) effective July 1, 2019)

Various

N/A
Significant Deficiency
Report No. 2019-186, Finding No. 2018-021

In our information technology (IT) operational audit report No. 2020-149, dated
March 2020, we noted in Finding 6 that State Data Center (SDC) processes for
performance and documentation of periodic access reviews need improvement
to ensure assigned access remains appropriate.

FAST Rule 74-2.003(1)(a)(6), Florida Administrative Code — Access Control —
Agency information owners are to review access rights (privileges) periodically
based on system categorization or assessed risk.

FAST Procedure AST-BWS-AP-001, Active Directory Account Audit Procedure
FAST Procedure AST-BIOS-P-100, Physical Access Control Procedure
FAST Procedure AST-ED-P-0021, Employee Action Procedure

The SDC, established within the FAST, provides data center services for
customer entities. As part of our IT operational audit, we evaluated the SDC's
periodic review of access privileges. FAST rules require agency information
owners to review access rights (privileges) periodically based on system
categorization or assessed risk. Periodic reviews of user access privileges help
ensure that only authorized users have access and that the access provided to
each user remains appropriate. An effective periodic review consists of
identifying the current logical and physical access privileges of all users and
evaluating the assigned access privileges to ensure that they align with users’ job
responsibilities.

Our audit procedures disclosed that the periodic access privilege review
processes performed by the SDC need improvement. Specifically:

e In response to our request for documentation of periodic reviews performed
for Windows server local administrative and Active Directory administrative
accounts, SDC management stated that in accordance with Active Directory
Account Audit Procedure, periodic reviews of some administrative accounts
were initiated using a scheduled task that ran a script biweekly in all SDC
domains. The script generated a report of administrative access for each
domain and automatically converted the reports to service requests requiring
staff review. The reviewer created a change ticket for any account requiring
changes (e.g., disabling). Our examination of the reports disclosed that:

0 Areport generated on March 25, 2019, for one domain did not contain all
administrative accounts for the domain. SDC management further stated
that reports were not generated, nor access reviewed, for Windows
server local administrative accounts.
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o 1 of the 20 active accounts listed on the report dated March 25, 2019,
was for an employee who had separated from AST employment on
January 31, 2019. The biweekly reviews were ineffective as the account
remained active and was not discovered during four biweekly reviews,
including the review of the report generated on March 25, 2019.

e Although SDC management responsible for Oracle access within the
Database Section of the Bureau of Central Services reviewed the access of
current staff members within the Bureau on a periodic basis, not all active
accounts, including accounts assigned to customer entities, were evaluated.
Additionally, SDC staff had not established ownership of all active accounts
to ensure that all noncustomer accounts were included in the SDC review.

e SDC management responsible for open systems access within the Open
Systems Section of the Bureau of Central Services performed a quarterly
review of access privileges granted to Open Systems Section staff. Reports
were generated individually for each employee within the Open Systems
Section with assigned server access. The reviews were not comprehensive
as accounts on some servers could be omitted because the reviews were not
performed on a server by server basis and did not encompass administrative
accounts within the service management system assigned to others, including
other SDC staff, customers, or historical accounts from prior data center
administrations.

As part of our IT operational audit, we also evaluated the Physical Access Control
Procedure and Employee Action Procedure and related process for periodic
reviews of physical access privileges to the SDC buildings. The Physical Access
Control Procedure required reviews of access be initiated in March and
September of each year. The procedure further stated that supervisors would
receive a notice to review access, including access to SDC buildings, according
to the process details documented in the Employee Action Procedure. We found
that periodic reviews of assigned physical access privileges were performed for
staff with unlimited access privileges to the data center facility; however, periodic
reviews were not performed for SDC staff with limited access privileges to the
data center facility or for FDMS staff with access to the Sadowski Building.

The SDC provides services for various systems managed by the Florida
Department of Children and Families (FDCF), Florida Division of Emergency
Management (FDEM), Florida Department of Economic Opportunity (FDEO),
Florida Department of Revenue (FDOR), and the Florida Department of Health
(FDOH). Systems at the FDCF include the Florida Online Recipient Integrated
Data Access System, the GRANT System, the Collocated Cost Journal Transfer
System, and the Refugee Services Database Application. The system at the
FDEM is the Florida PA System. The system at the FDEO is the Reemployment
Assistance Claims and Benefits Information System (RA System). The system
at the FDOR is the System for Unified Taxation (SUNTAX). Systems atthe FDOH
include the Florida State Health Online Tracking System (SHOTS), the
Management Information and Payment System (MIPS), the AIDS Drug
Assistance Program (ADAP) Database, and the AIDS Information Management
System (AIMS).
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Effect

Recommendation

State Entity Response

These systems are used to administer aspects of the following major Federal
programs:

10.551, 10.561 — Supplement Nutrition Assistance Program (SNAP) Cluster
10.558 — Child and Adult Care Food Program

17.225 — Unemployment Insurance

93.268 — Immunization Cooperative Agreements

93.558 — Temporary Assistance for Needy Families (TANF)

93.566 — Refugee and Entrant Assistance State/Replacement Designee
Administered Programs

93.645 — Stephanie Tubbs Jones Child Welfare Services Program

93.667 — Social Services Block Grant

93.775, 93.777, 93.778 — Medicaid Cluster

93.917 — HIV Care Formula Grants

93.958 — Block Grants for Community Mental Health Services

93.959 — Block Grants for Prevention and Treatment of Substance Abuse
97.036 — Disaster Grants — Public Assistance (Presidentially Declared Disasters)

According to SDC management, the script generated to document review of
access only reported the Enterprise, Schema, and Domain Admins security
groups for Active Directory and did not include the Administrators security group.
SDC management also stated that customer entity user and application accounts
were managed by the customers and were not reviewed by the SDC. In response
to our audit inquiry related to the physical access controls, SDC management
stated that, although a periodic review was not performed, all badge requests
were submitted by supervisors through the ticketing system, which served as
documentation of a review.

Without documented effective processes for performing comprehensive reviews
of access privileges using complete access lists, management’s assurance that
user access privileges were properly authorized and remain appropriate is limited.

We recommend that FDMS management perform comprehensive periodic
reviews of logical and physical access privileges for users, maintain
documentation of the reviews conducted, and ensure that access privileges are
timely removed when no longer needed.

The Department concurs. The Department will continue to evaluate and improve
access control processes to ensure access to IT resources is appropriately
restricted.
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Finding Number
CFDA Number
Program Title

Compliance Requirement

State Entity
Federal Grant/Contract
Number and Grant Year

Statistically Valid Sample
Finding Type

Finding

Criteria

Condition

U.S. DEPARTMENT OF EDUCATION

2019-024
84.032 and 93.558
Federal Family Education Loans and Temporary Assistance for

Needy Families (TANF)
Federal Family Education Loans — Reporting and Special Tests and Provisions
— Conditions of Reinsurance Coverage; Death, Disability, Closed Schools,
False Certification, Unpaid Refunds, Bankruptcy, and Teacher Loan
Forgiveness Claims; Default Aversion Assistance; Collection Efforts; Federal
Share of Borrower Payments; Assignment of Defaulted Loans to the United
States Department of Education (USED); Federal Fund and Agency Operating
Fund; Investments — Federal Fund; Collection Charges; and Enforcement
Action
TANF — Special Tests and Provisions - Child Support Non-Cooperation
Florida State University (FSU)
N/A — Federal Family Education Loans
1801FLTANF 2018 and 1901FLTANF 2019
N/A
Significant Deficiency

In our information technology (IT) operational audit report No. 2020-054, dated
November 2019, we noted in Finding 2 that certain security controls related to
physical access, logging and monitoring, and logical access for the Northwest
Regional Data Center (NWRDC), an auxiliary operation of FSU, need
improvement to help ensure the confidentiality, integrity, and availability of data
and related IT resources.

Security controls are intended to protect the confidentiality, integrity, and
availability of data and IT resources.

The NWRDC provides data center services for various customer entities and
IT systems, including the Federal Family Education Loan Program (FFELP)
System at the Florida Department of Education (FDOE) and the Child Support
Automated Management System (CAMS) at the Florida Department of Revenue
(FDOR).

The FDOE, Office of Student Financial Assistance (OSFA), is responsible for
providing access to and administering State and Federal grants, scholarships,
and loans to students seeking financial assistance for postsecondary study. The
OSFA is the designated guaranty agency for the State of Florida for all FFELP
loans with first disbursements prior to July 1, 2010, and the OSFA utilizes the
FFELP System to administer FFELP loans. During the 2018-19 fiscal year, the
FDOE expended $49,749,552 under the FFELP program.

The Florida Department of Children and Families (FDCF) is responsible for
providing cash assistance under the TANF program. Benefit payments under the
program are contingent upon the client's cooperation with child support
enforcement (CSE). The FDOR operates the CSE program and utilizes CAMS
to provide services to parents and to maintain case member information, paternity
and support establishment, enforcement of ordered obligations for support, and
collection and distribution of support payments. During the 2018-19 fiscal year,
the FDCF made TANF cash assistance payment totaling $132,470,380.

Our IT operational audit disclosed that certain NWRDC security controls related
to physical access, logging and monitoring, and logical access needed
improvement. We are not disclosing the specific details of the issues to avoid the
possibility of compromising NWRDC customer entity data and related
IT resources. However, appropriate NWRDC management were notified of the
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specific issues. The deficiencies noted we consider collectively to be a significant
deficiency.

We are not disclosing the specific details of the issues in this report to avoid the
possibility of compromising NWRDC customer entity data and related
IT resources.

Without appropriate security controls related to physical access, logging and
monitoring, and logical access, the risk is increased that the confidentiality,
integrity, and availability of customer entity data and related IT resources may be
compromised.

We recommend that NWRDC management improve certain security controls
related to physical access, logging and monitoring, and logical access to ensure
the confidentiality, integrity, and availability of NWRDC customer entity data and
related IT resources.

NWRDC agrees with the finding and has improved controls in these areas. The
following are updates for the three named items:

. Physical Access — Complete. NWRDC has improved its controls, and we
plan to work with the Florida Auditor General personnel during their next
operational audit to ensure they are satisfied with control improvements to
address this item.

. Logging & Monitoring — Complete. NWRDC has implemented the audit
recommendation.
. Logical Access — Complete. NWRDC has implemented the audit
recommendation.
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U.S. DEPARTMENT OF AGRICULTURE

2019-025

10.558 and 93.917

Child and Adult Care Food Program (CACFP)
HIV Care Formula Grants

Subrecipient Monitoring

Florida Department of Health (FDOH)

5FL300350 2018 and 2019, 5FL300340 2018 and 2019, X08HA32362 2018,
and X07HA00057 2018 and 2019

No
Noncompliance

The FDOH did not verify that all applicable subrecipients were audited or timely
issue management decisions for subrecipient audit findings.

2 CFR 200.331 — Requirements for pass-through entities — All pass-through
entities must verify that every subrecipient is audited as required by Subpart F —
Audit Requirements when it is expected that the subrecipient’s Federal awards
expended during the respective fiscal year equaled or exceeded the threshold set
forth in 2 CFR 200.501 - Audit requirements. The pass-through entity’'s
monitoring of the subrecipient must include following up and ensuring that the
subrecipient takes timely and appropriate action on all deficiencies pertaining to
the Federal award detected through audits. The pass-through entity is
responsible for issuing a management decision for audit findings pertaining to the
Federal award within 6 months of acceptance of the audit report by the Federal
Audit Clearinghouse, in accordance with 2 CFR 200.521 — Management decision.

During the 2018-19 fiscal year, the FDOH provided approximately $291 million in
CACFP funds to subrecipients and approximately $76 million in HIV Care
Formula Grants funds to subrecipients. To determine which subrecipients are
required to be audited, the FDOH analyzes expenditure data and utilizes Audit
Report Certification Forms that require subrecipients to certify whether or not an
audit is required. The FDOH documented on an audit tracking log the dates audit
reports were received, the dates corrective actions were taken, and the dates that
the FDOH determined that sufficient corrective actions had been taken to address
audit findings. Upon receipt of an audit report, the FDOH was to review the report
and complete a Single Audit Report Checklist to document the review of the audit
report.

Our examination of the FDOH audit tracking log and FDOH expenditure data
disclosed that the FDOH did not send to 5 CACFP subrecipients and 2 HIV Care
Formula Grants subrecipients an Audit Report Certification Form or otherwise
verify that the subrecipients were audited.

In addition, our review of 21 audit reports included on the FDOH'’s audit tracking
log disclosed that, for 11 of the reports related to 7 CACFP subrecipients and
4 HIV Care Formula Grant subrecipients, the FDOH was unable to provide
completed Single Audit Report Checklists evidencing that the FDOH obtained
and reviewed the audit reports to ensure the timely issuance of management
decisions, if necessary. We also noted that 1 of the 11 audit reports included
audit findings related to the HIV Care Formula Grant program. Our examination
of the management decision disclosed that the FDOH did not issue the
management decision until subsequent to our audit inquiry (406 days late).
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According to FDOH management, the FDOH did not verify that the subrecipients
were audited and the subrecipient audits were not timely obtained and reviewed
due to coding errors in the data used to identify subrecipients, staffing reductions,
and a review backlog. These issues contributed to the untimely issuance of the
required management decision.

Absent verification that all applicable subrecipients were audited, the FDOH may
not obtain the required audit reports to verify that all subrecipients complied with
applicable Federal laws, regulations, and provisions of contracts and grant
agreements. In addition, absent this verification and timely review of all required
subrecipient audit reports, the FDOH may not ensure that any deficiencies noted
during audit were appropriately followed up on or timely issue required
management decisions.

We recommend that the FDOH take steps to verify that audit reports from all
applicable subrecipients are timely obtained and reviewed to ensure that the
subrecipients took timely and appropriate action to address all applicable
deficiencies and to facilitate the timely issuance of management decisions.

FDOH agrees that out of 2,499 records, seven providers (five sub-recipients from
the CACFP and two from HIV Care Formula Grant) were omitted from the
Export FLAIR_ Master_File that FDOH uses to generate certification forms to
sub-recipient providers. The “glitch” was discovered, and the program codes
were updated by the Florida Accounting Information Resource system team
November 11, 2019. FDOH will perform a review of the Master File program
codes each year prior to running the report to further reduce the potential for a
similar incident. In addition, FDOH will modify the single audit report review
workflow beginning July 1, 2020 to prioritize management decision letters to those
providers with audit findings at the start of each audit reporting cycle, rather than
on a first in/first out method. This will allow FDOH to meet the additional workload
requirements under 2 CFR 200, while at the same time increasing the compliance
level for the timeline prescribed under 2 CFR 200.521 - Management decision.
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2019-026

93.268

Immunization Cooperative Agreements
Period of Performance

Florida Department of Health (FDOH)

6 NH23IP000741-05-02 2018

N/A
Noncompliance and Significant Deficiency
Questioned Costs — $348,618.89

FDOH expenditures charged to the Immunization Cooperative Agreements
program were not always incurred during the authorized period of performance.

2 CFR 200.309 — Period of performance — A non-Federal entity may charge to
the Federal award only allowable costs incurred during the period of performance.

During the 2018-19 fiscal year, the FDOH expended $306,600,812 in Federal
funds, including $293,881,585 for vaccines, for the Immunization Cooperative
Agreements program. Our analysis and examination of records related to
expenditures paid by the FDOH during the 2018-19 fiscal year disclosed
13 expenditures, totaling $348,618.89, that were not incurred during the
authorized period of performance.

According to FDOH management, upon the change of a fiscal year, the
accounting codes used to identify expenditures to a particular grant are updated
in the FDOH'’s accounting system. FDOH management indicated that the
expenditures were charged to the incorrect grant because the expenditures were
paid during the accounting codes update and FDOH staff did not identify the
expenditures as being charged incorrectly during the review process.

Expenditures charged to a Federal award that were not incurred during the
authorized period of performance could be subject to disallowance by the Federal
grantor agency.

We recommend that the FDOH enhance review procedures to ensure that costs
are attributable to the authorized period of performance and are charged to the
correct grant.

Moving forward, when fiscal codes (Other Cost Accumulators (OCA) and Grant
Number) for a new grant year are updated, all monthly expenditures will be
audited internally by the Immunization Section’s Grant Analyst and the Bureau of
Epidemiology's Grant Manager to ensure that each payment is charged to the
appropriate grant OCA for the time period indicated on the invoices. Any
necessary corrections will be made as soon as they are identified and verified
prior to the submission of the Federal Financial Report.

Additionally, the program office will communicate with county health departments
and other partners, to review invoices to ensure they were processed with the
correct coding, and reflect the correct period of performance.

These new processes will ensure the program complies with the project period
integrity for each year of the grant.
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2019-027
93.268
Immunization Cooperative Agreements

Special Tests and Provisions - Control, Accountability, and Safeguarding of
Vaccine and Record of Immunization

Florida Department of Health (FDOH)
6 NH231P000741-05-02 2018

No
Significant Deficiency

FDOH records did not always demonstrate that access to the Provider Education
Assessment and Reporting system (PEAR) was only granted to authorized users
and that the access privileges granted were appropriate.

Agency for State Technology (AST) Rule 74-2.003(1), Florida Administrative
Code - Access Control - Each agency shall ensure that access to information
technology resources is limited to authorized users, processes, or devices, and
to authorized activities and transactions.

AST Rule 74-2.003(5), Florida Administrative Code - Information Protection
Processes and Procedures - Each agency shall ensure that security policies,
processes and procedures are maintained and used to manage protection of
information systems and assets.

The FDOH uses PEAR, a Federally owned system, to document field staff and
provider interactions to ensure compliance with program requirements. As of
June 30, 2019, 41 FDOH employees had access to PEAR. During the 2018-19
fiscal year, the FDOH expended Immunization Cooperative Agreements program
funds totaling $306,600,812.

Our review of FDOH access controls for PEAR disclosed that controls over
access needed improvement. Specifically, although requested, the FDOH could
not provide documentation demonstrating the request for and approval of access
privileges for 2 of 5 of the FDOH users selected for testing.

FDOH management indicated that the FDOH had not established procedures for
maintaining documentation evidencing the request for and approval of access to
PEAR.

Absent procedures requiring that appropriate user access authorization
documentation be prepared and maintained, the FDOH cannot demonstrate that
access to PEAR is appropriately limited to authorized users for authorized
purposes. Additionally, the data stored in PEAR may be at increased risk of
compromise.

We recommend that the FDOH establish procedures addressing the preparation
and maintenance of PEAR user access authorization documentation.

Vaccines for Children (VFC) Field Staff are responsible for conducting
VFC-related site visits at VFC-enrolled provider sites. Requirements for
conducting these types of visits are outlined in the Centers for Disease Control
and Prevention's (CDC's) Immunization Program Operations Manual and its
Vaccines for Children Operations Guide. For purposes of conducting VFC-
related site visits, field staff are referred to as reviewers.

Reviewers joining the VFC program must have access to CDC's PEAR. Access
to PEAR is initiated by the Immunization Section's VFC Unit. Access to PEAR is
granted by the CDC. Once access to PEAR is granted by the CDC, the VCF Unit
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can manage a reviewer's status (deactivate or reactivate reviewers and update
reviewer email addresses, as applicable).

To initiate the process of gaining PEAR access:

The VFC Unit's Manager (VFC Manager) or VFC Assistant Manager will provide
the site visit reviewer with PEAR Access Request Form.

The reviewer will complete the form and return it to the VFC Manager or Assistant
Manager.

The VFC Manager or Assistant Manager will sign the form.
The signed form will be scanned and emailed to the CDC Public Health Advisor.

The CDC Public Health Advisor (PHA) will email CDC's Project Officer asking that
the reviewer be granted access to the CDC's Secure Access Management
Services (SAMS) system.

SAMS will send an email invitation to join SAMS along with identity proofing
documents.

The reviewer will complete the identity proofing document and provide it to the
PHA for signature.

The PHA will sign the form, scan the form along with the PEAR Access Request
Form and store it at the following location: I:\IMM\Field Operations\PEAR Access
Requests.

The reviewer will then email the completed identity proofing document to SAMS,
as instructed by the CDC invitation to join SAMS.
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2019-028

93.558 and 93.667

Temporary Assistance for Needy Families (TANF) Cluster and
Social Services Block Grant (SSBG)

Activities Allowed and Unallowed and Allowable Costs/Cost Principles

Florida Department of Children and Families (FDCF)

1801FLTANF 2018 and G-1801FLSOSR 2018

N/A
Noncompliance
Questioned Costs — $47,194.43 G-1801FLSOSR 2018

The FDCF used incorrect allocation percentages for a protective investigations
cost objective, resulting in costs being charged to the incorrect Federal program.

2 CFR 200.405 — Allocable costs — If a cost benefits two or more projects or
activities in proportions that can determined without undue effort or cost, the cost
must be allocated to the projects based on the proportional benefit.

The FDCF utilizes the Grants and Other Revenue, Allocation and Tracking
System (GRANTS) to provide for a detailed analysis of grant activity. GRANTS
tracks grant related expenditures and revenues, assigns expenditures to funding
sources, calculates Federal earnings, assists in financial and Federal reporting,
and the drawing of cash from the Federal Government.

The primary flow of data within GRANTS starts with expenditure data in the
Florida Accounting Information Resource Subsystem (FLAIR). Expenditures in
FLAIR are assigned to various cost objectives, depending on the budget entity,
category, and other cost accumulator that the expenditure is coded to in FLAIR.
The expenditures (costs) charged to the cost objectives are then allocated based
on factors such as the percentage of clients eligible for a Federal program or the
percentage of abuse hotline calls received for adults and children. The allocation
percentages for each cost objective are reviewed and approved by management
and then entered into GRANTS.

Our review of the allocation percentages included in GRANTS disclosed that, for
one protective investigations cost objective, the FDCF entered the incorrect
allocation percentages for the quarter ended September 30, 2018. As a result,
the FDCF overallocated $47,194.43 in protective investigations costs to the
SSBG program and $125,875.79 to State general revenue, and underallocated
costs totaling $173,070.22 to TANF.

According to FDCF management, the last six digits of the allocation percentages
were transposed when entered into GRANTS and the error was not discovered
during supervisory review.

Expenditures were incorrectly allocated, resulting in costs being charged to the
incorrect Federal program.

We recommend that the FDCF enhance supervisory review procedures to ensure
that accurate allocation percentages are entered into GRANTS and used as the
basis to allocate protective investigations costs to Federal programs.

FDCF concurs with this recommendation and is currently in the process of
transitioning from a quarterly manual input of cost allocation statistics to an
automated quarterly cost allocation statistical upload into the GRANTS system to
eliminate the risk of error. In the interim, FDCF will enhance supervisory review
procedures to ensure that accurate allocation percentages are input to the
GRANTS system.
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2019-029

Various (See Condition)

Various (See Condition)

Period of Performance

Florida Department of Children and Families (FDCF)

Various (See Condition)

No

Noncompliance and Significant Deficiency
Questioned Costs - $22,824,663.10

Report No. 2019-186, Finding No. 2018-025

FDCF expenditures charged to various Federal program grants were not always
incurred during the authorized period of performance.

2 CFR 200.309 — Period of performance — A non-Federal entity may charge to the
Federal award only allowable costs incurred during the period of performance.

During the 2018-19 fiscal year, the FDCF expended approximately $541 million in
Federal funds for the programs noted in the table below. Our analysis and
examination of records related to selected expenditures paid by the FDCF during
the 2018-19 fiscal year disclosed 29 expenditures, totaling $22,824,663.10, that
were not incurred during the authorized period of performance.

Federal Grant Federal Questioned
CFDA Program Number and Year  Expenditures Costs
10.561 State Administrative 5FL400402
Matching Grants for the 2019
Supplemental Nutrition
Assistance Program S 80,464,068 S 21,198.56
93.558 Temporary Assistance for 1901FLTANF
Needy Families 2019 220,823,636 7,211,409.94
93.667 Social Services Block Grant G-1901FLSOSR
2019 84,910,585 1,026,003.49
93.958 Block Grants for 3B09SM010010-19S2
Community Mental Health 2019
Services 42,693,243 1,345,596.64
93.959 Block Grants for Prevention 2B08TI010010-19
and Treatment of 2019
Substance Abuse 112,045,760 13,220,454.47
Totals $540,937,292.00 $ 22,824,663.10

FDCF management indicated that the expenditures were charged to the incorrect
grant due to the inability to monitor which grants costs were charged to.

Expenditures charged to a Federal award that were not incurred during the
authorized period of performance could be subject to disallowance by the Federal
grantor agency.

We recommend that the FDCF establish a monitoring process to ensure that costs
are attributable to the authorized period of performance and are charged to the
correct grant. We also recommend that the FDCF review expenditure data and
records to determine the total costs that were charged to the grants in error.
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State Entity Response FDCF concurs with this recommendation. FDCF will work with our various Federal
agencies to discuss challenges with respect to period of performance. In addition,
FDCF is taking steps to ensure expenditures are identified in the appropriate
period where the benefit to the state was realized.
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2019-030

93.558

Temporary Assistance for Needy Families (TANF)

Special Tests and Provisions — Income Eligibility and Verification System
Florida Department of Children and Families (FDCF)

1801FLTANF 2018 and 1901FLTANF 2019

No
Opinion Qualification and Material Weakness
Report No. 2019-186, Finding No. 2018-026

The FDCF did not always timely review and process Income Eligibility and
Verification System (IEVS) data exchange responses.

42 USC 1320b-7 — Income and eligibility verification system — A State must have
in effect an income and eligibility verification system.

45 CFR 205.55 — Requirements for requesting and furnishing eligibility and
income information

Program Policy Manual Section 3020.0100 — Data Exchange and Section
3020.0102 — Processing Time Standards — FDCF staff are to dispose of data
exchange responses considered verified upon receipt within 10 calendar days
and all other data exchange responses within 45 calendar days.

During the 2018-19 fiscal year, the FDCF made TANF cash benefit payments
totaling $132,470,380. Federal regulations require the FDCF to verify certain
eligibility information through electronic data exchanges with other State and
Federal agencies. Eligibility information is maintained in the Florida Online
Recipient Integrated Data Access (FLORIDA) System. As part of the IEVS data
exchange process, the FLORIDA System compares the data exchange response
to eligibility information in the System; however, resolving data exchange
responses requires employee action.

As part of our audit, we examined FDCEF eligibility records for 25 clients (cases),
including 20 cases for which the FDCF was required to review and process IEVS
data exchange responses. Our examination disclosed 9 instances related to
5 cases where the FDCF did not review and process the IEVS data exchange
responses within the established time frames. Of the 9 instances, we noted
5 instances where the data exchanges were required to be reviewed and
processed within 45 days but were reviewed and processed 11 to 102 days late.
In the other 4 instances, the data exchanges were required to be processed within
10 days but were reviewed and processed 6 to 86 days late.

In addition, we obtained IEVS Data Exchange Reports for August 2018,
November 2018, and May 2019 to determine the number of data exchange
responses that were not timely reviewed and processed. The three reports
included a total of 767,591 data exchange responses that were not timely
reviewed and processed, including 288,756 responses that were verified upon
receipt. Specifically, the 767,591 data exchange responses were reviewed and
processed 143 to 379 days late.

According to FDCF management, the completion of IEVS data exchanges is a
manual process requiring employee action. Due to the volume of data exchanges
and the inability of the FLORIDA System to integrate IEVS data, actions were not
timely performed.

Failure to timely review and process data exchange information may preclude the
FDCF from promptly identifying changes in client eligibility status.
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We recommend that the FDCF take appropriate actions to improve controls,
including evaluating staffing resources and necessary system enhancements, to
ensure that data exchange responses are reviewed and processed within
established time frames.

Regarding the identified cases where the Income Eligibility and Verification
System data exchanges were not processed timely, the department concurs. Due
to the overall volume of data exchanges for the Economic Self-Sufficiency
Program, and the inability of the FLORIDA System to integrate data, the
department will establish an extensive project management component to
determine system enhancements and identify process improvements to ensure
data exchanges are processed timely. Furthermore, the department is actively
working a request for funds from the Florida Legislature to improve system and
data integration and the overall functionality of the department’'s information
technology systems.
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2019-032

93.767 and 93.775, 93.777, and 93.778

Children’s Health Insurance Program and Medicaid Cluster

Activities Allowed or Unallowed and Allowable Costs/Cost Principles

Florida Department of Health (FDOH)

1805FL5021 2018, 1905FL5021 2019, 1805FL5MAP 2018, and
1905FL5MAP 2019

N/A

Significant Deficiency

The FDOH did not obtain or review the required independent service auditor’s
report that would ensure that the service organization’s internal controls related
to processing Children’s Medical Services (CMS) medical claims payments were
appropriately designed and operating effectively.

2 CFR 200.303 and 45 CFR 75.303 — Internal controls — The non-Federal entity
must establish and maintain effective internal control over the Federal award that
provides reasonable assurance that the non-Federal entity is managing the
Federal award in compliance with Federal statutes, regulations, and the terms
and conditions of the Federal award.

The FDOH contracted with a service organization to process and pay claims
submitted by health care providers for the payment of services provided to CMS
recipients that met CMS Plan requirements. The contract specified that the
service organization was to submit an independent service auditors report to the
FDOH by October 1st of each year of the contract. The service organization paid
CMS medical claims totaling $57,946,562 during the 2018-19 fiscal year.
Effective February 1, 2019, the FDOH contracted with a provider to assist in the
administration of the CMS Plan through a Managed Medical Assistance Program.
The service organization is to process outstanding CMS medical claims through
the end of the contract in February 2020.

During the 2018-19 fiscal year, the FDOH did not obtain or review the required
independent service auditor's report to evaluate the design and operating
effectiveness of the service organization’'s internal controls related to the
processing of CMS medical claims payments.

FDOH management indicated that the report was unavailable due to an
unresolved compliance matter with the service organization.

Absent an evaluation of the design and operating effectiveness of the service
organization’s internal controls related to the payment of CMS medical claims,
the FDOH has reduced assurance that CMS claims payments are accurate and
appropriate.

We recommend that the FDOH ensure that the service organization’s internal
controls related to CMS medical claims payments are appropriately designed and
operating effectively by obtaining and reviewing an independent service auditor’s
report and, as necessary, ensuring appropriate corrective action is taken to
resolve noted deficiencies.

The State of Florida and the FDOH CMS Managed Care Plan (CMS Plan)
management fund appropriately designed effective medical claims payment
systems with two third-party administrators (TPA) as of February 1, 2019.
MED3000 is the TPA for the service delivery model that ended January 31, 2019.
WellCare Health Plans (WellCare) is contractually responsible to FDOH CMS
Plan management as the TPA for the service delivery model implemented
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February 1, 2019. The FDOH CMS Plan management will continue to require
compliance from the two TPAs providing CMS Plan services. For example, the
CMS Plan management received WellCare's independent service auditor’s report
for the period April 1, 2018 through March 31, 2019.

While MED3000 made a business economies of scale decision to not comply with
the Annual Service Organization Control (SOC) 1 Type Il Audit and Health
Information Portability and Accountability Act (HIPAA) Compliance Review, other
internal controls and processes have remained in place. CMS Plan management
will continue to execute internal controls for the MED3000 claims lag payment
and continue to seek compliance regarding the breach of the requirement for the
SOC 1 report.
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2019-033
93.566, 93.775, 93.777, and 93.778
Refugee and Entrant Assistance State/Replacement Designee
Administered Programs (REAP) and Medicaid Cluster
Activities Allowed or Unallowed and Allowable Costs/Cost Principles
Florida Agency for Health Care Administration (FAHCA)
1801FLRCMA 2018, 1901FLRCMA 2019, 1805FL5MAP 2018, and
1905FL5MAP 2019
N/A
Noncompliance and Significant Deficiency
Questioned Costs — $133,386.66
(CFDA No. 93.566 — Federal Share $136.62; Federal Grant
Nos. 1801FLRCMA $45.54 and 1901FLRCMA $91.08;
CFDA No. 93.778 — Federal Share $81,317.53; Federal Grant
Nos. 1805FL5MAP $13,985.17 and 1905FL5MAP $67,332.36)

Fee for service medical claim payments made to providers of Medicaid and REAP
services were not always paid in accordance with established fee schedules.

42 CFR 447.45(f)(iv) — Timely claims payment — For all claims, the agency must
conduct prepayment claims review consisting of verification that a payment does
not exceed any reimbursement rates or limits in the Medicaid State Plan.

FAHCA Rule 59G-4.002, Florida Administrative Code — Provider Reimbursement
Schedules and Billing Codes (Provider Fee Schedule) — Florida Medicaid
reimburses for services rendered in the fee-for-service delivery system based on
a fee schedule.

The FAHCA contracted with a fiscal agent to provide the Florida Medicaid
Management Information System (FMMIS) that is used to process Medicaid and
REAP fee for service claims submitted by providers. During the 2018-19 fiscal
year, $5.8 billion in Medicaid and $1.2 million in REAP fee for service medical
claims were processed. We examined FAHCA records for claim payments made
to providers to determine whether the claim payments were in accordance with
the Provider Fee Schedule. Our examination disclosed that, for one provider type
and procedure code, the claims were not paid in accordance with the Provider
Fee Schedule, resulting in an $133,386.66 overpayment to eight providers.

FAHCA management indicated that the incorrect payment rates were
programmed in FMMIS, resulting in the claims being paid in the incorrect amount.

Absent appropriate controls, claims may be paid in incorrect amounts and not be
timely detected by FAHCA personnel.

We recommend that the FAHCA implement controls to ensure that all claims are
paid for the correct amount and that FAHCA review the payment rates
programmed in FMMIS to ensure that the payment rates are correct.

To ensure that future Medicaid Fee Schedules are implemented into the Florida
Medicaid Management Information System (FMMIS) correctly, the FAHCA has
developed a Corrective Action Plan (CAP). The CAP has two components:

1. FAHCA will document a standard process for tracking the annual Medicaid fee
schedule updates. The new procedure guide will include detailed instruction and
processes for cross bureau meetings, tracking fee schedule updates, and system
update verifications.

2. FAHCA will reprocess all fee-for-service claims identified in the audit as paying
an incorrect rate. When the reprocessing occurs, the FMMIS will adjust the
claims, and the Federal Share reduction will be automatically reported on the
CMS-64.
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2019-034

93.775, 93.777, and 93.778

Medicaid Cluster

Allowable Costs/Cost Principles

Florida Agency for Health Care Administration (FAHCA)

1805FL5MAP 2018 and 1905FL5MAP 2019

N/A
Significant Deficiency
Report No. 2019-186, Finding No. 2018-029

The FAHCA did not adequately ensure that the service organization’s internal
controls related to the invoicing, collecting, and reporting of drug rebates were
operating effectively.

2 CFR 200.303 and 45 CFR 75.303 — Internal controls — The non-Federal entity
must establish and maintain effective internal control over the Federal award that
provides reasonable assurance that the non-Federal entity is managing the
Federal award in compliance with Federal statutes, regulations, and the terms
and conditions of the Federal award.

The FAHCA contracted with a service organization to invoice and collect rebates
from, and resolve related disputes with, pharmaceutical manufacturers, and to
provide required utilization data to the Centers for Medicare and Medicaid
Services (CMS).

Each quarter, the FAHCA provided the service organization, from the Florida
Medicaid Management Information System, pharmacy and medical claims data
for drug costs paid during the quarter. The claims data included both Medicaid
fee-for-service and Medicaid managed care claims. The service organization
merged the claims data with rebate rates provided by the CMS and the State’s
Supplemental/Preferred Drug List vendor to calculate the amount of drug rebates
to be invoiced to pharmaceutical manufacturers. Rebate collections for the
2018-19 fiscal year totaled approximately $1.9 billion and approximately
2.6 million prescriptions were associated with the invoiced rebates per month.

The contract, effective February 1, 2014, specified that the FAHCA may conduct,
or have conducted, performance reviews, compliance reviews, or both, of the
service organization’s procedures, computer system, and accounting records.
Effective February 2018, the FAHCA amended the contract to require the service
organization to provide the FAHCA with a System and Organization Controls
(SOC 1) report prepared in accordance with applicable attestation standards
established by the American Institute of Certified Public Accountants. A
subsequent contract amendment required the service organization to provide a
SOC 1 Type 1 report on May 31, 2019, and a SOC 1 Type 2 report for the fiscal
years thereafter.

While the FAHCA tracked and reviewed contractually required reports and
scorecards prepared by the service organization that indicated compliance with
contractual requirements, and obtained the SOC 1 Type 1 report which evaluated
the design of the service organization’s internal controls related to the invoicing,
collecting, and reporting of drug rebates, the FAHCA did not adequately evaluate
the operating effectiveness of the service organization’s internal controls, either
internally or by obtaining a SOC 1 Type 2 report.
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State Entity Response

According to FAHCA management, the FAHCA amended the contract with the
service organization to require the service organization to provide SOC 1 reports;
however, due to the timing of the amendment, a SOC 1 Type 2 report could not
be provided for the 2018-19 fiscal year.

Absent an evaluation of the operating effectiveness of the service organization’s
internal controls for the invoicing, collection, and reporting of drug rebates, the
FAHCA has reduced assurance that drug rebate invoices are accurate.

We recommend that the FAHCA ensure that the service organization’s internal
controls related to the invoicing, collecting, and reporting of drug rebates are
appropriately designed and operating effectively by obtaining and reviewing a
SOC 1 Type 2 report.

The contract between FAHCA and the service organization has been amended.
The amendment required the service organization to obtain an SSAE-18 Audit
Report to ensure that the service organization internal controls related to
invoicing, collecting, and reporting of drug rebates are appropriately designed and
operating effectively. The service organization submitted an SSAE-18 Audit
Report to FAHCA on May 31, 2019, pertaining to the SOC1, Type 1 audit which
reported on the design of the vendor’s internal controls.

The service organization is also required to submit an SSAE-18 Audit Report by
August 15, 2020 pertaining to the SOC 1 Type 2 audit that will cover the operating
effectiveness of the vendor’s controls.
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2019-035

93.775, 93.777, and 93.778

Medicaid Cluster

Special Tests and Provisions — Utilization Control and Program Integrity
Florida Agency for Persons with Disabilities (FAPD)

1805FL5MAP 2018 and 1905FL5MAP 2019

No
Opinion Qualification and Material Weakness
Report No. 2019-186, Finding No. 2018-031

FAPD records did not always evidence that continued stay reviews were
completed for beneficiaries of Intermediate Care Facility Services for Individuals
with Intellectual Disabilities (ICF-IIDs) in accordance with the time frame specified
by Federal regulations.

42 CFR Part 456.431 — Continued stay review required

During the 2018-19 fiscal year, Medicaid payments for ICF services totaled
$299,113,570 and related to 2,519 ICF-1ID beneficiaries. Federal regulations
specify that a continued stay review must be completed every 6 months to
determine whether the beneficiary’s continued stay in the ICF-IID facility is
needed. The FAPD is responsible for conducting continued stay reviews for all
residents of public and private ICF-IID facilities and ensuring that resident
utilization review plans provide for a review of each beneficiary’s continued stay
in the ICF at least every 6 months.

We examined FAPD continued stay review records related to 60 ICF-IID
beneficiaries to determine whether the reviews were timely completed. We noted
that FAPD records did not evidence the conduct of a required continued stay
review for 12 ICF-IID beneficiaries in accordance with the time frame specified by
Federal regulations.

FAPD management indicated that documentation evidencing conduct of the
required continued stay reviews could not be located due to employee turnover.

Absent documentation of completed continued stay reviews, the FAPD cannot
demonstrate that continued stay determinations for ICF-IID beneficiaries are
completed within the time frame specified by Federal regulations or that a
beneficiary’s continued stay in an ICF-1ID facility is needed.

We again recommend that FAPD management take steps, including
implementing adequate record retention controls, to ensure that continued stay
reviews of ICF-IID beneficiaries are timely completed and appropriately
documented in accordance with Federal regulations.

The Agency for Persons with Disabilities concurs with this finding.
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2019-036

93.775, 93.777, and 93.778

Medicaid Cluster

Special Tests and Provisions — Utilization Control and Program Integrity
Florida Agency for Health Care Administration (FAHCA)

1805FL5MAP 2018 and 1905FL5MAP 2019

N/A
Noncompliance and Significant Deficiency

The FAHCA did not ensure that all external quality review activities were
performed in accordance with Federal requirements.

42 CFR 438.358(b) — Activities related to external quality review — For each
managed care organization (MCO), prepaid inpatient health plan (PIHP), or
prepaid ambulatory health plan (PAHP), the State or an external quality review
organization (EQRO) must perform external quality review (EQR) activities,
including a validation of performance improvement projects (PIPs) that were
underway during the preceding 12 months; a validation of MCO, PIHP, or PAHP
performance measures during the preceding 12 months; and a review, conducted
within the previous 3-year period, to determine the MCQO's, PIHP’s, or PAHP’s
compliance with Federal standards and quality assessment and performance
improvement requirements.

During the 2018-19 fiscal year, the FAHCA contracted with an EQRO to perform
certain EQR activities for FAHCA Medicaid managed care programs, in addition
to the EQR activities conducted by the FAHCA. The EQR activities the EQRO
was to perform included a validation of PIPs and applicable performance
measures. As part of our audit, we examined records related to the EQR activities
conducted by the FAHCA and the EQRO during the 2018-19 fiscal year. Our
examination disclosed that the FAHCA did not conduct a 3-year compliance
review for the period December 2015 through December 2018.

According to FAHCA management, to facilitate the completion of the 3-year
compliance review, a standardized compliance review tool had been developed
to allow multiple FAHCA Bureaus to link information captured through FAHCA
monitoring activities to the Federal standards, including an established threshold
to determine health plan compliance; however, the compliance review tool had
not been incorporated into current FAHCA monitoring practices.

Absent a 3-year review of compliance with Federal standards and quality
assessment and performance improvement requirements, the FAHCA cannot
demonstrate compliance with Federal regulations.

We recommend that the FAHCA incorporate the standardized compliance review
tool into FAHCA monitoring activities and take actions to ensure that the 3-year
compliance review and all EQR activities performed by the EQRO are timely
conducted in accordance with Federal regulations.

FAHCA, in conjunction with its EQRO, has developed a comprehensive
compliance review tool that integrates both federal and state monitoring
requirements. The tool identifies the FAHCA unit that is responsible for the
monitoring activity and the frequency with which monitoring must occur for every
federal EQRO regulation and all state contract requirements. FAHCA is in year
two of the three-year federally required review cycle. At this time, FAHCA has
completed approximately 80% percent of the requirements for the federally
required review and has scheduled all remaining review activities to be completed
by the end of the 3-year cycle.
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2019-037

93.775, 93.777, and 93.778

Medicaid Cluster

Special Tests and Provisions — Inpatient Hospital and Long-Term Care
Facility Audits

Florida Agency for Health Care Administration (FAHCA)

1805FL5MAP 2018 and 1905FL5MAP 2019

N/A
Noncompliance

The FAHCA did not ensure that inpatient hospital cost reports were periodically
audited in accordance with the approved Florida Medicaid State Plan and Federal
regulations.

42 CFR 447.253(g) — Audit requirements — The Medicaid agency must provide
for periodic audits of the financial and statistical records of participating providers.

42 CFR 447.253(i) — Rates paid — The Medicaid agency must pay for inpatient
hospital and long-term care services using rates determined in accordance with
methods and standards specified in an approved State plan.

Florida Medicaid State Plan — Florida Title XIX Inpatient Hospital Reimbursement
Plan, Version XLV, Effective July 1, 2018 — Cost Finding and Cost Reporting —
Each hospital participating in the Florida Medicaid program shall file a cost report
no later than 5 calendar months after the close of its cost reporting year.

During the 2018-19 fiscal year, the FAHCA reimbursed inpatient hospitals
participating in the Medicaid program, except for State mental health hospitals,
utilizing the Diagnosis-Related Groups (DRG) payment method. The DRG is a
classification system that reflects clinically similar groupings of services that can
be expected to consume similar amounts of hospital resources and is intended to
provide for payment in full, without the need for subsequent cost settlement.
Although inpatient hospitals reimbursed using the DRG payment method are not
subject to subsequent cost settlement, cost reports continue to be required to
determine inpatient cost-to-charge ratios that are used to calculate outlier
payments and evaluate payment levels within the Medicaid program.

As part of our audit, we requested that FAHCA management provide audited cost
reports used to calculate payment rates for inpatient hospitals participating in the
Medicaid program. Our inquiry disclosed that the FAHCA did not obtain audited
cost reports or perform periodic audits of inpatient hospital cost reports, as
required by the approved Medicaid State Plan and Federal regulations.

According to FAHCA management, with the implementation of the DRG payment
method, the FAHCA no longer obtained or used cost report data to calculate
inpatient hospitals payment rates because the DRG payment method classifies
inpatient stays and determines the rates based on a combination of the
classification of services and the hospital where the services were rendered.

Absent evaluation of audited inpatient hospital cost reports, the FAHCA cannot
demonstrate the reasonableness of reimbursements using the DRG payment
method. Additionally, the FAHCA cannot demonstrate compliance with the
approved Medicaid State Plan and Federal regulations.

We recommend that FAHCA management take steps to ensure that inpatient
hospital cost reports are obtained and audited in accordance with the approved
Medicaid State Plan to help evaluate payment levels within the Medicaid program
and ensure compliance with Federal regulations.
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State Entity Response FAHCA agrees that the State Plan could be updated to provide the clarity that the
cost report audits only apply to the hospitals reimbursed on a cost basis. The
State Plan effective July 1, 2019 has been updated to reflect that only the state
mental health hospitals, which are paid on a cost basis, must submit cost reports

for audits.
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2019-038

93.775, 93.777, and 93.778

Medicaid Cluster

Special Tests and Provisions — Provider Eligibility (Screening and Enrollment)
Florida Agency for Health Care Administration (FAHCA)

1805FL5MAP 2018 and 1905FL5MAP 2019

No

Noncompliance

Questioned Costs — $1,074,169.66
(CFDA No. 93.778 - Federal Share $656,141.08; Federal Grant
Nos. 1805FL5MAP $154,072.59 and 1905FL5MAP $502,068.49)

FAHCA records did not evidence that site visits of Medicaid Program providers
were conducted in accordance with Federal regulations.

42 CFR 455.432(a) - Site visits — The State Medicaid agency must conduct
pre-enrollment and post-enrollment site visits of providers who are designated as
“moderate” or “high” categorical risks to the Medicaid Program. The purpose of
the site visit is to verify that the information submitted to the State Medicaid
agency is accurate and to determine compliance with Federal and State
enroliment requirements.

42 CFR 455.414 — Revalidation of enrollment — The State Medicaid agency must
revalidate the enrollment of all providers regardless of provider type at least every
5 years.

42 CFR 455.450(b)(2) — Screening for provides designated as moderate
categorical risk — When the State Medicaid agency designates a provider as a
“moderate” categorical risk, a State Medicaid agency must conduct on-site visits
in accordance with Federal enrollment requirements.

We examined FAHCA records for 40 providers enrolled in the Medicaid Program,
including 17 designated as a “high” or “moderate” categorical risk, who received
payments during the 2018-19 fiscal year to determine whether the providers met
Program eligibility requirements. Our examination disclosed that, for 4 of the
17 providers, FAHCA records did not evidence that the FAHCA conducted a
pre-enrollment site visit. In addition, for 2 of the 17 providers, the FAHCA could
not provide documentation evidencing that a revalidation enroliment site visit was
conducted at least every 5 years. Our review of the payments made to the
6 providers during the 2018-19 fiscal year disclosed that the FAHCA paid the
providers $656,141.08 in Federal funds.

FAHCA management indicated that the providers had hospital privileges and
therefore, site visits were not required. In addition, FAHCA management
indicated that the revalidation site visits were not conducted due to established
procedures not being followed.

Absent site visits, the FAHCA cannot verify that the information submitted by
providers is accurate or demonstrate that the providers are eligible for enrollment,
or continued enrollment, in the Medicaid Program in accordance with Federal
regulations.

We recommend that the FAHCA ensure that providers seeking enrollment in the
Florida Medicaid Program receive site visits in accordance with Federal
regulations. In addition, we recommend that the FAHCA revalidate the enrollment
of providers at least every 5 years in accordance with Federal regulations.
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State Entity Response FAHCA will initiate an internal workgroup to review and compare FAHCA's site
visit rules with the applicable federal regulations. Any deviations will be analyzed
and, where appropriate, the Florida Medicaid policy will be modified.

FAHCA will schedule site visits for the providers identified in the audit.
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SOCIAL SECURITY ADMINISTRATION

2019-039

96.001 and 96.006

Disability Insurance (DI)/Supplemental Security Income (SSI) Cluster
Reporting

Florida Department of Health (FDOH)

04-18-04FLDIO0O 2018

No
Noncompliance and Significant Deficiency

The FDOH did not correctly report the hours worked or the equivalent full-time
positions for employees engaged in activities related to the DI/SSI Cluster on a
Federal report.

The United States Social Security Administration (SSA) Program Operations
Manual DI 39506.230 requires the FDOH to submit an SSA-4514 form quarterly
to the SSA.

The SSA-4514 form is used to report the number of hours worked and the number
of equivalent full-time positions for employees engaged in DI/SSI Cluster activities
by staffing category and employment status (i.e., full-time, part-time, or
temporary). The report should reflect all hours worked by employees engaged in
DI/SSI Cluster activities during the reporting period.

Our examination of the SSA-4514 form submitted by the FDOH to the SSA for
the quarter ended September 30, 2018, disclosed that the FDOH did not
accurately report the number of hours worked or the number of equivalent
full-time positions. Specifically, the FDOH understated the number of hours
worked for on-duty, holiday and leave, and overtime by 108,556.50, 26,172.50
and 7,636.25 hours, respectively. Additionally, the FDOH understated the
number of equivalent full-time positions for full-time, part-time, and temporary
employees by 246.67, 0.18, and 29.65 positions, respectively.

FDOH management indicated that an unidentified system error caused the report
to be misstated. Additionally, FDOH review processes were insufficient to detect
and correct the reporting errors.

The SSA-4514 form submitted by the FDOH to the SSA did not include accurate
data.

We recommend that the FDOH take appropriate steps, including identifying the
system error and enhancing review processes, to ensure amounts reported on
SSA-4514 forms submitted to the SSA are accurate.

Florida Division of Disability Determinations' (DDD) Finance and Accounting
(F&A) in conjunction with DDD’s Bureau of Information Services has identified the
error as a general network error that occurred while downloading the People First
data. This error caused only a portion of the timesheet data to be downloaded
and processed for this report.

DDD’s Bureau of Information Services is adding an automated check that will
verify the integrity of the data that has been downloaded. F&A is also
implementing an internal monitoring tool that will compare the previous report
submission with the current report to identify abnormal changes in hours being
reported, from quarter to quarter. This monitoring tool will be reviewed by
management in conjunction with the United States Social Security Administration
(SSA) - 4514 form prior to submission to SSA. The next SSA-4514 submission
is due by April 30, 2020.
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U.S. DEPARTMENT OF HOMELAND SECURITY

2019-040

97.036

Disaster Grants — Public Assistance (Presidentially Declared Disasters)
Subrecipient Monitoring

Florida Division of Emergency Management (FDEM)

Various

N/A
Opinion Qualification and Material Weakness
Report No. 2019-186, Finding No. 2018-036

The FDEM did not evaluate subrecipient risk of noncompliance with Federal
statutes, regulations, and the terms and conditions of the subaward or develop
appropriate subrecipient monitoring plans based on an assessed risk of
noncompliance.

2 CFR 200.331 — Requirements for pass-through entities — All pass-through
entities must evaluate each subrecipient’s risk of noncompliance with Federal
statutes, regulations, and the terms and conditions of the subaward for purposes
of determining the appropriate subrecipient monitoring. All pass-through entities
must monitor the activities of the subrecipient as necessary to ensure that the
subaward is used for authorized purposes, in compliance with Federal statutes,
regulations, and the terms and conditions of the subaward, and that subaward
performance goals are achieved.

During the 2018-19 fiscal year, the FDEM was responsible for 1,553 active large
projects, with obligations totaling $1,831,373,057, related to 17 declared
disasters. Our audit disclosed that the FDEM had not evaluated subrecipient risk
of noncompliance with Federal statutes, regulations, and the terms and
conditions of the subaward. Additionally, our audit found that, although the FDEM
conducted subrecipient monitoring, the FDEM had not developed subrecipient
monitoring plans based on an assessed risk of subrecipient noncompliance.
Subsequently, in August 2019, the FDEM finalized and implemented policies and
procedures for evaluating subrecipient risk of noncompliance and developing
monitoring plans based on the assessments.

As of June 2019, the FDEM had not established policies and procedures for
conducting subrecipient risk assessments and developing monitoring plans
based on an assessed risk of subrecipient noncompliance.

Absent evaluating the risk of subrecipient noncompliance with Federal statutes,
regulations, and the terms and conditions of the subaward, and developing
appropriate subrecipient monitoring plans based on a risk assessment, the FDEM
cannot demonstrate that the monitoring performed appropriately addressed the
highest risk subrecipients or adequately evaluated subrecipient compliance with
financial and programmatic grant agreement requirements. Additionally, the
FDEM cannot demonstrate compliance with applicable Federal regulations.

We recommend that FDEM management assess subrecipient risk of
noncompliance for all subrecipients and develop monitoring plans based on the
assessed level of risk in accordance with established FDEM policies and
procedures and applicable Federal regulations.
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State Entity Response FDEM developed a Subrecipient Compliance Program SOP, created a
Compliance Unit to perform these duties, and began subrecipient risk
assessments during the audit period. As recognized in the Condition above, the
SOP was finalized and implemented in August 2019. All subrecipients for all open
Public Assitance grants have been assessed for risk of non-compliance and have
been assigned a risk rating based on the procedures outlined in the SOP. These
risk rating correspond to monitoring plans that are being implemented.
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State Entity Response

U.S. DEPARTMENT OF HOMELAND SECURITY

2019-041

97.036

Disaster Grants — Public Assistance (Presidentially Declared Disasters)
Subrecipient Monitoring

Florida Division of Emergency Management (FDEM)

Various

N/A
Opinion Qualification and Material Weakness
Report No. 2019-186, Finding No. 2018-035

The FDEM did not verify that all applicable subrecipients were audited.

2 CFR 200.331 — Requirements for pass-through entities — All pass-through
entities must verify that every subrecipient is audited as required by Subpart F —
Audit Requirements when it is expected that the subrecipient’s Federal awards
expended during the respective fiscal year equaled or exceeded the threshold set
forth in 2 CFR 200.501 — Audit requirements. The pass-through entity’s
monitoring of the subrecipient must include following up and ensuring that the
subrecipient takes timely and appropriate action on all deficiencies pertaining to
the Federal award detected through audits. The pass-through entity is
responsible for issuing a management decision for audit findings pertaining to the
Federal award in accordance with 2 CFR 200.521 — Management decision.

During the 2018-19 fiscal year, the FDEM provided $652,957,092 in Disaster
Grants funds to 909 subrecipients. Our inquiries of FDEM management disclosed
that the FDEM did not perform procedures to verify that all applicable
subrecipients were audited as required by 2 CFR 200.501. As aresult, the FDEM
could not demonstrate that all required audits were obtained and reports reviewed
to ensure that subrecipients took timely and appropriate action on all applicable
deficiencies noted in the audits or whether the FDEM issued management
decisions for applicable audit findings. Subsequently, in August 2019, the FDEM
finalized and implemented policies and procedures for obtaining and reviewing
subrecipient audits from all applicable subrecipients.

As of June 2019, the FDEM had not established policies and procedures for
obtaining and reviewing audit reports from all applicable subrecipients.

Absent verification that all applicable subrecipients were audited, the FDEM may
not obtain the required audit reports to verify that all subrecipients complied with
applicable Federal laws, regulations, and provisions of contracts and grant
agreements. In addition, the FDEM may not ensure that any deficiencies noted
during audit were appropriately followed up on or issue required management
decisions.

We recommend that FDEM management obtain and review audit reports from all
applicable subrecipients in accordance with established FDEM policies and
procedures and applicable Federal regulations.

During the audit period, FDEM determined the population of subrecipients with
Federal Single Audits needing reviews and began obtaining and reviewing
reports. As recognized in the Condition above, the Subrecipient Compliance
Program SOP was finalized and implemented in August 2019. FDEM has
obtained and reviewed all audit reports required to be submitted by law,
regulation, and policy. Management letters and subsequent follow up is
completed as needed.

Report No. 2020-170
March 2020

Page 89



THIS PAGE INTENTIONALLY LEFT BLANK

Report No. 2020-170
Page 90 March 2020



Finding Number
CFDA Number
Program Title

Compliance Requirement
State Entity

Statistically Valid Sample
Finding Type

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Entity Response

U.S. DEPARTMENT OF EDUCATION

2019-042
84.063 and 84.268
Student Financial Assistance Cluster

Federal Pell Grant Program (Pell)

Federal Direct Student Loans (Direct Loan)
Special Tests and Provisions — Return of Title IV Funds
Daytona State College (DSC)

N/A
Noncompliance and Significant Deficiency
Questioned Costs — $44,536
(CFDA No. 84.063 - $14,927 and CFDA No. 84.268 - $29,609)

DSC did not always accurately calculate the amount of Title IV grant and loan
assistance that the student earned as of the student’s withdrawal date or timely
return the appropriate amount of unearned funds to the United States Department
of Education (USED).

34 CFR 668.22 - Treatment of Title IV funds When a Student Withdraws

(a)(1) When a recipient of Title IV grant or loan assistance withdraws from an
institution during a payment period or period of enrollment in which the recipient
began attendance, the institution must determine the amount of Title IV grant or
loan assistance the student earned as of the student’s withdrawal date.

()(1) For a student who begins attendance, an institution must return the amount
of unearned Title IV funds as soon as possible, but no later than 45 days after the
date of the institution’s determination that the student withdrew.

From the population of 546 students who withdrew from classes and received
$1,288,815 in Pell and Direct Loan funds during the Spring 2019 Term, we
examined DSC records to determine whether DSC accurately and timely
calculated the funds earned by the students and timely returned any unearned
funds to the USED. Our examination disclosed that DSC did not include book
voucher funds as institutional charges when calculating the student’s earned
Title IV funds and, consequently, understated the amount of unearned funds due
to the USED. Subsequent to our audit inquiry, DSC reviewed the records for all
students who withdrew from classes and received Pell and Direct Loan funds
during the Fall 2018, Spring 2019, and Summer 2019 Terms and identified, for
321 students, $14,927 in Pell and $26,609 in Direct Loan unearned funds not
previously identified or returned to the USED.

According to DSC management, an unknown coding issue in the PeopleSoft
Campus Solutions module that occurred prior to the start of the Fall 2018 Term
impacted the calculation of student’s earned financial aid by excluding Title IV
book voucher funds from institutional charges.

Absent the accurate calculation of Title IV grant or loan funds earned by students
at their withdrawal dates, unearned funds were not accurately determined or
timely returned to the USED.

DSC should work with the software vendor to address the coding issue in the
PeopleSoft Campus Solutions module and ensure that unearned Title IV grant
and loan funds for students who withdraw from DSC are accurately calculated
and timely returned.

DSC identified there was an issue in mid-September 2019 and subsequently
traced it back to the coding in People Soft Campus Solutions not reading the
correct information beginning June 2018. Shortly after it was identified, DSC not
only reached out to the vendor, but also updated the coding to ensure the
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students who were issued book vouchers and withdrew had accurate charges
picked up. Additionally, DSC conducted an analysis of all students during the
period of review and returned the additional Pell and Direct Loan funds back to
their respective programs via COD on 12/9/19 and 11/20/19, respectively.
Moving forward the College will continue to monitor unearned funds sent to the
USED to ensure all qualifying funds are returned in a timely manner.
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ADDITIONAL MATTERS

Our audit of the State of Florida’s basic financial statements for the fiscal year ended June 30, 2019,
disclosed additional matters that we communicated in the Independent Auditor’s Report on Internal
Control Over Financial Reporting and on Compliance and Other Matters Based on an Audit of
Financial Statements Performed in Accordance with Government Auditing Standards. Additional
matters are issues that, in the auditor’s opinion, should be reported, but which are not categorized as a
significant deficiency or material weakness.
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ADDITIONAL MATTER
UNAVAILABLE REVENUE

AM 2019-01

Aggregate Remaining Fund Information

Fines, forfeits, settlements and judgments; Unavailable revenue; and
Receivables, net

203400

Florida Department of Financial Services (FDFS)

43-20-2-123001

61660, 47300, 15100

$130,016,297, $132,769,405, $2,753,108

N/A

The FDFS incorrectly recognized tobacco settlement amounts owed to the State
as revenues prior to the amounts becoming available. Additionally, the FDFS did
not record net receivables and unavailable revenue for all tobacco settlement
amounts.

Governmental Accounting Standards Board (GASB) Codification Section N50.126
specifies that revenues should be recognized in the accounting period when the
revenues become available and measurable. The FDFS, Statewide Financial
Reporting Section (SFRS), Statewide Financial Statement Guidance manual
provides that the modified accrual method of accounting is to be used by
governmental funds, revenues are considered available if collection occurs within
60 days of fiscal year end, and amounts are considered receivable as soon as an
enforceable legal claim is obtained. Amounts not considered available are to be
recorded to a receivable and deferred inflows as unavailable revenue.

Section 17.41, Florida Statutes, established the Tobacco Settlement Clearing
Trust Fund to receive payments pursuant to the settlement of State of Florida v.
American Tobacco Co., No. 95-1466AH (Fla. 15th Cir. Ct. 1996). During the
2018-19 fiscal year, the FDFS incorrectly recorded the principal amount owed by
R.J. Reynolds Tobacco Company (R.J. Reynolds), but not collected within 60 days
of fiscal year end, as revenue - Fines, forfeits, settlements and judgements, instead
of a deferred inflow, Unavailable revenue. Additionally, although the FDFS
recorded a receivable for the principal amount, the FDFS did not record an asset,
Receivables, net, or a deferred inflow, Unavailable revenue, for the interest
R.J. Reynolds owed the FDFS. According to FDFS management, the FDFS had
not received the principal payment from R.J. Reynolds as of November 4, 2019.

According to FDFS management, the receivable and revenue were recorded
within 60 days of fiscal year end as part of year-end closing; however, no
subsequent evaluation of the appropriateness of the amounts recorded was
performed. Additionally, the FDFS inadvertently did not record the interest portion
of the receivable.

Prior to audit adjustment, Fines, forfeits, settlements and judgments were
overstated by $130,016,297, Unavailable revenue was understated by
$132,769,405, and Receivables, net was understated by $2,753,108.

We recommend that FDFS management enhance year-end closing procedures to
ensure that only amounts received within 60 days of fiscal year end are recorded
as revenues. Additionally, we recommend that FDFS management ensure that all
receivables, including interest, are properly recorded.
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State Agency Response

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

The Office of Finance and Budget concurs with the Auditor General's finding.

OFB Reconciliation and Reporting unit has reviewed and updated the year end
checklist to include:

« Establishing receivables for the outstanding amounts owed by the tobacco
companies

» Reviewing receivables at 09/30 and up to the completion of the CAFR to reclass
as needed.

OFB Reconciliation and Reporting unit has also reviewed and updated procedure
2.8.01 Year End Financial Statements Preparation to include:

« Review of receivables at 09/30 to determine if any need to be reclassed.
1/7/2020

Alexandra Weimorts, Bureau Chief, 850/413-2092
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ADDITIONAL MATTER

PROPERTY DISPOSITION GAIN (LOSS) AND CAPITAL CONTRIBUTIONS

Finding Number

Opinion Unit

Financial Statements
Account Titles

SW Fund Number

State Agency

OLO-GF-SF-FID

GL Codes

Adjustment Amount

Statistically Valid Sample

Finding

Criteria

Condition

Cause

Effect

Recommendation

State Agency Response

AM 2019-02
Transportation Fund (Proprietary)
Property disposition gain (loss) and Capital contributions

505501

Florida Department of Transportation (FDOT)
550000-50-8-471001 and 550000-80-9-000001
65200 and 75200

$180,109,458

N/A

The FDOT overstated Property disposition gain (loss) and Capital contributions
amounts.

Governmental Accounting Standards Board Codification Section 2200.191
specifies that the reassignment of capital assets from governmental activities to an
enterprise fund is to be reported as a capital contribution. In the reverse situation
in which capital assets are reassigned from an enterprise fund to governmental
activities, the disposal of the capital assets is to be reported by the enterprise fund
as a nonoperating expense.

The Florida Department of Financial Services (FDFS) FLAIR Procedures Manual
requires governmental assets purchased with general capital asset funds to be
accounted for in Governmental Activities. The FDFS, Statewide Financial
Reporting Section, Statewide Financial Statements Guidance manual specifies
that the movement of capital assets between Governmental Activities and
proprietary funds are to be accounted for as transfers in general ledger codes
652XX and 752XX.

Information related to the FDOT’s SunRail fund is reported as part of the State’s
Transportation Fund (Proprietary). In accordance with FDFS procedures, to
account for changes in SunRail fund capital assets during the 2018-19 fiscal year,
the FDOT recorded a property transfer in to Governmental Activities and a
Property disposition loss to the SunRail fund totaling $180,109,458. Subsequent
to accounting for current year Capital contributions, the FDOT correctly recorded
a property transfer out to Governmental Activities totaling $244,752,020.
However, instead of eliminating the SunRail fund Property disposition loss and
only recording current year Capital contributions totaling $64,642,562, the FDOT
incorrectly recorded to Capital contributions the June 30, 2019, capital asset
balance totaling $244,752,020.

In response to our audit inquiry, FDOT management indicated that an oversight
resulted in incorrect entries being recorded that overstated the Property disposition
gain (loss) and Capital contributions accounts.

Prior to audit adjustment, the Property disposition gain (loss) and Capital
contributions accounts were overstated by $180,109,458.

We recommend that FDOT management enhance review procedures to ensure
that entries to record capital assets are appropriate and to promote the timely
detection and correction of financial statement reporting errors.

The Department concurs with the finding. Upon discovery of the issue, the
Department has completed training for the Property Accountants on the proper
accounting entries for transfers between proprietary and governmental funds. In
addition, we have updated our year-end processes to include a management
review of such entries to ensure accurate financial reporting.
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Estimated Corrective 07/31/2020
Action Date

Agency Contact and Jason Adank, 850-414-4864
Telephone Number
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Finding Number

Opinion Unit

Financial Statements
Account Titles

SW Fund Number

State Agency

OLO-GF-SF-FID

GL Codes

Adjustment Amount

Statistically Valid Sample

Finding

Criteria

Condition

Cause

ADDITIONAL MATTER

CAPITAL ASSETS, NET

AM 2019-03

Governmental Activities

Net position — beginning, as restated; Human services, expenses; and
Capital assets, net

800000

Florida Department of Health (FDOH)

640000-80-9-641111

54200, 71100, and 27800

$41,379,332, $2,776,730, $44,156,062

N/A

The FDOH did not properly account for all construction work in progress and
recorded incorrect amounts for construction work in progress to Capital assets, net
and Human services, expenses for the 2017-18 and 2018-19 fiscal years.

Governmental Accounting Standards Board (GASB) Codification Section
2250.123 specifies that the correction of an error in previously issued financial
statements should be accounted for and reported as a prior-period adjustment and
excluded from the change in net position section of the government-wide
statement of activities.

Chief Financial Officer (CFO) Memorandum No. 05 (2011-12), Statewide Financial
Statements Capital Asset Guidance and Rules for Tangible Personal Property,
states that construction work in progress is to reflect the economic construction
activity status of buildings and other structures, infrastructure, additions,
alterations, reconstruction, and installation, which are substantially incomplete.

CFO Procedures for Government-Wide Financial Statements provide that
amounts recorded to Capital assets, net are used to determine the Net investments
in capital assets amount.

FDOH policies and procedures, Preparation of Financial Statements, specify that
the Office of Budget and Revenue Management (OBRM) is to prepare, based on
a construction report provided by the Bureau of General Services (BGS), a
schedule of construction work in progress amounts for the fiscal year, including
the life-to-date (LTD) expenditures for each project. The OBRM is to provide the
schedule to the Bureau of Finance and Accounting (BFA) for use in determining
and recording the fiscal year-end amounts for construction work in progress and
current expenditures.

During the 2018-19 fiscal year, the OBRM did not provide and the BFA did not
request LTD construction work in progress expenditure amounts. Instead,
year-to-date (YTD) expenditure amounts totaling $9,711,988 were provided and
used to record construction work in progress and current expenditure amounts.
Subsequent to our audit inquiry, BFA management obtained a corrected 2018-19
fiscal year construction work in progress schedule from the OBRM that showed
LTD expenditure amounts totaling $53,868,050. During the 2017-18 fiscal year,
although the OBRM provided the BFA LTD construction work in progress
expenditure amounts totaling $48,956,470, BFA staff used YTD expenditure
amounts totaling $7,577,138 to record construction work in progress and current
expenditure amounts.

According to FDOH management, for the 2018-19 fiscal year, the BGS Design and
Construction Section Budget Manager was responsible for confirming the
accuracy of construction work in progress amounts prepared by the BGS and the
OBRM and the BFA had not established a process to ensure amounts provided by
the BGS and used to record construction work in progress and current
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Effect

Recommendation

State Agency Response

Estimated Corrective
Action Date

Agency Contact and
Telephone Number

expenditures were accurate. Additionally, FDOH management indicated that, for
the 2017-18 fiscal year, staff turnover and inadequate oversight resulted in BFA
staff using YTD instead of LTD amounts.

Prior to audit adjustment, the Governmental Activities, Human services, expenses
and Capital assets, net accounts were understated by $2,776,730 and
$44,156,062, respectively, and the Net position — beginning, as restated account
was understated by $41,379,332. Additionally, the Governmental Activities, Net
investments in capital assets account was understated by $44,156,062.

We recommend that FDOH management enhance controls to ensure that BGS,
OBRM, and BFA staff adhere to established policies and procedures for
accounting for construction work in progress and current expenditure amounts.

We concur.

The Department of Health will be reviewing and updating procedures for the
Preparation of Financial Statements and training applicable staff to ensure that all
are adhering to the established procedures. Additionally, the construction work in
progress spreadsheet will be prepared by the Bureau of General Services and
provided to the Bureau of Finance and Accounting and the Office of Budget and
Revenue Management to ensure the same report is used consistently throughout
the agency.

March 31, 2020

Terri Mulkey, Finance and Accounting Director IlI
850-245-4511
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Notes to the Schedule of Expenditures of
Federal Awards
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NOTE 1 - BASIS OF PRESENTATION AND SIGNIFICANT
ACCOUNTING POLICIES

The Schedule of Expenditures of Federal Awards has been prepared in accordance with the Uniform Guidance and presents
the Federal awards expended by the State of Florida. The Single Audit Act Amendments of 1996 (Public Law 104-156) and the
Uniform Guidance in subpart F define Federal awards as Federal financial assistance and Federal cost-reimbursement contracts
that non-Federal entities receive directly from Federal awarding agencies or indirectly from pass-through entities. Federal financial
assistance is defined as assistance that non-Federal entities receive or administer in the form of grants, loans, loan guarantees,
property, cooperative agreements, interest subsidies, insurance, food commaodities, direct appropriations, or other assistance.

The following summary of the State of Florida’s significant accounting policies and related information is presented to assist the
reader in interpreting the Schedule of Expenditures of Federal Awards and should be viewed as an integral part of theaccompanying
schedule.

Reporting Entity
The reporting entity for the purposes of the accompanying schedule is the State of Florida primary government (i.e., legislative

agencies, the Governor and Cabinet, departments and agencies, commissions, boards of the Executive Branch, and various offices
relating to the Judicial Branch), the State Universities (SU), and the State Community Colleges and Florida Colleges (SCC)
exclusive of any component units of the State Universities and Community Colleges and Florida Colleges.

Catalog of Federal Domestic Assistance

The Catalog of Federal Domestic Assistance is a government-wide compendium of individual Federal programs. A five- digit
program identification number (CFDA No.) is assigned to each program included in the catalog. Those programs that have not
been assigned a CFDA number by the Federal Government and those programs for which CFDA numbers could not be identified
are entitled “Other Federal Awards” on the accompanying schedule and listed as CFDA No. “XX.UXX”. The “U” stands for
unknown, while the following “XX” represents the sequential numbering of the Federal Awarding Agency. Unknown programs
that are also research and development programs are listed as CFDA No.“XX.RD”.

Federal Expenditures

The column on the accompanying schedule captioned “Federal Expenditures,” includes amounts using different bases of
accounting. The reporting entities also include expenditures related to transfers received from other State Agencies, State
Universities, State Community Colleges, and Florida Colleges in this column.

Amounts reported by State Agencies, State Universities, State Community Colleges, and Florida Colleges were determined in
accordance with the accrual and modified accrual basis of accounting, with the exception of The Department of Military
Affairs, Florida International University, Florida State University, and the University of Florida, which reported expenditures
using the cash basis of accounting.

Appropriate expenditures are recognized, as applicable, in accordance with either OMB Cost Principles or cost principles
contained in Title 2 U.S. Code of Federal Regulations Part 200, Uniform Administrative Requirements, Cost Principles, and Audit
Requirements for Federal Awards, wherein certain types of expenditures are not allowable or are limited as to reimbursements.

Expenditures reported for the Unemployment Insurance (UI) Program (CFDA No. 17.225) and the Direct Loans Program (CFDA
No. 84.268) are reported using the accrual basis of accounting.

Appropriate adjustments have been made to the expenditures reported on the accompanying schedule to preclude reporting both
the transfers of Federal awards between the various State Agencies, State Universities, State Community Colleges, and Florida
Colleges, and the subsequent expenditures.

Amounts Passed Through to Subrecipients Column

The column on the accompanying schedule captioned “Amounts Passed Through to Subrecipients” represents the amounts
transferred by the State Agencies, State Universities, State Community Colleges, and Florida Colleges to subrecipients that are
not included in the State’s Schedule of Expenditures of Federal Awards. The amounts in this column are also included in the
column captioned “Federal Expenditures”. Transfers of Federal awards between the State Agencies, State Universities, State
Community Colleges, and Florida Colleges are not included in this column.
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American Recovery and Reinvestment Act of 2009 (ARRA)

On February 13, 2009, Congress passed the American Recovery and Reinvestment Act of 2009 (Public Law 111 -5) (Recovery
Act). The Recovery Act’s three main goals are to create and save jobs, jump-start economic activity and invest in long-term
economic growth, and promote accountability and transparency in government spending.

To maximize the transparency and accountability of funds authorized under the Recovery Act, recipients covered by the Single
Audit Act Amendments of 1996 and Uniform Guidance must separately identify the expenditures for Federal awards under the
Recovery Act on the Schedule of Expenditures of Federal Awards.

ARRA funds reported during the 2018-2019 Fiscal Year are included within the accompanying schedule. Expenditures reported
on the accompanying schedule for ARRA awards totaled $16,569,215.

Disaster Grants — Public Assistance (CEDA No 97.036)

After a Presidential-Declared disaster, FEMA provides a Public Assistance Grant to reimburse eligible costs associated with repair,
replacement, or restoration of disaster-damaged facilities. The Federal government reimburses in the form of cost-shared grants
which requires state matching funds. For the fiscal year ended June 30, 2019, $50,835,829 of approved eligible expenditures that
were incurred in a prior year are included on the Schedule.

Noncash Assistance

The State participates in several Federal awards programs in which noncash benefits are provided through the State to eligible
program participants. The programs where noncash benefits were used are identified in the following table. The programs that
report 100% direct noncash benefits are accompanied on the table by a (1).

Total Noncash

CFDA Number Program Title Benefits
10.551 Supplemental Nutrition Assistance Program(1) S 4,105,561,822
10.553 School Breakfast Program 8,472
10.555 National School Lunch Program 93,074,068
10.557 WIC Special Supplemental Nutrition Program for Women, Infants, and Children(1) 234,250,335
10.565 Commodity Supplemental Food Program(1) 1,731,999
10.569 Emergency Food Assistance Program (Food Commodities)(1) 75,897,158
12.700 Donations/Loans of Obsolete DOD Property(1) 2,514,582
16.922 Equitable Sharing Program 44,811
20.513 Enhanced Mobility of Seniors and Individuals with Disabilities 12,614,429
20.526 Bus and Bus Facilities Formula Program 993,564
39.003 Donation of Federal Surplus Personal Property 10,462,422
93.268 Immunization Cooperative Agreements 293,881,585
97.067 Homeland Security Grant Program(1) 4,540

Total Noncash Assistance S 4,831,039,787
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NOTE 2 - INDIRECT COST RATE

In accordance with §200.414 Indirect (F&A) costs and §200.510, the following State of Florida entities used the 10% de minimis
indirect cost rate.

State Entities
Justice Administrative Commission

State Colleges
Broward College
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NOTE 3 - UNEMPLOYMENT INSURANCE

The Unemployment Insurance (Ul) Program (CFDA No. 17.225) is a unique Federal-State partnership, founded upon Federal law
but implemented primarily through State law. Pursuant to this Program, unemployment benefits are paid to eligible unemployed
workers for periods of involuntary unemployment. Benefits are paid from Federal funds and from State unemployment taxes that
are deposited into the State's account in the Federal Unemployment Trust Fund (FUTF). State benefits were funded from State
taxes. The State's administrative expenditures incurred under this Program are funded by Federal grants. Expenditures reported
on the accompanying schedule for the Ul Program are identified in the following table.

Federal Administration $ 85,322,609

Federal Benefits Ex-Military/Federal Employees 2,839,736
Federal Benefits TRADE/Disaster 1,288,055

State Benefits funded by State Taxes 353,975,913

$ 443,426,313
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NOTE 4 - LOANS AND LOAN GUARANTEES

The State of Florida participates in several Federal loan programs in which funds are provided through the State to eligible program
participants.

State Infrastructure Bank (CFDA No. 20.205)

The Federal State Infrastructure Bank (SIB) for the Highway Planning and Construction Program (CFDA No. 20.205) is an
investment fund from which loans and other forms of credit assistance are provided for highway construction, transit capital, or
other surface transportation projects. The Federal share (80 percent) of SIB disbursements made during the 2018-19 fiscal
year totaled $5,733,900. Of this amount, $40,491 was reported on the 2017-2018 SEFA as the Federal share (80 percent) of SIB
accruals for the 2017-18 fiscal year. The Federal Share (80 percent) of SIB accruals for the 2018-19 fiscal year total $2,481,464.
The total of $8,174,874 is included on the accompanying schedule with other expenditures from the Highway Planning and
Construction Program. The federal portion (80 percent) of the outstanding balance of the SIB loans at June 30, 2019 totaled
$49,819,451.

Federal Family Education Loans (CFDA No. 84.032)

Under the Federal Family Education Loans (FFEL) Program, the U.S. Department of Education guarantees the repayment of loans
made to students by participating financial institutions. The Florida Department of Education administers the FFEL Program
(CFDA No. 84.032) for the State. During the 2018-2019 fiscal year, payments made to lenders to cover student loans in default
totaled $49,749,552. The value of outstanding loans guaranteed at June 30, 2019, totaled $277,997,641.

Higher Education Loans
The table below summarizes activity by the state for federally funded student loan programs.

CFDA . Current Year Value of Loans
Program Title . .
Number Disbursements Outstanding

47.076 Education and Human Resources S - S 335,000
84.032 Federal Family Education Loans 49,749,552 277,997,641
84.038 Federal Perkins Loan (FPL)-Federal Capital Contributions - 55,479,466
84.142 College Housing and Academic Facilities Loans - 419,000
84.268 Federal Direct Student Loans 1,811,012,818 -
93.264 Nurse Faculty Loan Program (NFLP) - 2,018,089
93.342 Health Professions Student Loans, Including Primary Care

Loans/Loans for Disadvantaged Students - 5,374,389
93.364 Nursing Student Loans - 42,578
93.408 ARRA - Nurse Faculty Loan Program - 6,996

Totals S 1,860,762,370 S 341,673,159
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Other Reports

The Auditor General reports listed below include findings and information that may enhance the reader’s
understanding of the State of Florida’s administration of Federal awards.

Report Type/Number

Report Title

Date of Report

Information Technology
Operational Audit
2019-124

Information Technology
Operational Audit
2019-183

Operational Audit
2020-016

Operational Audit
2020-040

Operational Audit
2020-090

Information Technology
Operational Audit
2020-095

Department of Revenue — System for Unified Taxation (SUNTAX)

Department of Economic Opportunity — Reemployment
Assistance Claims and Benefits Information System (CONNECT)

Department of Children and Families — Public Assistance
Program and Prior Audit Follow-Up

Department of Transportation — Right of Way Relocation
Assistance Program

Department of Children and Families — Office of Public Benefits
Integrity and Selected Administrative Activities

Department of Financial Services - Florida Accounting
Information Resource Subsystem (FLAIR)

February 2019

March 2019

August 2019

October 2019

January 2020

January 2020

Audit reports issued by the Auditor General can be obtained through our Web site FLAuditor.gov.
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Index of Findings by State Agency

State Agency

Finding Number Program Title

State Agency

Finding Number Program Title

Florida Agency for Health Care Administration

2019-033 Medicaid Cluster
Refugee and Entrant Assistance State/Replacement Designee
Administered Programs

2019-034 Medicaid Cluster
2019-036
2019-037
2019-038

Florida Agency for Persons with Disabilities
2019-035 Medicaid Cluster

Florida Department of Children and Families

2019-020 Medical Assistance Program
Refugee and Entrant Assistance State/Replacement Designee
Administered Programs
Social Services Block Grant
State Administrative Matching Grants for the SNAP
Temporary Assistance for Needy Families (TANF)

2019-028 Social Services Block Grant
Temporary Assistance for Needy Families (TANF)

2019-029 Block Grants for Community Mental Health Services
Block Grants for Prevention and Treatment of Substance
Abuse
Social Services Block Grant
State Administrative Matching Grants for the SNAP
Temporary Assistance for Needy Families (TANF)

2019-030 Temporary Assistance for Needy Families (TANF)

Florida Department of Economic Opportunity

2019-005 Unemployment Insurance
2019-006
2019-007
2019-008
2019-009
2019-010
2019-011
2019-012
2019-013
2019-014

Florida Department of Education
2019-019 Federal Family Education Loans - (Guaranty Agencies)

Florida Department of Environmental Protection
2019-018 Capitalization Grants for Drinking Water State Revolving
Funds
Florida Department of Financial Services
2019-001 Net Position - Net investments in capital assets

Florida Department of Health

2019-003 Child and Adult Care Food Program (CACFP)
2019-025 Child and Adult Care Food Program (CACFP)
HIV Care Formula Grants

2019-026 Immunization Cooperative Agreements
2019-027

2019-032 Children's Health Insurance Program (CHIP)
Medicaid Cluster

2019-039 Disability Insurance/SSI Cluster

Florida Department of Management Services

2019-021 Block Grants for Community Mental Health Services

Block Grants for Prevention and Treatment of Substance
Abuse

Child and Adult Care Food Program (CACFP)

Child Welfare Services - State Grants

Disaster Grants - Public Assistance (Presidentially
Declared Disasters)

HIV Care Formula Grants

Immunization Cooperative Agreements

Medicaid Cluster

Refugee and Entrant Assistance State/Replacement Designee
Administered Programs

SNAP Cluster

Social Services Block Grant

Temporary Assistance for Needy Families (TANF)

Unemployment Insurance

2019-022 Block Grants for Community Mental Health Services

Block Grants for Prevention and Treatment of Substance
Abuse

Child and Adult Care Food Program (CACFP)

Child Welfare Services - State Grants

Disaster Grants - Public Assistance (Presidentially
Declared Disasters)

HIV Care Formula Grants

Immunization Cooperative Agreements

Medicaid Cluster

Refugee and Entrant Assistance State/Replacement Designee
Administered Programs

SNAP Cluster

Social Services Block Grant

Temporary Assistance for Needy Families (TANF)

Unemployment Insurance

2019-023 Block Grants for Community Mental Health Services

Block Grants for Prevention and Treatment of Substance
Abuse

Child and Adult Care Food Program (CACFP)

Child Welfare Services - State Grants

Disaster Grants - Public Assistance (Presidentially
Declared Disasters)

HIV Care Formula Grants

Immunization Cooperative Agreements

Medicaid Cluster

Refugee and Entrant Assistance State/Replacement Designee
Administered Programs

SNAP Cluster

Social Services Block Grant

Temporary Assistance for Needy Families (TANF)

Unemployment Insurance

Florida Department of Military Affairs
2019-004 National Guard Military Operations and Maintenance (O&M)
Projects
Florida Department of Revenue
2019-015 Unemployment Insurance
2019-016 Unemployment Insurance

Florida Division of Emergency Management
2019-002 2017 Wildfires and Hurricanes Indemnity Program

2019-040 Disaster Grants - Public Assistance (Presidentially
2019-041 Declared Disasters)
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Index of Findings by State Universities and Colleges

State Universities and Colleges
Finding Number Program Title

Florida State University
2019-024 Federal Family Education Loans - (Guaranty Agencies)
Temporary Assistance for Needy Families (TANF)
Daytona State College
2019-042 Student Financial Assistance Cluster
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Index of Federal Findings by Federal Agency and Compliance Requirement

CFDA | Activities | Allowable | Eligibility | Matching | Period of |Procurement| Reporting |Subrecipient| Special
Number | Allowed or | Costs/Cost Level of |Performance] and Monitoring | Tests and
Unallowed | Principles Effort, Suspension Provisions
Earmarking and
Debarment
United States Department of Agriculture
10.120 | 2019-002 | 2019-002
10.551 | 2019-021 | 2019-021 | 2019-021 | 2019-021 | 2019-021 2019-021 2019-021 2019-021 2019-021
10.561 | 2019-022 | 2019-022 | 2019-022 | 2019-022 | 2019-022 2019-022 2019-022 2019-022 2019-022
2019-023 | 2019-023 | 2019-023 | 2019-023 | 2019-023 2019-023 2019-023 2019-023 2019-023
10.561 | 2019-020 | 2019-020 2019-029
10.558 | 2019-021 | 2019-021 | 2019-021 | 2019-021 | 2019-021 2019-021 2019-021 2019-003 2019-021
2019-022 | 2019-022 | 2019-022 | 2019-022 | 2019-022 2019-022 2019-022 2019-021 2019-022
2019-023 | 2019-023 | 2019-023 | 2019-023 | 2019-023 2019-023 2019-023 2019-022 2019-023
2019-023
2019-025
United States Department of Defense
12.401 | | | | 2019-004
United States Department of Labor
17.225 | 2019-005 | 2019-005 | 2019-006 | 2019-021 | 2019-013 2019-021 2019-006 2019-021 2019-006
2019-006 | 2019-006 | 2019-007 | 2019-022 | 2019-021 2019-022 2019-007 2019-022 2019-007
2019-007 | 2019-007 | 2019-008 | 2019-023 | 2019-022 2019-023 2019-008 2019-023 2019-008
2019-008 | 2019-008 | 2019-009 2019-023 2019-009 2019-009
2019-009 | 2019-009 | 2019-010 2019-010 2019-010
2019-010 | 2019-010 | 2019-011 2019-011 2019-011
2019-011 | 2019-011 | 2019-012 2019-012 2019-012
2019-012 | 2019-012 | 2019-021 2019-014 2019-015
2019-021 | 2019-021 | 2019-022 2019-015 2019-016
2019-022 | 2019-022 | 2019-023 2019-021 2019-021
2019-023 | 2019-023 2019-022 2019-022
2019-023 2019-023
United States Environmental Protection Agency
66.468 | | | | 2019-018
United States Department of Education
84.032 2019-024 2019-019
2019-024
84.063 2019-042
84.268
United States Department of Health and Human Services
93.268 | 2019-021 | 2019-021 | 2019-021 | 2019-021 | 2019-021 2019-021 2019-021 2019-021 2019-021
2019-022 | 2019-022 | 2019-022 | 2019-022 | 2019-022 2019-022 2019-022 2019-022 2019-022
2019-023 | 2019-023 | 2019-023 | 2019-023 | 2019-023 2019-023 2019-023 2019-023 2019-023
2019-026 2019-027
93.558 | 2019-020 | 2019-020 | 2019-021 | 2019-021 | 2019-021 2019-021 2019-021 2019-021 2019-021
2019-021 | 2019-021 | 2019-022 | 2019-022 | 2019-022 2019-022 2019-022 2019-022 2019-022
2019-022 | 2019-022 | 2019-023 | 2019-023 | 2019-023 2019-023 2019-023 2019-023 2019-023
2019-023 | 2019-023 2019-029 2019-024 2019-024
2019-028 | 2019-028 2019-030
93.566 | 2019-020 | 2019-020 | 2019-021 | 2019-021 | 2019-021 2019-021 2019-021 2019-021 2019-021
2019-021 | 2019-021 | 2019-022 | 2019-022 | 2019-022 2019-022 2019-022 2019-022 2019-022
2019-022 | 2019-022 | 2019-023 | 2019-023 | 2019-023 2019-023 2019-023 2019-023 2019-023
2019-023 | 2019-023
2019-033 | 2019-033
93.645 | 2019-021 | 2019-021 | 2019-021 | 2019-021 | 2019-021 2019-021 2019-021 2019-021 2019-021
2019-022 | 2019-022 | 2019-022 | 2019-022 | 2019-022 2019-022 2019-022 2019-022 2019-022
2019-023 | 2019-023 | 2019-023 | 2019-023 | 2019-023 2019-023 2019-023 2019-023 2019-023
93.667 | 2019-020 | 2019-020 | 2019-021 | 2019-021 | 2019-021 2019-021 2019-021 2019-021 2019-021
2019-021 | 2019-021 | 2019-022 | 2019-022 | 2019-022 2019-022 2019-022 2019-022 2019-022
2019-022 | 2019-022 | 2019-023 | 2019-023 | 2019-023 2019-023 2019-023 2019-023 2019-023
2019-023 | 2019-023 2019-029
2019-028 | 2019-028
93.767 | 2019-032 | 2019-032
93.775 | 2019-021 | 2019-021 | 2019-021 | 2019-021 | 2019-021 2019-021 2019-021 2019-021 2019-021
93.777 | 2019-022 | 2019-022 | 2019-022 | 2019-022 | 2019-022 2019-022 2019-022 2019-022 2019-022
93.778 | 2019-023 | 2019-023 | 2019-023 | 2019-023 | 2019-023 2019-023 2019-023 2019-023 2019-023
2019-032 | 2019-032 2019-035
2019-033 | 2019-033 2019-036
2019-034 2019-037
2019-038
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Index of Federal Findings by Federal Agency and Compliance Requirement

CFDA | Activities | Allowable | Eligibility | Matching | Period of |Procurement| Reporting |Subrecipient| Special
Number | Allowed or | Costs/Cost Level of |Performance] and Monitoring | Tests and
Unallowed | Principles Effort, Suspension Provisions
Earmarking and
Debarment
United States Department of Health and Human Services (continued)
93.778 | 2019-020 | 2019-020
93.917 | 2019-021 | 2019-021 | 2019-021 | 2019-021 | 2019-021 2019-021 2019-021 2019-021 2019-021
2019-022 | 2019-022 | 2019-022 | 2019-022 | 2019-022 2019-022 2019-022 2019-022 2019-022
2019-023 | 2019-023 | 2019-023 | 2019-023 | 2019-023 2019-023 2019-023 2019-023 2019-023
2019-025
93.958 | 2019-021 | 2019-021 | 2019-021 | 2019-021 | 2019-021 2019-021 2019-021 2019-021 2019-021
2019-022 | 2019-022 | 2019-022 | 2019-022 | 2019-022 2019-022 2019-022 2019-022 2019-022
2019-023 | 2019-023 | 2019-023 | 2019-023 | 2019-023 2019-023 2019-023 2019-023 2019-023
2019-029
93.959 | 2019-021 | 2019-021 | 2019-021 | 2019-021 | 2019-021 2019-021 2019-021 2019-021 2019-021
2019-022 | 2019-022 | 2019-022 | 2019-022 | 2019-022 2019-022 2019-022 2019-022 2019-022
2019-023 | 2019-023 | 2019-023 | 2019-023 | 2019-023 2019-023 2019-023 2019-023 2019-023
2019-029
United States Social Security Administration
96.001 2019-039
96.006
United States Department of Homeland Security
97.036 | 2019-021 | 2019-021 | 2019-021 | 2019-021 | 2019-021 2019-021 2019-021 2019-021 2019-021
2019-022 | 2019-022 | 2019-022 | 2019-022 | 2019-022 2019-022 2019-022 2019-022 2019-022
2019-023 | 2019-023 | 2019-023 | 2019-023 | 2019-023 2019-023 2019-023 2019-023 2019-023
2019-040
2019-041
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