FAU’s New Secure Wireless Network

The new secure network, “fauwpa2,” is intended for faculty and staff who need to run critical
business applications such as Banner over wireless.

Connect to the New FAU Secure Wireless Network

1. Click on the icon that represents your wireless network. Select "Open Network and Sharing Center.”

Troubleshoot problems

Open Metwork and Sharing Center
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2. Inthe upper left-hand corner, click on "Manage wireless networks.”
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You are currently not connected to any networks.

Change your networking settings

‘fz- Set up @ new connection or network
=

Set up a wireless, broadband, dial-up, ad hec, or VPN connection; or set up a router or access
point.

Gs. Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information,
See also
HomeGroup
Internet Options

Windows Firewall




3. Click on”Add” to add a new wireless network.

Search Manage Wireless Networks pel

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add | Adapter properties  Profiletypes  Metwork and Sharing Center
Add a wireless network

4. Select "Manually create a network profile.”

() ! Manually

How do you want to add a network?

ISk Manually create a network profile
-,

This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (55I0) and
security key (if applicable).

Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection




5. Add the information shown below (Network Name, Security Type, and Encryption Key). Then click on “Next.”
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@ 2 Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: fauwpa

Security type: [WPA.Z-Enterpri.se - ]

Encryption type: [AES - ]

Security Key: ' | []Hide characters

Start this connection automatically

[T] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Mext I’ Cancel

6. You have successfully added “"fauwpa2,” but you must check a few additional settings.
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7. To continue, click "Change connection settings.’
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u al Manually connect to a wireless network

Successfully added fauwpa2

= Change connection settings
Open the connection properties so thatI can change the settings,




8. Click on the "Security” tab located in the upper left-hand corner next to “Connection.” Then click on ”Settings“
in the middle of the page next to ”Microsoft: Protected EAP (PEAP).”

fauwpa2 Wireless Network Properties 23

securty |

Security type: | WPA2-Enterprise -

Encryption type: [AES v]

Choose & network authentication method:

[Microsnﬁ: Protected EAP (PEAP) V] [ Settings ] _

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ oK H Cancel ]

9. Remove the check in the box to the left of "Validate server certificate.” Then click on the “Configure...” button
further down on the page to the right of “Secured password (EAP-MSCHAP v2).”

Protected EAP Properties ﬂ

Connect to these servers:

Trusted Rook Certification Autharities:

[ Microsoft Root Certificate Authority -
[ Symantec Root 2005 CA

|:| Symantec Root CA

[ Thawte Premium Server CA —
[ Thawte Timestamping CA =
[] UTN-USERFirst-Object
[ verisign Trust Network -
< [T |

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAF vZ) '] [ Configure... ] _
Enable Fast Reconnect

[ Enforce Metwork Access Protection
[ Disconnect if server does not present cryptobinding TLV
|| Enable Identity Privacy

[ oK ] [ Cancel




10. A smaller box will pop up. Uncheck ”"Automatically use my Windows logon name and password (and domain if
any).” Then click on “OK.”

EAP MSCHAPV2 Properties E:

When connecting:

l Automatically use my Windows logon name and
password (and domain if amy).

| ok || Cancel |

11. A”bubble” message will pop up near your system tray in the lower right-hand corner. Click on it.

ALk Additional information is needed to connect fauwpa2. % *
"= Click to provide additional information.

12. Then enter your FAUNet ID and password.

MNetwork Authentication

Please enter user credentials

[Username

[ Password




13. The first time you complete Step 12, you will be prompted to select a location. Select the “Public network”
category. You will not be prompted again for select a location.
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Select a location for the “fauwpa2' network

This computer is connected to a network, Windows will automatically apply the correct
network settings based on the network's location.

Home network
I: If all the computers on this network are at your home, and you recognize them,

this is a trusted home network. Don't choose this for public places such as
coffee shops or airports,

[ Work network

If all the computers on this network are at your workplace, and you recognize
them, this is a trusted work network. Don't choose this for public places such as
coffee shops or airports,

Public network
If you don't recognize all the computers on the network (for example, you're in

a coffee shop or airport, or you have mobile broadband), this is a public
network and is not trusted.

[] Treat all future networks that T connect to as public, and don't ask me again.
Help me choose

14. You are now connected to “fauwpa2” and you may begin to browse.

=) .:E; Set Network Location

The network location is now Public

Metwork name: fauwpa2
% Location type: Public
; To help protect your computer on Public networks,
discovery of other computers and devices on the

network will be limited, and the use of the network by
some programs might be restricted.

View er change settings in Metwork and Sharing Center

Close




