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According to FEMA guidelines,
“COOP is an effort within individual
departments and agencies to ensure
continuity of their essential func-
tions across a wide range of emer-
gencies and events.”

It is geared toward all-hazards plan-
ning and encompasses emergency
events that are natural, man-made
and technological.

Natural hazards include:

Fires, flooding, earthquakes, severe
weather; hurricanes, tornadoes.

y

Man-made hazards include:

Explosive device events, civil un-
rest, hazardous material releases.
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Technological hazards include:
Cyber-terrorism

All-hazards planning allows for the
plan to be activated regardless of
the specific emergency event that is
occurring or has occurred.

Continuity of Operations planning
has been performed for many dec-
ades. It is believed by many to have
been a part of Cold War strategy. It
has also been referred to as Conti-
nuity of Government planning.

In 1988, during the Reagan Ad-
ministration, an Executive Order
was issued to mandate Continuity
of Government. This document

Department of Environmental Health and Safety
Emergency Management

outlines the need for continuity of
essential operations at the federal
level and includes directives for
implementation.

Since then, this document has

been superseded by Presidential
Directives, National Security
Directives and Federal Prepared-
ness Circulars by succeeding
presidential administrations.

Homeland
Security

.

CONTINUITY OF OPERATIONS (COOP)—FLORIDA

Florida Statute Section 252.365,
commonly known as the Emer-
gency Management Act, was
amended in April 2002 by then
Governor Jeb Bush to include all-
hazards planning.

Each and every state agency and
facility, including universities,
was mandated to have complete
Continuity of Operations plans by

mid-July 2003.
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The purpose was to ensure that each
state agency or facility would be

able to perform its essential func-
tions, should disaster strike.

The oversight, coordination and
review of these plans is carried out
by the Florida Division of Emer-
gency Management (FL DEM),
which is headquartered in
Tallahassee. Plans are usually re-
viewed on an annual basis by the
COORP coordinator at the FL DEM.
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COOP PLANNING—WHY IS IT NEEDED?

To continue essential functions after disaster strikes!

The University can be equated to a small community. Each unit, department, college, division and
campus contributes to University life. Some units attend to academics such as the Provost’s office and
the colleges.. Others maintain the grounds and buildings. Key departments provide food and housing.
Yet others are dedicated to the safety of employees, students and visitors.

In the event of an emergency, each functional unit needs to be able to provide uninterrupted basic ser-
vices to the University’s employees, students and visitors. This holds true whether the emergency is

localized, campus-wide or regional (University-wide).

COOP PLANNING—WHO NEEDS IT?

Everyone needs it!

uses the

Continuity of Operations planning is just good business practice! In Florida, all state agencies, divi-
sions and facilities are required to have these plans. FAU uses the building —block approach to tackle
Continuity of Operations planning, from unit or department to college or division to campus to
University plans.
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COOP PLANNING—WHAT IS NEEDED?

A viable program!

Key elements are:

®  Essential functions

®  Delegation of authority

®  Succession planning

® Alternate facilities

® Interoperable communications
® Vital records and databases

®  Human resource considerations

®  Test, training and exercise programs
®  Plans for devolution and reconstitution
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COOP—ESSENTIAL FUNCTIONS, ORDERS OF SUCESSION
AND DELEGATION OF AUTHORITY

e  Essential functions: These are functions that cannot be interrupted under any circumstances or
cannot be interrupted for more than 12 hours. These functions must be restored within 12 hours
after an event and these functions must be provided continuously for up to 30 days.

e Orders of Succession: Should leadership personnel be unavailable or unable to perform their 9
legal responsibilities or roles, orders of succession indicate the individuals who can assume these \
responsibilities or roles in their place. The following considerations need to be addressed: fk;\‘

* Conditions for succession. *The method of communicating this change l

* Any limitations that are associated with succession & \ :

e Delegation of Authority: This is to ensure that all critical duties will be performed in an emer-
gency event necessitating COOP activation. The following points need to be incorporated: [ 4

* The authority that is being delegated, including any exceptions
* The limits of that authority
* To whom the authority is being delegated (by title)

* The circumstances under which delegated authorities would become effective and when
they would terminate

* The successor's authority to re-delegate functions and activities

COOP—ALTERNATE FACILITES AND VITAL RECORDS OOP
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It is assumed that if COOP activation occurs, the unit’s primary operating facility is rendered inoper-
able. Thus, in order to continue essential functions, the unit will have to be relocated to another site.
Choosing an alternate site will depend on:

1.  What pre-positioned equipment is needed to perform the unit’s essential functions.

2. The size of space needed to accommodate staff, supplies and equipment (square footage)

3. Other important factors or considerations relating to continuing essential functions

Vital records include:

Emergency Operating Records Standards of Procedure (SOPs) Databases
Operating Manuals Notification Trees Vendor Lists ered
Inventory (<$1k >$1Kk) Legal Records Financial Records erable

COOP—INTEROPERABLE COMMUNICATIONS
According to FEMA, “Alternate communications provide the capability to perform essential functions,
in conjunction with other agencies, until normal operations can be resumed.” They must:

e Support the execution of the agency's essential functions

e Ensure the capability to communicate internally and externally

$

e Permit access to data, systems, and services ‘

Interoperable communications must also be: w
e Redundant
*  Auvailable within 12 hours of activation, or less

e Sustainable for up to 30 days
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COOP— HUMAN RESOURCES CONSIDERATIONS AND
TESTING AND TRAINING

Human resources become critical during a COOP activation, as there is often a reduction in the work-
force. Training and cross training of the Incident Response Team or Emergency Operations Team
should be an ongoing process. University Essential Personnel also need to be included, depending on
the Level or Tier group to which they are assigned. Tracking of training is also vital.

Tests, Training and Exercises (TT&E) ensure that all elements of the COOP support proper adminis-
tering of the unit’s essential functions. This process should evaluate the capabilities needed, competen-
cies and skills required and how appropriately these are applied to scenarios. TT&E should follow a
building-block approach, with lessons learned incorporated from one level to the next successively.

Test = To evaluate a capability against a measurable standard

Training = To attain tools to accomplish goals, or specified capabilities; instruction in core competen-
cies and skills

Exercises = To apply knowledge and skills in evaluating capabilities and identifying gaps in adminis-
tering functions

COOP—PLANS FOR DEVOLUTION AND RECONSTITUTION

Devolution addresses the scenario in which a functional unit, due to an emergency event, is unable to
administer its essential functions within 12 hours at its primary or alternate facilities. In such a case,
the unit’s authority and responsibilities can be transferred to another unit that can administer the essen-
tial functions. This rarely occurs in emergencies other than catastrophic events.

The transfer unit can be a city, county or nearby university that can lend equipment, supplies and
personnel.

Having local and regional mutual aid agreements are key to this planning element.

Reconstitution occurs when the unit can resume normal operations in either the primary or designated
replacement facility. When leadership determines that normal operations can resume, plans must be in
place to expand beyond equipment, supplies and personnel that serve the mission essential functions of
the unit to those that serve the non-essential functions as well.

Any support functions that are vital for essential functions to occur are considered essential functions
as well.
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Websites

FAU:
www.fau.edu/
Emergency information:

http://www.fau.edu/admin/
EmergencyInformation.php

Emergency Planning &
Response:

www.fau.edu/facilities/ehs/
safety/Emergency-

Planning.php
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Environmental Health and Safety

Florida Atlantic University

Campus Operations Building, 112
777 Glades Road

Boca Raton, FL 33431

Phone: 561-297-3129

Fax: 561-297-2210

E-mail: ehs@fau.edu

The goal of Environmental Health and Safety is to ensure a safe
and healthy environment for students, faculty, staff and visitors
through comprehensive service—oriented programs.

For information or to submit a subject that you
would like to see addressed in a future update,
contact:

Sharlene Sookhoo R.E.H.P
Bmergency Management Cooroinator
Florida Atlantie University

112 Campus Operations Building
FFF Glades Road,

Boca Raton, FL 23431

(5e1) 297-2229 phone



