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The Auditor General conducts audits of governmental entities to provide the Legislature, Florida’s citizens, public entity 

management, and other stakeholders unbiased, timely, and relevant information for use in promoting government 

accountability and stewardship and improving government operations. 

Please address inquiries regarding financial statements findings directly to Josh Barrett, CPA, Audit Manager, by e-mail at 

joshuabarrett@aud.state.fl.us or by telephone at (850) 412-2804.   

Please address all other inquiries regarding this report to Samantha Perry, CPA, Audit Manager, by e-mail at 

samanthaperry@aud.state.fl.us or by telephone at (850) 412-2762. 

This report and other reports prepared by the Auditor General are available at: 

FLAuditor.gov 

Printed copies of our reports may be requested by contacting us at: 
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SUMMARY 

SUMMARY OF REPORT ON FINANCIAL STATEMENTS 

The State of Florida’s basic financial statements, except for the effects of the matters described in the 

INDEPENDENT AUDITOR’S REPORT “Basis for Qualified Opinions on Business-Type Activities and 

Reemployment Assistance Fund” paragraph, as of and for the fiscal year ended June 30, 2021, were 

presented fairly, in all material respects, in accordance with accounting principles generally accepted in 

the United States of America.  Our report is included in the Florida Annual Comprehensive Financial 

Report (ACFR) for the fiscal year ended June 30, 2021, issued by the Chief Financial Officer. 

SUMMARY OF REPORT ON INTERNAL CONTROL AND COMPLIANCE 

We noted and consider the following matters involving internal control over financial reporting and its 

operation to be material weaknesses: 

 The Florida Department of Financial Services did not prepare and furnish financial statements to
the Auditor General or prepare and publish the ACFR within statutorily prescribed time periods.
(Finding No. 2021-001)

 During the first three quarters of the 2020-21 fiscal year, Florida Department of Economic
Opportunity (FDEO) management continued to bypass a key Reemployment Assistance Claims
and Benefits Information System internal control, thereby increasing the risk of improper
unemployment insurance (UI) benefit payments and undetected material misstatements.  (Finding
No. 2021-002)

 For the 2019-20 and 2020-21 fiscal years, the FDEO did not record all accounts payables,
receivables, UI benefit payments, or amounts due from the Federal Government for UI benefit
payments compensable by June 30 but paid during the period July 1 through September 30.
(Finding No. 2021-003)

 The FDEO did not record all UI benefits paid and corresponding amounts due from the Federal
Government for the 2020-21 fiscal year.  (Finding No. 2021-004)

We noted and consider the following matter involving internal control over financial reporting and its 

operation to be a significant deficiency:     

 The Florida Department of Revenue did not record the fiscal year-end net receivables or related
unavailable revenue for sales and use taxes and fees estimated to be collected after
July 31, 2021, or reverse the prior year unavailable revenue closing balance for sales and use
taxes and fees.  (Finding No. 2021-005)

We noted the following additional matters that we reported to management but do not consider to be 

significant deficiencies:   

 FDEO procedures for preparing the Schedule of Expenditures of Federal Awards (SEFA) data
form were not sufficient to ensure the accuracy of reported amounts.  As a result, prior to audit
adjustment, amounts reported on the State’s SEFA were incorrect.  (Finding No. AM 2021-01)

 Florida Department of Education (FDOE) procedures for preparing the SEFA data form were not
sufficient to ensure the accuracy of reported amounts.  As a result, prior to audit adjustment,
amounts reported on the State’s SEFA were incorrect.  (Finding No. AM 2021-02)
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 Florida Department of Elder Affairs procedures for preparing the SEFA data form were not
sufficient to ensure the accuracy of reported amounts.  As a result, prior to audit adjustment,
amounts reported on the State’s SEFA were incorrect.  (Finding No. AM 2021-03)

 The Florida Department of Children and Families (FDCF) did not properly report amounts for
four Federal programs on the SEFA.  As a result, prior to audit adjustment, amounts reported on
the State’s SEFA were incorrect.  (Finding No. AM 2021-04)

 Florida Agency for Health Care Administration procedures for preparing the SEFA data form were
not sufficient to ensure the accuracy of reported amounts.  As a result, prior to audit adjustment,
amounts reported on the State’s SEFA were incorrect.  (Finding No. AM 2021-05)

SUMMARY OF REPORT ON FEDERAL AWARDS 

State agencies, universities, and colleges administered approximately 561 Federal awards programs and 

program clusters during the 2020-21 fiscal year.  Expenditures for the 20 major programs totaled 

$52 billion or approximately 70 percent of the total expenditures of $74 billion reported on the Schedule 

of Expenditures of Federal Awards.  

Compliance requirements for Federal awards programs are established in the Office of Management and 

Budget (OMB) Compliance Supplement.  Types of compliance requirements include:  Activities Allowed 

or Unallowed; Allowable Costs/Cost Principles; Cash Management; Eligibility; Equipment and Real 

Property Management; Matching, Level of Effort, Earmarking; Period of Performance; Procurement and 

Suspension and Debarment; Program Income; Reporting; Subrecipient Monitoring; and Special Tests 

and Provisions.   

Compliance 

The State of Florida complied, in all material respects, with the compliance requirements applicable to 

each of its major Federal awards programs, except as described in the following instances:  

 For the Unemployment Insurance (UI) program, we are unable to express, and do not express,
an opinion on the FDEO’s compliance with the Reporting and Special Tests and Provisions – UI
Program Integrity – Overpayments compliance requirements because the FDEO did not maintain
records to support the amounts reported in Federal Performance Reports and could not provide
accurate data for the period July 2020 through June 2021 demonstrating that UI benefit
overpayments were properly identified and handled in accordance with applicable requirements
or that debts resulting from overpayments were appropriately offset.  (Finding Nos. 2021-032 and
2021-034)

 For the Coronavirus Relief Fund (CRF) program, we are unable to express, and do not express,
an opinion on the Florida Executive Office of the Governor’s compliance with the Activities
Allowed or Unallowed, Allowable Costs/Cost Principles, and Reporting compliance requirements
because the allowability of claimed CRF expenditures was not always supported by appropriate
records or methodology.  (Finding No. 2021-040)

 For the English Language Acquisition State Grants and Education Stabilization Fund (ESF)
programs, we are unable to express, and do not express, an opinion on the FDOE’s compliance
with the Reporting compliance requirement because the FDOE could not provide records from
the Federal Funding Accountability and Transparency Act Subaward Reporting System
demonstrating that subawards were timely reported with the information required by the Federal
Funding Accountability and Transparency Act.  (Finding No. 2021-046)
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 For the ESF program, we are unable to express, and do not express, an opinion on the FDOE’s
compliance with the Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Equipment
and Real Property Management, and Reporting compliance requirements because FDOE
monitoring activities did not validate the allowability of actual subrecipient ESF program
expenditures nor did the FDOE require all subrecipients to provide a Budget Narrative Form
documenting the financial plan and uses of funds for carrying out project objectives, services, and
activities.  (Finding No. 2021-056)

 The Florida Division of Emergency Management (FDEM) did not report subaward information
required by the Federal Funding Accountability and Transparency Act in the Federal Funding
Accountability and Transparency Act Subaward Reporting System, which resulted in an opinion
qualification.  (Finding No. 2021-010 – Wildfires and Hurricanes Indemnity Program (WHIP) Plus)

 The FDEO did not always ensure or timely ensure that UI claimants complied with the participation
requirements of the Reemployment Services and Eligibility Assessments program, which resulted
in an opinion qualification.  (Finding No. 2021-035 – Unemployment Insurance)

 The FDEM did not monitor the activities of CRF subrecipients, which resulted in an opinion
qualification.  (Finding No. 2021-041 – CRF)

 The FDOE did not evaluate subrecipient risk of noncompliance with Federal statutes, regulations,
and the terms and conditions of the subaward or perform monitoring activities based on the
assessed risk of noncompliance, which resulted in an opinion qualification.  (Finding
No. 2021-056 – ESF)

 The FDCF did not always timely review and process Income Eligibility and Verification System
data exchange responses, which resulted in an opinion qualification.  (Finding No. 2021-072 –
Temporary Assistance for Needy Families)

 The FDEM did not timely report subaward information required by the Federal Funding
Accountability and Transparency Act in the Federal Funding Accountability and Transparency Act
Subaward Reporting System, which resulted in an opinion qualification.  (Finding No. 2021-089 -
Disaster Grants – Public Assistance (Presidentially Declared Disasters))

 The FDEM did not monitor subrecipients in accordance with FDEM procedures.  In addition, the
FDEM did not always timely document the review of subrecipient audit reports, determine whether
a management decision was required, or issue management decisions for subrecipient audit
findings, which resulted in an opinion qualification.  (Finding No. 2021-091 – Disaster
Grants - Public Assistance (Presidentially Declared Disasters))

The results of our audit also disclosed other instances of noncompliance pertaining to programs 

administered by various State agencies as described in the SCHEDULE OF FINDINGS AND 

QUESTIONED COSTS.  Some of the instances of noncompliance resulted in questioned costs subject 

to disallowance by the grantor agency.   

Internal Control Over Compliance 

We noted numerous matters at various State agencies involving internal control over compliance and its 

operation that we consider to be material weaknesses or significant deficiencies.  Material weaknesses 

and significant deficiencies are described in the SCHEDULE OF FINDINGS AND QUESTIONED COSTS 

and pertained to several compliance requirements.  The instances described in the previous paragraphs 

on compliance for the WHIP Plus program (Finding No. 2021-010), UI program (Finding Nos. 2021-032, 

2021-034, and 2021-035), CRF program (Finding Nos. 2021-040 and 2021-041), English Language 

Acquisition State Grants program (Finding No. 2021-046), ESF program (Finding Nos. 2021-046 and 



Report No. 2022-189 
Page iv March 2022 

2021-056), Temporary Assistance for Needy Families program (Finding No. 2021-072), and Disaster 

Grants – Public Assistance (Presidentially Declared Disasters) program (Finding Nos. 2021-089 and 

2021-091), are deficiencies in internal control over compliance considered to be material weaknesses. 

SUMMARY OF REPORT ON SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS 

The State’s SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS (SEFA) is presented for 

purposes of additional analysis as required by Title 2 U.S. Code of Federal Regulations Part 200, Uniform 

Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards (Uniform 

Guidance) and is not a required part of the State’s basic financial statements.  The State’s SEFA does 

not include Federal awards expenditures for the State’s blended component units; CareerSource Florida, 

Inc. and the Florida Commission on Community Service; discretely presented component units of the 

State’s universities and colleges; or discretely presented component units other than the State’s 

universities and colleges.  In our opinion, the SEFA is fairly stated, in all material respects, in relation to 

the basic financial statements as a whole. 

AUDIT SCOPE 

As a condition of receiving Federal funds, the OMB requires, as described in the Uniform Guidance, an 

audit of the State’s financial statements and major Federal awards programs.  Pursuant to Section 11.45, 

Florida Statutes, we conducted an audit of the basic financial statements of the State of Florida as of and 

for the fiscal year ended June 30, 2021.  We also subjected supplementary information contained in the 

State’s Annual Comprehensive Financial Report and the State’s SEFA to auditing procedures applied in 

our audit of the basic financial statements.  Additionally, we audited the State’s compliance with governing 

requirements for the Federal awards programs and program clusters that we identified as major programs 

for the fiscal year ended June 30, 2021.  We also performed procedures to assess the reasonableness 

of the SUMMARY SCHEDULE OF PRIOR AUDIT FINDINGS prepared by the State of Florida.   

AUDIT OBJECTIVES 

The objectives of our audit were to: 

 Express opinions concerning whether the State’s basic financial statements were presented fairly,
in all material respects, in accordance with accounting principles generally accepted in the United
States of America.

 Express an opinion concerning whether the State’s SEFA was presented fairly, in all material
respects, in relation to the State’s basic financial statements as a whole.

 Obtain an understanding of the internal control over financial reporting and the internal control
over compliance for each major Federal awards program or program cluster, assess the control
risk, and perform tests of controls, unless the controls were deemed to be ineffective.

 Express opinions concerning whether the State complied, in all material respects, with Federal
statutes, regulations, and the terms and conditions of Federal awards that may have a direct and
material effect applicable to each of the major Federal awards programs and program clusters.

 Determine whether management had taken appropriate actions to correct deficiencies noted in
our previous audit reports.
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 Assess the reasonableness of the Summary Schedule of Prior Audit Findings prepared by the
State.

AUDIT METHODOLOGY 

We conducted our audit in accordance with auditing standards generally accepted in the United States 

of America, applicable standards contained in Government Auditing Standards issued by the Comptroller 

General of the United States, and the Uniform Guidance.  
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Phone:  (850) 412-2722 
 Fax:  (850) 488-6975 

Sherrill F. Norman, CPA 
Auditor General 

AUDITOR GENERAL
STATE OF FLORIDA 
Claude Denson Pepper Building, Suite G74 

111 West Madison Street 
Tallahassee, Florida 32399-1450 

The President of the Senate, the Speaker of the 
House of Representatives, and the 
 Legislative Auditing Committee 

INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER FINANCIAL  

REPORTING AND ON COMPLIANCE AND OTHER MATTERS BASED ON AN  

AUDIT OF FINANCIAL STATEMENTS PERFORMED IN ACCORDANCE  

WITH GOVERNMENT AUDITING STANDARDS 

We have audited, in accordance with auditing standards generally accepted in the United States of 

America and the standards applicable to financial audits contained in Government Auditing Standards 

issued by the Comptroller General of the United States, the financial statements of the governmental 

activities, the business-type activities, the aggregate discretely presented component units, each major 

fund, and the aggregate remaining fund information of the State of Florida, as of and for the fiscal year 

ended June 30, 2021, and the related notes to the financial statements, which collectively comprise the 

State of Florida’s basic financial statements, and have issued our report thereon dated March 29, 2022. 

Our report includes a reference to other auditors who audited the financial statements of the Prepaid 

College Program Fund, Florida Turnpike System, Hurricane Catastrophe Fund, College Savings Plan 

and the trust fund maintained by the State Board of Administration to account for the investments of the 

Public Employee Optional Retirement Program, assets and investment income of the Florida Retirement 

System Defined Benefit Pension Plan, the Florida Housing Finance Corporation, Citizens Property 

Insurance Corporation, component units related to the State’s universities and colleges, and certain other 

funds and entities as described in our report on the State of Florida’s financial statements.  This report 

does not include the results of the other auditors’ testing of internal control over financial reporting or 

compliance and other matters that are reported on separately by those auditors. 

Internal Control over Financial Reporting 

In planning and performing our audit of the financial statements, we considered the State’s internal control 

over financial reporting (internal control) to determine the audit procedures that are appropriate in the 

circumstances for the purpose of expressing our opinions on the financial statements, but not for the 

purpose of expressing an opinion on the effectiveness of the State’s internal control.  Accordingly, we do 

not express an opinion on the effectiveness of the State’s internal control. 
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Our consideration of internal control was for the limited purpose described in the preceding paragraph 

and was not designed to identify all deficiencies in internal control that might be material weaknesses or 

significant deficiencies and therefore, material weaknesses or significant deficiencies may exist that have 

not been identified.  However, as described in the Financial Statements Findings section of the 

accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS, we did identify certain 

deficiencies in internal control that we consider to be material weaknesses and significant deficiencies. 

A deficiency in internal control exists when the design or operation of a control does not allow 

management or employees, in the normal course of performing their assigned functions, to prevent, or 

detect and correct, misstatements on a timely basis.  A material weakness is a deficiency, or combination 

of deficiencies, in internal control such that there is a reasonable possibility that a material misstatement 

of the State’s financial statements will not be prevented, or detected and corrected on a timely basis.  We 

consider the deficiencies described in Finding Nos. 2021-001, 2021-002, 2021-003, and 2021-004 in the 

Financial Statements Findings section of the accompanying SCHEDULE OF FINDINGS AND 

QUESTIONED COSTS to be material weaknesses. 

A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is less 

severe than a material weakness, yet important enough to merit attention by those charged with 

governance.  We consider the deficiency described in Finding No. 2021-005 in the Financial 

Statements Findings section of the accompanying SCHEDULE OF FINDINGS AND QUESTIONED 

COSTS to be a significant deficiency. 

Compliance and Other Matters 

As part of obtaining reasonable assurance about whether the State’s financial statements are free from 

material misstatement, we performed tests of its compliance with certain provisions of laws, 

administrative rules, regulations, contracts, and grant agreements, noncompliance with which could have 

a direct and material effect on the determination of financial statement amounts.  However, providing an 

opinion on compliance with those provisions was not an objective of our audit and, accordingly, we do 

not express such an opinion.  The results of our tests disclosed an instance of noncompliance with State 

law that is required to be reported under Government Auditing Standards and which is described in 

Finding No. 2021-001 in the Financial Statements Findings section of the accompanying SCHEDULE 

OF FINDINGS AND QUESTIONED COSTS.   

Additional Matters 

We noted five additional matters that were reported to management as Finding Nos. AM 2021-01, 

AM 2021-02, AM 2021-03, AM 2021-04, and AM 2021-05 in the ADDITIONAL MATTERS section as 

listed in the table of contents. 

Management Responses to Findings 

Management responses to the material weaknesses and significant deficiency identified in our audit are 

described in the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS Financial 

Statements Finding Nos. 2021-001, 2021-002, 2021-003, 2021-004, and 2021-005.  Management 

responses to the additional matters identified in our audit are included in the ADDITIONAL MATTERS 
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section as listed in the table of contents.  The responses were not subjected to the auditing procedures 

applied in the audit of the financial statements and, accordingly, we express no opinion on them. 

Purpose of this Report 

The purpose of this report is solely to describe the scope of our testing of internal control and compliance 

and the results of that testing, and not to provide an opinion on the effectiveness of the State’s internal 

control or on compliance.  This report is an integral part of an audit performed in accordance with 

Government Auditing Standards in considering the State’s internal control and compliance.  Accordingly, 

this communication is not suitable for any other purpose. 

Respectfully submitted, 

Sherrill F. Norman, CPA 
Tallahassee, Florida 
March 29, 2022 
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AUDITOR GENERAL
STATE OF FLORIDA 
Claude Denson Pepper Building, Suite G74 

111 West Madison Street 
Tallahassee, Florida 32399-1450 

The President of the Senate, the Speaker of the 
House of Representatives, and the 
 Legislative Auditing Committee 

INDEPENDENT AUDITOR’S REPORT ON COMPLIANCE FOR EACH MAJOR  

FEDERAL PROGRAM AND REPORT ON INTERNAL CONTROL OVER COMPLIANCE 

REQUIRED BY THE UNIFORM GUIDANCE 

Report on Compliance for Each Major Federal Program  

We have audited the State of Florida’s compliance with the types of compliance requirements described 

in the OMB Compliance Supplement that could have a direct and material effect on each of the State of 

Florida’s major Federal programs for the fiscal year ended June 30, 2021.  The State of Florida’s major 

Federal programs are identified in the Summary of Auditor’s Results section of the accompanying 

SCHEDULE OF FINDINGS AND QUESTIONED COSTS.  

The State of Florida’s basic financial statements include the operations of component units which 

expended Federal awards during the fiscal year ended June 30, 2021, that are not included in the State’s 

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS.  Our audit of the State of Florida’s major 

Federal programs did not include the operations of the blended component units, CareerSource Florida, 

Inc. and the Florida Commission on Community Service; discretely presented component units of the 

State of Florida’s universities and colleges; or discretely presented component units other than the State 

of Florida’s universities and colleges.  As applicable, Federal awards administered by these component 

units are the subjects of audits completed by other auditors.  Our audit also did not include the operations 

of the Legislature.  

Management’s Responsibility 

Management is responsible for compliance with Federal statutes, regulations, and the terms and 

conditions of its Federal awards applicable to its Federal programs. 

Auditor’s Responsibility 

Our responsibility is to express an opinion on compliance for each of the State of Florida’s major Federal 

programs based on our audit of the types of compliance requirements referred to above.  We conducted 

our audit of compliance in accordance with auditing standards generally accepted in the United States of 

America; the standards applicable to financial audits contained in Government Auditing Standards, 

Phone:  (850) 412-2722 
 Fax:  (850) 488-6975 

Sherrill F. Norman, CPA 
Auditor General 
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issued by the Comptroller General of the United States; and the audit requirements of Title 2 U.S. Code 

of Federal Regulations Part 200, Uniform Administrative Requirements, Cost Principles, and Audit 

Requirements for Federal Awards (Uniform Guidance).  Those standards and the Uniform Guidance 

require that we plan and perform the audit to obtain reasonable assurance about whether noncompliance 

with the types of compliance requirements referred to above that could have a direct and material effect 

on a major Federal program occurred.  An audit includes examining, on a test basis, evidence about the 

State of Florida’s compliance with those requirements and performing such other procedures as we 

considered necessary in the circumstances.   

We believe that our audit provides a reasonable basis for our qualified and unmodified opinions on 

compliance for major Federal programs.  However, our audit does not provide a legal determination of 

the State of Florida’s compliance. 

Basis for Qualified Opinion on Wildfires and Hurricanes Indemnity Program Plus, Unemployment 

Insurance, Coronavirus Relief Fund, English Language Acquisition State Grants, Education 

Stabilization Fund, Temporary Assistance for Needy Families, and Disaster Grants – Public 

Assistance (Presidentially Declared Disasters)  

As described in the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS, the State 

of Florida did not comply with the requirements regarding the following:  

Finding 
No. 2021‐ 

Assistance 
Listing Nos.  Major Program (or Cluster) Name    Compliance Requirement 

010 10.129    Wildfires and Hurricanes Indemnity 
Program Plus 

Reporting 

035 17.225 Unemployment Insurance    Special Tests and Provisions – UI 
Reemployment Programs:  Worker 
Profiling and Reemployment Services 
and Reemployment Services and 

Eligibility Assessments 

041 21.019 Coronavirus Relief Fund Subrecipient Monitoring 

056 84.425 C, D    Education Stabilization Fund Subrecipient Monitoring 

072 93.558    Temporary Assistance for Needy 
Families 

Special Tests and Provisions – Income 
Eligibility and Verification System 

089 97.036    Disaster Grants – Public Assistance 
(Presidentially Declared Disasters) 

Reporting 

091 97.036    Disaster Grants – Public Assistance 
(Presidentially Declared Disasters) 

Subrecipient Monitoring 

Compliance with such requirements is necessary, in our opinion, for the State of Florida to comply with 

the requirements applicable to the respective programs. 

As described in the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS, we were 

unable to obtain sufficient appropriate audit evidence supporting that the State of Florida complied with 

requirements regarding the following: 
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Finding 
No. 2021‐   

Assistance 
Listing Nos.    Major Program (or Cluster) Name    Compliance Requirement 

032    17.225    Unemployment Insurance    Reporting 

034    17.225    Unemployment Insurance    Special Tests and Provisions – UI 
Program Integrity ‐ Overpayments 

040    21.019    Coronavirus Relief Fund    Activities Allowed or Unallowed, 
Allowable Costs/Cost Principles, and 

Reporting 

046    84.365    English Language Acquisition State 
Grants 

  Reporting 

046    84.425, C, D, R    Education Stabilization Fund    Reporting 

056    84.425 C, D    Education Stabilization Fund    Activities Allowed or Unallowed, 
Allowable Costs/Cost Principles, 
Equipment and Real Property 
Management, and Reporting 

 

Consequently, we were unable to determine wither the State of Florida complied with those requirements 

applicable to the program. 

Qualified Opinion on Wildfires and Hurricanes Indemnity Program Plus, Unemployment 
Insurance, Coronavirus Relief Fund, English Language Acquisition State Grants, Education 
Stabilization Fund, Temporary Assistance for Needy Families, and Disaster Grants – Public 
Assistance (Presidentially Declared Disasters) 

In our opinion, except for the noncompliance and possible effects of the matters described in the Basis 

for Qualified Opinion paragraphs, the State of Florida complied, in all material respects, with the types of 

compliance requirements referred to above that could have a direct and material effect on the Wildfires 

and Hurricanes Indemnity Program Plus, Unemployment Insurance, Coronavirus Relief Fund, English 

Language Acquisition State Grants, Education Stabilization Fund, Temporary Assistance for Needy 

Families, and Disaster Grants – Public Assistance (Presidentially Declared Disasters) programs for the 

fiscal year ended June 30, 2021.  

Unmodified Opinion on Each of the Other Major Federal Programs 

In our opinion, the State of Florida complied, in all material respects, with the types of compliance 

requirements referred to above that could have a direct and material effect on each of its other major 

Federal programs identified in the Summary of Auditor’s Results section of the accompanying 

SCHEDULE OF FINDINGS AND QUESTIONED COSTS for the fiscal year ended June 30, 2021.  

Other Matters 

The results of our auditing procedures disclosed other instances of noncompliance which are required to 

be reported in accordance with the Uniform Guidance and which are described in the accompanying 

SCHEDULE OF FINDINGS AND QUESTIONED COSTS as:  
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Finding Nos. 2021‐: 

012  013  031  033 

039  057  064  065 

066  067  070  071 

076  079  080  081 

082  083  090

Our opinion on each major Federal program is not modified with respect to these matters. 

The State of Florida’s responses to the noncompliance findings identified in our audit are described in 

the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS.  The State of Florida’s 

responses were not subjected to the auditing procedures applied in the audit of compliance and, 

accordingly, we express no opinion on the responses.  

Report on Internal Control Over Compliance 

Management of the State of Florida is responsible for establishing and maintaining effective internal 

control over compliance with the types of compliance requirements referred to above.  In planning and 

performing our audit of compliance, we considered the State of Florida’s internal control over compliance 

with the types of requirements that could have a direct and material effect on each major Federal program 

to determine the auditing procedures that are appropriate in the circumstances for the purpose of 

expressing an opinion on compliance for each major Federal program and to test and report on internal 

control over compliance in accordance with the Uniform Guidance, but not for the purpose of expressing 

an opinion on the effectiveness of internal control over compliance.  Accordingly, we do not express an 

opinion on the effectiveness of the State of Florida’s internal control over compliance.  

Our consideration of internal control over compliance was for the limited purpose described in the 

preceding paragraph and was not designed to identify all deficiencies in internal control over compliance 

that might be material weaknesses or significant deficiencies and therefore, material weaknesses or 

significant deficiencies may exist that were not identified.  However, as discussed below, we identified 

certain deficiencies in internal control over compliance that we consider to be material weaknesses and 

significant deficiencies.  

A deficiency in internal control over compliance exists when the design or operation of a control over 

compliance does not allow management or employees, in the normal course of performing their assigned 

functions, to prevent, or detect and correct, noncompliance with a type of compliance requirement of a 

Federal program on a timely basis.  A material weakness in internal control over compliance is a 

deficiency, or combination of deficiencies, in internal control over compliance, such that there is a 

reasonable possibility that material noncompliance with a type of compliance requirement of a Federal 

program will not be prevented, or detected and corrected, on a timely basis.  We consider the deficiencies 

in internal control over compliance described in the following findings and included in the accompanying 

SCHEDULE OF FINDINGS AND QUESTIONED COSTS to be material weaknesses:  
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Finding 
No. 2021‐ 

Assistance 
Listing Nos.  Major Program (or Cluster) Name  Compliance Requirements 

010 10.129    Wildfires and Hurricanes Indemnity 
Program Plus 

Reporting 

032 17.225 Unemployment Insurance Reporting 

034 17.225 Unemployment Insurance    Special Tests and Provisions – UI 
Program Integrity ‐ Overpayments 

035 17.225 Unemployment Insurance    Special Tests and Provisions – UI 
Reemployment Programs:  Worker 
Profiling and Reemployment Services 
and Reemployment Services and 

Eligibility Assessments 

040 21.019 Coronavirus Relief Fund    Activities Allowed or Unallowed, 
Allowable Costs/Cost Principles, and 

Reporting 

041 21.019 Coronavirus Relief Fund Subrecipient Monitoring 

046 84.365    English Language Acquisition State 
Grants 

Reporting 

046    84.425 C, D, R    Education Stabilization Fund Reporting 

056 84.425 C, D    Education Stabilization Fund    Activities Allowed or Unallowed, 
Allowable Costs/Cost Principles, 

Equipment/Real Property 
Management, Reporting, and 
Subrecipient Monitoring 

072 93.558    Temporary Assistance for Needy 
Families 

Special Tests and Provisions – Income 
Eligibility and Verification System 

089 97.036    Disaster Grants – Public Assistance 
(Presidentially Declared Disasters) 

Reporting 

091 97.036    Disaster Grants – Public Assistance 
(Presidentially Declared Disasters) 

Subrecipient Monitoring 

A significant deficiency in internal control over compliance is a deficiency, or a combination of 

deficiencies, in internal control over compliance with a type of compliance requirement of a Federal 

program that is less severe than a material weakness in internal control over compliance, yet important 

enough to merit attention by those charged with governance.  We consider the deficiencies in internal 

control over compliance described in the following findings and included in the accompanying 

SCHEDULE OF FINDINGS AND QUESTIONED COSTS to be significant deficiencies:  

Finding Nos. 2021‐: 

011‐031  033  036‐038  042‐045 

047‐055  057‐071  073‐080  084‐088 

090

The State of Florida’s responses to the internal control over compliance findings identified in our audit 

are described in the accompanying SCHEDULE OF FINDINGS AND QUESTIONED COSTS.  The State 

of Florida’s responses were not subjected to the auditing procedures applied in the audit of compliance 

and, accordingly, we express no opinion on the responses.  
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The purpose of this report on internal control over compliance is solely to describe the scope of our testing 

of internal control over compliance and the results of that testing based on the requirements of the 

Uniform Guidance.  Accordingly, this report is not suitable for any other purpose.  

Respectfully submitted, 

Sherrill F. Norman, CPA 
Tallahassee, Florida 
March 29, 2022 
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AUDITOR GENERAL
STATE OF FLORIDA 
Claude Denson Pepper Building, Suite G74 

111 West Madison Street 
Tallahassee, Florida 32399-1450 

The President of the Senate, the Speaker of the 
House of Representatives, and the 
 Legislative Auditing Committee 

INDEPENDENT AUDITOR’S REPORT ON 

THE SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS 

REQUIRED BY THE UNIFORM GUIDANCE 

We have audited the financial statements of the governmental activities, the business-type activities, the 

aggregate discretely presented component units, each major fund, and the aggregate remaining fund 

information of the State of Florida as of and for the year ended June 30, 2021, and the related notes to 

the financial statements, which collectively comprise the State of Florida’s basic financial statements. 

We issued our Independent Auditor’s Report thereon dated March 29, 2022, which contained unmodified 

and qualified opinions on those financial statements.  Our audit was conducted for the purpose of forming 

opinions on the financial statements that collectively comprise the State of Florida’s basic financial 

statements.   

The accompanying SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS is presented for 

purposes of additional analysis as required by Title 2 U.S. Code of Federal Regulations Part 200, Uniform 

Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards (Uniform 

Guidance) and is not a required part of the basic financial statements.  Such information is the 

responsibility of management and was derived from and relates directly to the underlying accounting and 

other records used to prepare the basic financial statements and certain additional procedures including 

comparing and reconciling such information directly to the underlying accounting and other records used 

to prepare the basic financial statements or to the basic financial statements themselves, and other 

additional procedures in accordance with auditing standards generally accepted in the United States of 

America.  In our opinion, the SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS is fairly stated, 

in all material respects, in relation to the basic financial statements as a whole.   

Respectfully submitted, 

Sherrill F. Norman, CPA 
March 29, 2022 

Phone:  (850) 412-2722 
 Fax:  (850) 488-6975 

Sherrill F. Norman, CPA 
Auditor General 
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SCHEDULE OF FINDINGS AND QUESTIONED COSTS 

SECTION I - SUMMARY OF AUDITOR’S RESULTS 

Financial Statements 

Type of auditor's report issued on whether the financial statements 
audited were prepared in accordance with GAAP:   

Qualified opinion for  
Business-Type Activities and 
Reemployment Assistance 
Fund and Unmodified for all 
other opinion units 

Internal control over financial reporting: 

Material weaknesses identified? Yes 

 Significant deficiencies identified? Yes 

Noncompliance material to financial statements noted? Yes 

Federal Awards 

Internal control over major Federal programs: 

Material weaknesses identified?   Yes 

Significant deficiencies identified? Yes 

Type of auditor’s report issued on compliance for major Federal 
programs: 

Unmodified for all major programs, except for the following programs 
   for which the report was qualified: 

Wildfires and Hurricanes Indemnity Program Plus (10.129) 
Unemployment Insurance (17.225) 
Coronavirus Relief Fund (20.019) 
English Language Acquisition State Grants (84.365) 
Education Stabilization Fund (84.425) 
Temporary Assistance for Needy Families (93.558) 
Disaster Grants – Public Assistance (Presidentially Declared 

Disasters) (97.036) 

Any audit findings disclosed that are required to be reported 
  in accordance with 2 CFR 200.516(a)? Yes 

Dollar threshold used to distinguish between 
  Type A and Type B programs:   $110,944,911 

Auditee qualified as low-risk auditee? No 
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LISTING OF MAJOR PROGRAMS 
FISCAL YEAR ENDED JUNE 30, 2021

Name of Federal Program or Cluster (1) Assistance Listing Number(s) Total Expenditures 

Wildfires and Hurricanes Indemnity Program  10.129 $     108,268,638 
Pandemic EBT Food Benefits (2) 10.542 602,502,083 
Child and Adult Care Food Program (2) 10.558 306,825,806 
Emergency Solutions Grant Program (2) 14.231 28,082,604 
Unemployment Insurance (2) 17.225 17,793,148,084
Workforce Innovation and Opportunity Act Cluster 17.258, 17.259, and 17.278 143,152,454 
Coronavirus Relief Fund (2) 21.019 4,482,464,629 
Veterans State Nursing Home Care 64.015 39,636,805 
Career and Technical Education – Basic Grants to States (2) 84.048 66,805,536 
Rehabilitation Services Vocational Rehabilitation Grants to States 84.126 179,667,092 
Education Stabilization Fund (2) 84.425 1,812,477,080 
English Language Acquisition State Grants 84.365 42,550,390
Aging Cluster (2) 93.044, 93.045, and 93.053 142,114,279 
Epidemiology and Laboratory Capacity for Infectious Diseases (ELC) (2) 93.323 735,212,373 
Temporary Assistance for Needy Families 93.558 390,930,756 
Adoption Assistance (2) 93.659 165,057,362 
Medicaid Cluster (2) 93.775, 93.777, and 93.778 20,874,460,832 
Disaster Grants – Public Assistance (Presidentially Declared Disasters) (2) 97.036 1,894,970,189 
Presidential Declared Disaster Assistance to Individuals and Households – 
Other Needs (2) 97.050 1,182,450,102
Research and Development Programs (2) Various    980,139,550 

Total $51,970,916,644 

Notes: (1) The Schedule of Expenditures of Federal Awards identifies the programs included within the respective clusters. 
(2) This program included CARES Act funds expended during the 2020-21 fiscal year.
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SECTION II - FINANCIAL STATEMENTS FINDINGS 

Our audit of the State of Florida’s basic financial statements for the fiscal year ended June 30, 2021, 

disclosed certain matters that we communicated in the INDEPENDENT AUDITOR’S REPORT ON 

INTERNAL CONTROL OVER FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER 

MATTERS BASED ON AN AUDIT OF FINANCIAL STATEMENTS PERFORMED IN ACCORDANCE 

WITH GOVERNMENT AUDITING STANDARDS.  These findings are categorized in accordance with 

auditing standards generally accepted in the United States of America and the standards applicable to 

financial audits contained in Government Auditing Standards issued by the Comptroller General of the 

United States.  Those standards require that findings be categorized in a manner that discloses their 

significance.  The categorizations established and defined by the standards are as follows:  

 A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to
prevent, or detect and correct, misstatements on a timely basis.  A material weakness is a
deficiency, or combination of deficiencies, in internal control such that there is a reasonable
possibility that a material misstatement of the State’s financial statements will not be prevented,
or detected and corrected on a timely basis.

 A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is
less severe than a material weakness, yet important enough to merit attention by those charged
with governance.



Report No. 2022-189 
Page 16 March 2022 

MATERIAL WEAKNESS 

ANNUAL COMPREHENSIVE FINANCIAL REPORT 

Finding Number 2021-001 
Opinion Units Various  
Financial Statements 
  Account Titles 

Various 

SW Fund Numbers Various 
State Entity Florida Department of Financial Services (FDFS) 
OLO-GF-SF-FID Various 
GL Codes Various 
Adjustment Amounts N/A 
Statistically Valid Sample N/A 

Finding The FDFS did not prepare and furnish financial statements to the Auditor General 
or prepare and publish the Annual Comprehensive Financial Report (ACFR) within 
statutorily prescribed time periods.   

Criteria Section 216.102(3), Florida Statutes, requires the Chief Financial Officer to 
prepare and furnish to the Auditor General by December 31 annual financial 
statements for the State using generally accepted accounting principles (GAAP) 
and to prepare, publish, and furnish to the Governor, President of the Senate, and 
Speaker of the House of Representatives an ACFR in accordance with GAAP on 
or before February 28.  

The State of Florida audit engagement letter specified the terms of engagement 
and provided that management was responsible for the preparation and fair 
presentation of the financial statements in accordance with accounting principles 
generally accepted in the United States of America.  The engagement letter also 
specified that management was responsible for making all records and related 
information available for audit in a timely manner.  

Condition The FDFS is responsible for preparing and furnishing to the Auditor General the 
State’s financial statements and related notes to the financial statements by 
December 31.  The FDFS is to prepare, publish, and furnish to the Governor, 
President of the Senate, and Speaker of the House of Representatives an ACFR 
in accordance with GAAP on or before February 28.  On June 15, 2021, the FDFS 
provided the audit engagement letter signed by the Chief Financial Officer in which 
the FDFS acknowledged that management was responsible for making all records 
and related information available for audit in a timely manner.  However, the 
Statewide Financial Reporting Section (SFRS) did not provide to us for audit the 
State’s financial statements for the 2020-21 fiscal year until March 2022, and 
significant notes to the financial statements, such as Deposits and Investments 
(Note 2), Pensions and Other Postemployment Benefits (Note 6), Bonds Payable 
and Certificates of Participation (Note 8), and Interfund Balances and Transfers 
(Note 11) were not furnished for audit until after January 30, 2022.  Consequently, 
the FDFS was unable to prepare, publish, and furnish the ACFR in accordance 
with statutory time frames. 

Cause According to FDFS management, issues that prevented the timely preparation and 
submission of the State’s ACFR included:  

 SFRS staff constraints, including COVID-19 related illness.

 Additional SFRS resources were dedicated to Coronavirus Relief Fund
activities to ensure that revenues and expenditures were accurately reported.

 Delays in the receipt of audited financial statements from other external
auditors.
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Effect Significant delays in management’s fulfillment of its statutory and agreed upon 
responsibilities to timely prepare and furnish for audit the ACFR in accordance with 
accounting principles generally accepted in the United States of America increases 
the risk that deficiencies in internal control, including those considered to be a 
significant deficiency or material weakness,1 that could lead to a material 
misstatement may not be timely prevented or detected and corrected.  While we 
extended the timing of our audit procedures to determine whether adjustments to 
the financial records provided for audit and used to report the State’s financial 
statements and notes to the financial statements included in the ACFR were 
necessary, our audit procedures cannot substitute for management’s responsibility 
to implement adequate controls over financial reporting. 

Recommendation We recommend that FDFS management enhance ACFR preparation processes 
to ensure that the financial statements are provided to the Auditor General and the 
ACFR is prepared and published by the dates prescribed in statute.   

State Entity Response  We concur with the finding: 

In mid-December 2021, it became apparent that the ACFR team was not going to 
make the December 31st deadline due to various factors.  

• The prior year's ACFR administrator did not follow established procedures in
the ACFR compilation process. Therefore, staff had to spend considerable time 
remapping broken links and providing corrections to the ACFR systems 
application. 

• Four of our six employees responsible for building the ACFR became ill from
COVID-19 during a pivotal time in the process. 

• Two of the team members had family members that passed away in January
due to COVID-19. 

Management was aware of the deadline, however made the decision to focus on 
turning in a quality work product and being late verses performing a rush job with 
errors. 

In going forward, FDFS will continue to improve and streamline the ACFR 
processes, address the timing of work, and calendar due dates to ensure FDFS 
submits substantially completed financial statements to the Auditor General (AG) 
by December 31st each year and the ACFR is prepared and published by the dates 
prescribed in statute. Per the agreement between AG staff and FDFS 
management, the financial statements will be considered submitted according to 
statutory prescribed periods if they are substantially complete except for noted 
items that are dependent on external reports not received by FDFS on December 
31st. FDFS will submit a list of outstanding items when it submits the financial 
statements.  

1 A material weakness is a deficiency, or combination of deficiencies, in internal control such that there is a reasonable possibility 
that a material misstatement of the State’s financial statements will not be prevented, or detected and corrected on a timely 
basis.  A significant deficiency is a deficiency, or a combination of deficiencies, in internal control that is less severe than a 
material weakness, yet important enough to merit attention by those charged with governance. 
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MATERIAL WEAKNESS 

RA SYSTEM CONTROLS 

Finding Number 2021-002 
Opinion Units Business-Type Activities and Reemployment Assistance Fund 
Financial Statements 
  Account Titles 

Receivables, net; Operating Revenues – Other; Net Position – Restricted for 
Reemployment Assistance  

SW Fund Number 507501 
State Entity Florida Department of Economic Opportunity (FDEO) 
OLO-GF-SF-FID 400000-50-2-765002  
GL Codes 15100, 15900, 67900, 53500  
Adjustment Amount N/A 
Statistically Valid Sample N/A 
Prior Year Finding Report No. 2021-182, Finding No. 2020-003  

Finding During the first three quarters of the 2020-21 fiscal year, FDEO management 
continued to bypass a key Reemployment Assistance Claims and Benefits 
Information System (RA System) internal control, thereby increasing the risk of 
improper unemployment insurance (UI) benefit payments and undetected material 
misstatements.  

Criteria GASB Codification Section N50.123 specifies that, after a nonexchange 
transaction has been recognized in the financial statements, it may become 
apparent that the eligibility requirements are no longer met.  In these 
circumstances, the provider should recognize an asset and a revenue for the 
amount the provider is expected to reclaim.  

GASB Codification Section 1800.157 specifies that net position should be reported 
as restricted when constraints placed on net position use are either imposed by 
laws or regulations of other governments or imposed by law through constitutional 
provisions or enabling legislation.  

GASB Codification Section 2300.125 specifies that governments should provide 
details in the notes to the financial statements when significant components of 
receivables have been obscured by aggregation and disclose significant 
receivable balances not expected to be collected within one year of the date of the 
financial statements.  

Condition The FDEO processes all UI benefit payment transactions through the RA System, 
a Web-based claims management system that allows UI claimants to apply for 
weekly UI benefits, monitor their accounts, and communicate with FDEO staff.  The 
FDEO established internal controls within the RA System to reduce the risk of 
improper UI benefit payments.  One key internal control required all claims to be 
processed through the Fraud Initiative Ratings and Rules Engine (FIRRE) to 
determine whether investigation of a claim was warranted based on FIRRE 
business rules.  Benefit claims flagged for investigation could not move forward in 
the claims process until the potential issues noted in FIRRE were resolved.  

Due to the COVID-19 pandemic and significant increase in the number of UI 
benefit claims, the FDEO established a daily bypass procedure on April 29, 2020, 
that allowed benefit claims, when FIRRE’s capacity was exceeded, to be 
processed and approved for payment without being evaluated through FIRRE. 
According to FDEO management, the FDEO continued to utilize the daily bypass 
procedure during the first three quarters of the 2020-21 fiscal year.  Additionally, 
to improve the FIRRE environment, the FDEO increased the server capacity for 
FIRRE on June 26, 2021.  In conjunction with increasing the capacity of FIRRE, 
FDEO management indicated that the FDEO contracted with a vendor to provide 
identity verification services and another vendor to provide metadata analytics on 
claimant behavior as compensating fraud detection controls.  Notwithstanding, 
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while the identity verification services contract was effective for the entire 2020-21 
fiscal year, the identity verification services did not evaluate other demographic 
information that may be indicators of increased risks of fraud considered by FIRRE.  
Additionally, our review of the metadata analytics contract noted that the contract 
was executed on June 24, 2021, more than 2 months after the last daily FIRRE 
bypass procedure was run.  

During the 2020-21 fiscal year, the FDEO paid UI benefit payments totaling 
$20,982,950,043. However, as of January 6, 2022, FDEO management was 
unable to provide the number of initial UI benefit payments processed through the 
bypass procedure during the 2020-21 fiscal year.  Consequently, the FDEO was 
unable to estimate or record a receivable or revenue for potentially fraudulent 
claims.  

Cause FDEO management indicated that the increase in FIRRE server capacity and the 
use of identity verification services and metadata analytics would decrease 
fraudulent activity in the UI benefits program and strengthen the validity and 
reliability of reported financial balances.  However, as previously noted, these 
controls were either limited in nature or were not established until after the last 
daily bypass procedure occurred and at the end of the fiscal year.  

Effect Due to the continued bypassing of the FIRRE review control and the FDEO’s 
inability to provide the number of initial UI benefit payments processed through the 
daily bypass procedure, the potential effects on the Reemployment Assistance 
Fund Receivables, net; Operating Revenues – Other; and Net Position – 
Restricted for Reemployment Assistance financial statement accounts, including 
whether those accounts were free from material misstatement, could not be 
determined.  Consequently, the Independent Auditor’s Report includes a qualified 
opinion for the Business-Type Activities and Reemployment Assistance Fund.  
Additionally, we could not determine whether the disaggregated receivable 
information in the notes to the financial statements was free from material 
misstatement.  

Recommendation We again recommend that FDEO management ensure that all RA System controls 
established to reduce the risk of improper payments and promote the reporting of 
financial information free from material misstatements are appropriately 
maintained and functioning for all UI benefit claims received. 

State Entity Response  All claims that bypassed FIRRE at any time have been sent back through the 
system for review.  FDEO is gathering data to support this and will provide it when 
available. 

Since 2014, the Fraud Initiative Ratings and Rules Engine (FIRRE) has been used 
by FDEO as an internal control deployed multiple times throughout the life of a 
claim. Due to the volume of claims filed in 2020 related to the COVID-19 pandemic, 
FDEO was unable to process all claims through FIRRE in real-time. Initial claims 
not bypassed by FIRRE continued to be reviewed by FIRRE. Claims that received 
payment or had updates from claimants were also reviewed, and all claims that 
bypassed FIRRE at any time have been sent back through the system for review. 
During this time, FDEO continued to add capacity to the system and as of 
April 2021, the FIRRE system review for all Reemployment Assistance claims 
(initial, continued, and maintenance) is happening in real-time. Additionally, in 
July 2020, FDEO was the first state to implement ID.me as an identity-verification 
resource for authentication and multi-state claim submission services. The 
contract was expanded in February 2021 for new claimants applying for 
Reemployment Assistance benefits.  

In addition to the FIRRE system and ID.me, FDEO introduced Front Door in 
summer 2021, a Microsoft web application firewall, to address global IP addresses 
attempting to access FDEO’s systems. FDEO also contracts with Kroll 
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Government Solutions to help review potential fraudulent claims and analyze the 
data to help us improve our fraud detection.  

FDEO will continue to improve the Reemployment Assistance processes to 
mitigate advanced fraud techniques and protect claimants and their personal 
information.   

Follow-Up to Management’s 
  Response 

While FDEO management indicated in their written response that all claims that 
bypassed FIRRE have been sent back through the system for review, the response 
also indicated that the FDEO was gathering data to support this assertion.  As 
noted in the finding, FDEO management was also unable to provide for audit the 
number of initial UI benefit payments processed through the bypass procedure 
during the 2020-21 fiscal year, nor estimate or record a receivable or revenue for 
potentially fraudulent claims.  Absent appropriate documentation evidencing that 
the FDEO accounted for and adequately evaluated each benefit claim processed 
through the bypass procedure during the 2020-21 fiscal year, FDEO management 
cannot demonstrate that the Reemployment Assistance Fund Receivables, net; 
Operating Revenues – Other; and Net Position – Restricted for Reemployment 
Assistance financial statement accounts were free from material misstatement. 
Consequently, the finding and related recommendation stand as presented. 
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MATERIAL WEAKNESS 

UI PAYABLES AND RECEIVABLES 

Finding Number 2021-003 
Opinion Unit Reemployment Assistance Fund 
Financial Statements 
  Account Titles 

Accounts payable and accrued liabilities; Receivables, net; Benefit payments: 
Grants and donations: Net Position – Prior period adjustment: Net Position – 
Restricted for Reemployment Assistance: Net Position – Unrestricted 

SW Fund Number 507501 
State Entity Florida Department of Economic Opportunity (FDEO) 
OLO-GF-SF-FID 400000-50-2-765002 
GL Codes 31100, 16400, 77900, 68300, 53200, 53500, 53900   
Adjustment Amounts $350,336,927; $345,928,892; $284,480,284; $345,928,892; $65,856,642; 

$4,408,035; $4,408,035   
Statistically Valid Sample N/A 

Finding For the 2019-20 and 2020-21 fiscal years, the FDEO did not record all accounts 
payables, receivables, unemployment insurance (UI) benefit payments, or 
amounts due from the Federal Government for UI benefit payments compensable 
by June 30 but paid during the period July 1 through September 30. 

Criteria Governmental Accounting Standards Board (GASB) Codification 
Section 1600.130 specifies that Proprietary fund statements of net position and 
revenues, expenses, and changes in fund net position should be presented using 
the economic resources measurement focus and the accrual basis of accounting. 

GASB Codification Section 1600.102 specifies that, under the accrual basis of 
accounting, most transactions are recognized when they occur, regardless of 
when cash is received or disbursed.  

GASB Codification Section N50.118 specifies that providers should recognize 
liabilities and expenses from voluntary nonexchange transactions, and recipients 
should recognize receivables and revenues (net of estimated uncollectible 
amounts), when all eligibility requirements are met.  

FDEO Bureau of Budget Management Fiscal Year-End Closing Procedures 
specified that an estimated liability for UI benefits paid in the first 3 months of the 
new fiscal year, offset in part with a receivable due from the Federal Government, 
was to be recorded to the accounting records.   

Condition To determine the UI benefits paid in the first 3 months of a new fiscal year and 
offsetting amounts due from the Federal Government, FDEO staff run an 
RA Claims and Benefits Information System report (CONNECT report), Prior Year 
benefits Paid, at the end of July, August, and September.  Each report 
summarizes, by grant, the UI benefits paid in the month pertaining to benefit weeks 
in the prior fiscal year.  During the 2020-21 fiscal year, the FDEO recorded 
payables and UI benefit payments totaling $147,641,353 each and receivables 
and grants and donations totaling $104,102,662 each.  However, our review of the 
CONNECT reports found that the FDEO had excluded from reporting five grants, 
misstated amounts for four grants, and incorrectly included another grant.  Based 
on CONNECT records for all applicable grants, payables and UI benefit payments 
totaled $497,978,280 each and receivables and grants and donations totaled 
$450,031,554 each.  Similarly, our review of 2019-20 fiscal year CONNECT 
reports found that the FDEO had not included payables and UI benefit payments 
totaling $2,691,909,897 each and receivables and grants and donations totaling 
$2,626,053,255 each, resulting in an overstatement of net position totaling 
$65,856,642.   
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Cause According to FDEO management, while the FDEO agreed that FDEO staff did not 
follow established Fiscal Year-End Closing Procedures during the 2019-20 and 
2020-21 fiscal years, subsequent to audit inquiry, FDEO management evaluated 
the procedures and indicated that the procedures did not accurately reflect the 
eligibility criteria needed to establish a payable and receivable.  According to 
FDEO management, a payable or receivable could not be established until the 
FDEO approved the UI benefit claim.  Notwithstanding, GASB Codification 
Section N50.118 does not specify that a provider’s acceptance of an UI benefit is 
an eligibility requirement and FDEO CONNECT records indicated that UI benefit 
claims for compensable weeks in June 2019 and June 2020 had been approved 
and determined eligible within a reasonable time frame for financial statement 
recording purposes.   

Effect Prior to audit adjustment, Accounts payable and accrued liabilities were 
understated by $350,336,927; Benefit payments were understated by 
$284,480,284; Receivables, net and Grants and donations were understated by 
$345,928,892; Net Position – Restricted for Reemployment Assistance was 
overstated by $4,408,035; Net Position – Unrestricted was understated by 
$4,408,035; and Net Position – Prior period adjustment was overstated by 
$65,856,642.  

Recommendation We recommend that FDEO management follow established year-end closing 
procedures to ensure that all accounts payables, receivables, UI benefit payments, 
and amounts due from the Federal Government are appropriately recorded based 
on the benefit payments compensable date and in accordance with accounting 
principles generally accepted in the United States of America.  Additionally, we 
recommend that FDEO management ensure that staff appropriately review 
CONNECT reports for all applicable grants when determining accounts payables, 
receivables, UI benefit payments, and amounts due from the Federal Government. 

State Entity Response  FDEO will review its year-end closing procedures and make any needed changes 
to ensure that all accounts payables, receivables, UI benefit payments and 
amounts due are properly recorded in the correct fiscal year in accordance with 
accounting principles generally accepted in the United States of America.  FDEO 
will ensure that its procedures include steps to analyze CONNECT reports for 
completeness. 
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MATERIAL WEAKNESS 

REEMPLOYMENT ASSISTANCE FUND 

Finding Number 2021-004 
Opinion Unit Reemployment Assistance Fund 
Financial Statements 
  Account Titles 

Pooled investments with State Treasury; Receivables, net; Grants and donations; 
Benefit payments  

SW Fund Number 507501  
State Entity Florida Department of Economic Opportunity (FDEO) 
OLO-GF-SF-FID 400000-50-2-765002  
GL Codes 12200, 16400, 68300, 77900  
Adjustment Amount $150,155,052  
Statistically Valid Sample N/A 

Finding The FDEO did not record all unemployment insurance (UI) benefits paid and 
corresponding amounts due from the Federal Government for the 2020-21 fiscal 
year. 

Criteria Governmental Accounting Standards Board (GASB) Codification 
Section 1600.130 specifies that Proprietary fund statements of net position and 
revenues, expenses, and changes in fund net position should be presented using 
the economic resources measurement focus and the accrual basis of accounting.  

GASB Codification Section 1600.102 specifies that, under the accrual basis of 
accounting, most transactions are recognized when they occur, regardless of 
when cash is received or disbursed.   

GASB Codification Section N50.118 specifies that recipients should recognize 
receivables and revenues (net of estimated uncollectible amounts) when all 
applicable eligibility requirements are met.  

Condition During the 2020-21 fiscal year, the FDEO utilized a bank account outside the State 
Treasury to pay COVID-19 related UI benefit payments.  The FDEO was 
responsible for recording into the State’s accounting records amounts received 
from the Federal Government and UI benefit payments made from the bank 
account.  Our audit found that the FDEO did not record into the State’s accounting 
records UI benefits totaling $150,155,052 paid to UI recipients in June 2021. 
Additionally, the FDEO did not record the corresponding $150,155,052 due from 
the Federal Government.  

Cause According to FDEO management, based on certain State accounting record data 
elements, FDEO staff initially believed that the $150,155,052 related to July 2021 
UI benefit payments.  Subsequent to audit inquiry, the FDEO performed additional 
research and determined that the amount was for June 2021 UI benefit payments. 

Effect Prior to our audit adjustment, Benefit payments; Receivables, net; and Grants and 
donations were understated by $150,155,052 and Pooled investments with State 
Treasury was overstated by $150,155,052.   

Recommendation We recommend that FDEO management enhance financial reporting controls to 
ensure that UI benefit payments and corresponding amounts due from the Federal 
Government are recorded in the State’s accounting records in the appropriate 
fiscal year. 

State Entity Response  FDEO will enhance financial reporting controls to ensure that UI benefit payments 
and corresponding amounts due from the Federal Government are recorded in the 
State's accounting records in the appropriate period.  
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SIGNIFICANT DEFICIENCY 

NET RECEIVABLES  

Finding Number 2021-005 
Opinion Unit General Fund 
Financial Statements 
  Account Titles 

Receivables, net; Unavailable revenue; Expenditures – General government  

SW Fund Number 100000 
State Entity Florida Department of Revenue (FDOR) 
OLO-GF-SF-FID 730000-74-1-000405 
GL Codes 15200, 15700, 15900, 47300, 71171 
Adjustment Amounts $1,882,764,020; $123,117,830; $1,838,501,643; $15,819,637; $151,560,570  
Statistically Valid Sample N/A 

Finding The FDOR did not record the fiscal year-end net receivables or related unavailable 
revenue for sales and use taxes and fees estimated to be collected after 
July 31, 2021, or reverse the prior year unavailable revenue closing balance for 
sales and use taxes and fees. 

Criteria Governmental Accounting Standards Board Codification Section N50.118 
specifies that resources received or recognized as a receivable before time 
requirements are met, but after all other eligibility requirements have been met, 
should be reported as a deferred inflow of resources by the recipient.  

The Florida Department of Financial Services, Statewide Financial Reporting 
Section (SFRS) Statewide Financial Statements Guidance (Guidance) required 
that taxes collected on behalf of the State or payable to the State on or before 
June 30, and received by July 31, be recorded as taxes receivable and tax 
revenue, net of estimated refunds, while taxes estimated to be collected after 
July 31 be recorded as unavailable revenue.  

FDOR Year End Closing and Financial Statement Process Procedures 
(Procedures) provided instructions for Office of Financial Management – Finance 
and Accounting (Office) staff to utilize when completing the FDOR FSA Statewide 
Financial Statement Checklist (Checklist).  

Condition The FDOR General Tax Administration (GTA) program was responsible for 
calculating and submitting taxes and fees receivable and related unavailable 
revenue amounts to the Office.  The Office was responsible for preparing FDOR 
financial statement adjustments for submittal to the SFRS.  FDOR Procedures 
followed by the Office included the completion of the Checklist that encompassed 
various financial statement closing and preparation steps.   

Our audit found that, while the GTA program timely calculated and submitted to 
the Office the sales and use taxes and fees receivable and related unavailable 
revenue amounts, the Office did not prepare and submit to the SFRS for inclusion 
in the State’s financial statements the sales and use taxes and fees receivable and 
related unavailable revenue adjustment for amounts estimated to be collected after 
July 31, 2021.  Additionally, in preparing financial statement adjustments for the 
2020-21 fiscal year, the Office did not reverse the prior year unavailable revenue 
closing balance for sales and use taxes and fees.  

Cause According to FDOR management, Office staff turnover contributed to a lack of 
continuity of knowledge and experience.  Additionally, FDOR management 
indicated that the financial statement closing and preparation Procedures and 
Checklist were being reviewed and updated to provide a more comprehensive 
review process to ensure that all adjustments are timely calculated and submitted 
to the SFRS.   
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Effect Prior to audit adjustment, Receivables, net was understated by $167,380,207, 
Unavailable revenue was understated by $15,819,637, and 
Expenditures – General government was overstated by $151,560,570.  

Recommendation We recommend that FDOR management enhance fiscal year-end reporting 
controls, including the financial statement closing and preparation Procedures and 
Checklist, to ensure that all adjustments are prepared and submitted to the SFRS. 

State Entity Response  The FDOR agrees with this finding. We have formulated and implemented a 
corrective action plan (CAP) that addresses the above recommendation. 
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Section III - Federal Awards Findings and Questioned Costs 

Our audit findings with regard to compliance and internal controls over compliance with the requirements 

of major Federal awards programs are disclosed on the following pages.  Where applicable and 

determinable, we have disclosed actual questioned costs where known or likely questioned costs 

exceeded $25,000.  To identify the nature and significance of each finding, we have identified each finding 

with one or more of the following designations:  

 Disclaimer of Opinion.  A finding that presents conditions where the auditor is unable to express
an opinion on a compliance requirement for a major Federal program.  A disclaimer would be
appropriate when the auditor is not able to perform procedures sufficient to enable the auditor to
form an opinion on compliance.  This would include findings of inadequate records that resulted
in restrictions being placed on the scope of the audit.

 Opinion Qualification.  A finding presenting a condition that affects the auditor’s ability to give
an unqualified opinion on compliance.  This would include findings of noncompliance with Federal
statutes, regulations, or the terms and conditions of Federal awards related to a major Federal
program, the effects of which are material to the major Federal program as a whole.

 Noncompliance.  A finding presenting noncompliance with Federal statutes, regulations, or the
terms and conditions of Federal awards related to a major Federal program caused by error or
fraud, the effects of which are material in relation to a type of compliance requirement identified
in the OMB Compliance Supplement.

 Material Weakness.  A material weakness in internal control over compliance is a deficiency, or
combination of deficiencies, in internal control over compliance, such that there is a reasonable
possibility that material noncompliance with a type of compliance requirement of a Federal
program will not be prevented, or detected and corrected, on a timely basis.  A material weakness
is considered in relation to a type of compliance requirement identified in the OMB Compliance
Supplement.

 Significant Deficiency.  A significant deficiency in internal control over compliance is a
deficiency, or combination of deficiencies, in internal control over compliance with a type of
compliance requirement of a Federal program that is less severe than a material weakness in
internal control over compliance, yet important enough to merit attention by those charged with
governance.  A deficiency in internal control over compliance exists when the design or operation
of a control over compliance does not allow management or employees, in the normal course of
performing their assigned functions, to prevent, or detect and correct, noncompliance with a type
of compliance requirement of a Federal program on a timely basis.  A significant deficiency is
considered in relation to a type of compliance requirement identified in the OMB Compliance
Supplement.

 Questioned Costs.  Costs that are questioned by the auditor because of an audit finding that
reported:  (a) a violation or possible violation of a statute, regulation, or the terms and conditions
of a Federal award, including funds used to match Federal funds; (b) costs, at the time of the
audit, which were not supported by adequate documentation; or, (c) costs incurred that appeared
unreasonable and did not reflect the actions a prudent person would take in the circumstances.

As part of the audit process, our findings were provided to the applicable entities for management’s 

response.  The responses were prepared by entity management and are included within the audit findings 

as well as Management’s Corrective Action Plan. 
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We have presented our findings, generally, by Federal grantor agency and in the order of the Assistance 

Listing Number assigned to each applicable Federal award program.  Findings that pertain to multiple 

programs are generally presented as the first findings within the Federal grantor agency section.  In some 

instances, a finding may pertain to programs provided by more than one Federal grantor agency.  In such 

instances, the finding is presented within the section for the Federal grantor agency that provided the 

most funding for the applicable agency.  An Index of Federal Findings by Federal Agency and 

Compliance Requirement is included to assist Federal grantor agencies in identifying applicable 

findings. 
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Finding Numbers 2021-006 through 2021-009 Not Used. 

U.S. DEPARTMENT OF AGRICULTURE 

Finding Number 2021-010 
Assistance Listing Number 10.129  
Assistance Listing Program  
  Title 

Wildfires and Hurricanes Indemnity Program (WHIP) Plus  

Compliance Requirement Reporting  
State Entity Florida Division of Emergency Management (FDEM) 
Federal Grant/Contract 
  Number and Grant Year 

FSA20GRA0010342 2020  

Statistically Valid Sample N/A 
Finding Type Opinion Qualification and Material Weakness 
  
Finding The FDEM did not report subaward information required by the Federal Funding 

Accountability and Transparency Act (FFATA) in the Federal Funding 
Accountability and Transparency Act Subaward Reporting System (FSRS).  

Criteria 2 CFR 170, Appendix A – Reporting Subawards and Executive Compensation – 
Unless otherwise exempt, you must report each action that equals or exceeds 
$30,000 in Federal funds for a subaward to a non-Federal entity or Federal 
agency. 

For subaward information, reporting must occur no later than the end of the month 
following the month in which the obligation was made.  

Condition During the 2020-21 fiscal year, the FDEM disbursed $103,203,667 in WHIP Plus 
funds to 962 subrecipients.  Our inquiries of FDEM management disclosed that 
the FDEM did not report subaward information in the FSRS for any applicable 
WHIP Plus subawards.  

Cause According to FDEM management, the subaward information was not reported 
because the FDEM was not aware that it was required to be reported.  

Effect The FDEM cannot demonstrate that all required information was appropriately 
and timely reported in accordance with FFATA. 

Recommendation We recommend that FDEM management ensure that all applicable WHIP Plus 
subawards are appropriately and timely reported in the FSRS. 

State Entity Response FDEM is aware and does understand what the requirements are for reporting in 
the FSRS system.  We are working through the interpretation differences between 
individual assistance vs. sub-recipients.  FDEM concurs.  FDEM has contracted 
vendor assistance to perform necessary Gap and Strength, Weakness, 
Opportunity, and Threat business process analysis as well as a recommendation 
for a business and system project plan and fix assessment for all FDEM front to 
end grant management processes.  FDEM will work towards a systematic 
business solution.  For clarification, the Federal Government already has this 
information.  We are working with logistical issues to push the information into 
FSRS.  
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U.S. DEPARTMENT OF AGRICULTURE 

Finding Number 2021-011 
Assistance Listing Number 10.558 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Child and Adult Care Food Program (CACFP)  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, and 
Subrecipient Monitoring  

State Entity Florida Department of Health (FDOH) 
Federal Grant/Contract 
  Number and Grant Year 

5FL308350 2020, 5FL300340 2020, 5FL300350 2020 and 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding Certain security controls related to user authentication for the Management 

Information and Payment System (MIPS) need improvement to ensure the 
confidentiality, integrity, and availability of MIPS data and related information 
technology (IT) resources. 

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDOH uses MIPS to generate payment vouchers for CACFP providers and 
to provide management with data used to prepare Federal reports.  Our audit 
disclosed that certain security controls related to MIPS user authentication need 
improvement.  We are not disclosing the specific details of the issues in this report 
to avoid the possibility of compromising MIPS data and related IT resources. 
However, we have notified appropriate FDOH management of the specific issues.  

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising MIPS data or related IT resources. 

Effect Appropriate user authentication controls for MIPS are necessary to decrease the 
risk that unauthorized individuals may gain access to the system and compromise 
the confidentiality, integrity, and availability of MIPS data and related IT 
resources. 

Recommendation We recommend that FDOH management improve certain security controls 
related to MIPS user authentication to ensure the confidentiality, integrity, and 
availability of MIPS data and related IT resources. 

State Entity Response FDOH is currently working on the modernization of the MIPS application and the 
next version will use Microsoft Enterprise Mobility Suite. 
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U.S. DEPARTMENT OF AGRICULTURE 
U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-012 
Assistance Listing Number 10.558 (Includes COVID-19 Awards) 

93.940  
Assistance Listing Program  
  Title 

Child and Adult Care Food Program (CACFP) and HIV Prevention 
Activities Health Department Based (HIV Prevention Program)  

Compliance Requirement Subrecipient Monitoring 
State Entity Florida Department of Health (FDOH) 
Federal Grant/Contract 
  Number and Grant Year 

5FL308350 2020, 5FL300340 2020, 5FL300350 2020 and 2021, 
5 NU62PS924532-03 2020, and 5 NU62PS924532-04 2021 

Statistically Valid Sample No 
Finding Type Noncompliance and Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-049  
  
Finding The FDOH did not verify that all applicable subrecipients were audited, document 

the timely review of audit reports, or timely determine whether a management 
decision was required.  In addition, the FDOH did not issue a management 
decision for one subrecipient.  

Criteria 2 CFR 200.332 – Requirements for pass-through entities – All pass-through 
entities must verify that every subrecipient is audited as required by Subpart F – 
Audit Requirements when it is expected that the subrecipient’s Federal awards 
expended during the respective fiscal year equaled or exceeded the threshold set 
forth in 2 CFR 200.501 – Audit requirements. The pass-through entity’s 
monitoring of the subrecipient must include following up and ensuring that the 
subrecipient takes timely and appropriate action on all deficiencies pertaining to 
the Federal award detected through audits. The pass-through entity is 
responsible for issuing a management decision for audit findings pertaining to the 
Federal award within 6 months of acceptance of the audit report by the Federal 
Audit Clearinghouse, in accordance with 2 CFR 200.521 – Management decision. 

2 CFR 200.512 (a) – Report Submission.  The audit must be completed and the 
data collection form and reporting package must be submitted within the earlier 
of 30 calendar days after receipt of the auditor’s report(s), or 9 months after the 
end of the audit period.  

2 CFR 200.521(c) – Management decision.  As provided by 2 CFR 200.332(d), 
the pass-through entity is responsible for issuing a management decision for audit 
findings that relate to Federal awards it makes to subrecipients.  

Condition During the 2020-21 fiscal year, the FDOH provided approximately $280 million in 
CACFP funds to 2,028 subrecipients and approximately $10 million in HIV 
Prevention Program funds to 52 subrecipients.  To determine which subrecipients 
are required to be audited, the FDOH analyzed expenditure data and utilized an 
electronic FDOH Initial Certification Form that required subrecipients to annually 
certify whether an audit was required.  Upon receipt of an audit report, the FDOH 
was to review the report and complete an Audit Review Status Report form to 
document the review of the audit report.  The FDOH documented on an audit 
tracking log the dates that audit reports were received, the dates that corrective 
actions were taken, and the dates that the FDOH determined that sufficient 
corrective actions had been taken to address audit findings.  

Our evaluation of FDOH procedures and examination of FDOH audit 
documentation for 60 subrecipients (50 CACFP and 10 HIV Prevention Program 
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subrecipients) found that FDOH subrecipient audit procedures needed 
improvement.  Specifically, our audit disclosed that:  

 FDOH procedures did not ensure that 11 subrecipients (10 CACFP and 1 HIV 
Prevention Program) provided the FDOH either a certification that an audit 
was not required or an audit report.  

 For another CACFP subrecipient, while the FDOH indicated that a certification 
had been obtained from the subrecipient, the FDOH was unable to provide 
the certification.  

 Of the 28 audit reports provided by the subrecipients: 

o FDOH records for 13 audit reports did not include a completed Audit 
Review Status Report form evidencing review of the audit reports.  

o The FDOH did not timely review 17 of the audit reports to allow 
management decisions to be issued within 6 months of the date that the 
audit report was accepted by the Federal Audit Clearinghouse.  
Specifically, the audit reports were reviewed 9 to 222 days past the  
6-month deadline.  

In addition, we noted that FDOH procedures did not require management 
decision letters to clearly state whether an audit finding was sustained, the 
reasons for the decision, and the expected auditee corrective action for all audit 
findings related to Federal awards the FDOH made to subrecipients.  As a result, 
for one subrecipient, the FDOH did not issue a management decision.  

Cause According to FDOH management, the FDOH did not verify that the subrecipients 
were audited and the subrecipient audits were not timely obtained and reviewed 
due to staffing issues and changes in the audit report review process.  In addition, 
FDOH management indicated that management decision letters are only issued 
for audit reports containing a finding associated with questioned costs or when 
there is a corrective action plan that has not been accepted.   

Effect Absent verification that all applicable subrecipients were audited, the FDOH may 
not obtain the required audit reports to verify that all subrecipients complied with 
applicable Federal laws, regulations, and provisions of contracts and grant 
agreements.  In addition, absent this verification and timely review of all required 
subrecipient audit reports, the FDOH may not ensure that any deficiencies noted 
during audit were appropriately followed up on or timely issue required 
management decisions. 

Recommendation We recommend that the FDOH take steps to verify that audit reports from all 
applicable subrecipients are timely obtained and reviewed to ensure that the 
subrecipients took timely and appropriate action to address all applicable 
deficiencies.  We also recommend that the FDOH timely issue management 
decisions for all applicable audit findings. 

State Entity Response FDOH's Federal Compliance and Audit Management Unit will refine the FDOH 
Single Audit review process to ensure applicable subrecipients are audited and 
management decisions are performed timely. 
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U.S. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT 

Finding Number 2021-013 
Assistance Listing Number 14.231 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Emergency Solutions Grant Program  

Compliance Requirement Activities Allowed and Unallowed and Allowable Costs/Cost Principles 
State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

E-19-DC-12-0001 2019  

Statistically Valid Sample No 
Finding Type Noncompliance and Significant Deficiency 

Questioned Costs – $10,507.46  
  
Finding FDCF records did not always support expenditures charged to the Emergency 

Solutions Grant Program (ESGP). 

Criteria 2 CFR 200.403(g) – Factors affecting allowability of costs – Except where 
otherwise authorized by statute, costs must be adequately documented to be 
allowable under Federal awards. 

Condition For the 2020-21 fiscal year, the FDCF reported expenditures totaling $28,082,604 
for the ESGP.  The FDCF entered into agreements with 28 providers to facilitate 
the development of the Continuum of Care (CoC) Plan and to further assist the 
local community through planning, coordinating, and monitoring the delivery of 
services to persons who are homeless or about to be homeless within the CoC 
service delivery area.  The agreements required that summary reports showing 
the total payments made and detailed documentation, including lease 
agreements or statements from landlords, letters from utility companies stating 
arrears or deposit requirements, and proof of payments, be submitted to the 
FDCF for reimbursement.  Our review of FDCF records for 40 ESGP 
expenditures, totaling $1,466,268.68, disclosed that FDCF records did not 
include detailed documentation supporting a $10,507.46 expenditure.  

Cause FDCF management indicated that documentation was not available due to staff 
transition.  

Effect Absent appropriate supporting documentation, expenditures may be subject to 
disallowance by the United States Department of Housing and Urban 
Development. 

Recommendation We recommend that the FDCF enhance controls to ensure that all ESGP 
expenditures are supported by adequate documentation. 

State Entity Response Regarding Emergency Solutions Grant Program (ESGP) expenditures that did 
not include appropriate supporting documentation, the Department concurs.  
Prior to the audit review of the ESGP, the Department implemented process 
improvements to include the following: 

• Centralized the Homelessness Contract Managers to Headquarters 
under one supervisor in April 2021. 

• Required the use of a unified contract file as a central repository for all 
contract files (and supporting documentation) in July 2021, with all contract file 
migrations completed in November 2021. 

Effective with the centralization of the Homelessness Contract Managers, all 
Homelessness Contract Managers have the same contract administrator who 
monitors compliance with the annual contract file review process.  These 
measures ensure ESGP expenditures have appropriate supporting 
documentation. 
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U.S. DEPARTMENT OF LABOR 

Finding Number 2021-014 
Assistance Listing Number 17.225 (Includes COVID-19 Awards) 

17.258, 17.259, and 17.278  
Assistance Listing Program 

Title 
Unemployment Insurance (UI) and Workforce Innovation and Opportunity 
Act (WIOA) Cluster 

Compliance Requirement Activities Allowed or Unallowed, Matching, Level of Effort, Earmarking, and 
Reporting  

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

UI-32833-19-60-A-12 2019, UI-34490-20-60-A-12 2020, AA-30737-17-55-A-12 
2017, AA-32210-18-55-A-12 2018, AA-33223-19-55-A-12 2019, AA-34762-20-
55-A-12 2020, and AA-36313-21-55-A-12 2021 

Statistically Valid Sample No 
Finding Type Significant Deficiency 
  
Finding The FDEO did not always timely deactivate the Subrecipient Enterprise Resource 

Application (SERA) user accounts assigned to employees who separated from 
FDEO employment. 

Criteria Florida Department of Management Services Rule 60GG-2.003(1)(a)8., Florida 
Administrative Code – State agencies are required to ensure information 
technology (IT) access privileges are removed when access to an IT resource is 
no longer required.  Prompt action is necessary to ensure that the access 
privileges are not misused by former employees, former contractors, or others to 
compromise data or IT resources. 

Condition The FDEO uses SERA to manage, compile, and report financial and 
programmatic data required by Federal grantor agencies.  Our review of SERA 
user access records for 11 SERA users who separated from FDEO employment 
during the 2020-21 fiscal year disclosed that the FDEO did not timely deactivate 
the access privileges for 6 of the SERA users.  Specifically, the users’ access 
privileges were deactivated 3 to 72 business days (an average of 30 business 
days) after the users separated from FDEO employment.  Notwithstanding the 
untimely deactivation of access privileges, our audit tests disclosed that none of 
the 6 user accounts were used to access SERA subsequent to the users’ 
employment separation dates.  

Cause FDEO management indicated that delays in deactivating the users’ access 
privileges were due to requests not being immediately submitted to a SERA 
administrator upon the users’ separation from FDEO employment.  

Effect Timely deactivation of IT user access privileges limits the potential for 
unauthorized disclosure, modification, or destruction of FDEO data and  
IT resources by former employees or others. 

Recommendation We recommend that FDEO management enhance controls to ensure that SERA 
user access privileges are deactivated immediately upon a user’s separation from 
FDEO employment. 

State Entity Response This finding has been fully corrected. The Department updated its procedures to 
ensure that SERA administrators will be notified of employee separations when 
they occur to allow for immediate termination of access. 
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U.S. DEPARTMENT OF LABOR 

Finding Number 2021-015 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)   

17.258, 17.259, and 17.278 
Assistance Listing Program 

Title 
Unemployment Insurance (UI) and Workforce Innovation and Opportunity 
Act (WIOA) Cluster 

Compliance Requirement Activities Allowed or Unallowed, Matching, Level of Effort, Earmarking, and 
Reporting  

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

UI-32833-19-60-A-12 2019, UI-34490-20-60-A-12 2020, AA-30737-17-55-A-12 
2017, AA-32210-18-55-A-12 2018, AA-33223-19-55-A-12 2019, AA-34762-20-
55-A-12 2020, and AA-36313-21-55-A-12 2021 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding Certain security controls related to user authentication for the Subrecipient 

Enterprise Resource Application (SERA) need improvement to ensure the 
confidentiality, integrity, and availability of SERA data and related information 
technology (IT) resources. 

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDEO uses SERA to manage, compile, and report financial and 
programmatic data required by Federal grantor agencies.  Our audit disclosed 
that certain security controls related to SERA user authentication need 
improvement.  We are not disclosing the specific details of the issues in this report 
to avoid the possibility of compromising SERA data and related IT resources.  
However, we have notified appropriate FDEO management of the specific issues. 

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising SERA data or related IT resources. 

Effect Appropriate user authentication controls for SERA are necessary to decrease the 
risk that unauthorized individuals may gain access to the system and compromise 
the confidentiality, integrity, and availability of SERA data and related  
IT resources. 

Recommendation We recommend that FDEO management improve certain security controls 
related to SERA user authentication to ensure the confidentiality, integrity, and 
availability of SERA data and related IT resources. 

State Entity Response This finding has been fully corrected. In February 2022, the Department 
enhanced user authentication controls which have been implemented in 
Subrecipient Enterprise Resource Application (SERA) to address this finding. The 
Department will disclose additional information upon request to protect the 
confidential nature of SERA data or related IT resources. 
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U.S. DEPARTMENT OF LABOR 

Finding Number 2021-016 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)   

17,258, 17.259, and 17.278 
Assistance Listing Program 

Title 
Unemployment Insurance (UI) and Workforce Innovation and Opportunity 
Act (WIOA) Cluster 

Compliance Requirement Reporting and Special Tests and Provisions - UI Reemployment Programs: 
Worker Profiling and Reemployment Services (WPRS) and Reemployment 
Services and Eligibility Assessments (RESEA) 

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

UI-32833-19-60-A-12 2019, UI-34490-20-60-A-12 2020, AA-30737-17-55-A-12 
2017, AA-32210-18-55-A-12 2018, AA-33223-19-55-A-12 2019, AA-34762-20-
55-A-12 2020, and AA-36313-21-55-A-12 2021 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding Certain security controls related to user authentication for the Employ Florida (EF) 

system need improvement to ensure the confidentiality, integrity, and availability 
of EF system data and related information technology (IT) resources. 

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDEO uses the EF system for case management and for the referral of  
UI claimants to local workforce boards for reemployment assistance services.  
Our audit disclosed that certain security controls related to EF system user 
authentication need improvement.  We are not disclosing the specific details of 
the issues in this report to avoid the possibility of compromising EF system data 
and related IT resources.  However, we have notified appropriate FDEO 
management of the specific issues. 

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising EF system data or related IT resources. 

Effect Appropriate user authentication controls for the EF system are necessary to 
decrease the risk that unauthorized individuals may gain access to the system 
and compromise the confidentiality, integrity, and availability of EF system data 
and related IT resources. 

Recommendation We recommend that FDEO management improve certain security controls 
related to EF system user authentication to ensure the confidentiality, integrity, 
and availability of EF system and related IT resources. 

State Entity Response This finding was fully corrected in February 2022. The Department has updated 
the internal controls related to granting access and privileges to the Employ 
Florida system. The Internal Security Unit (ISU) now routes all requests to the 
Bureau of One-Stop and Program Support (OSPS) for review prior to granting 
access. OSPS will review all new staff accounts or modifications to staff privileges 
(both internal and external) and upon approval, will send the recommendation to 
the ISU for what access and roles are approved. This will allow the program area 
to better control who has access to certain high-risk areas of Employ Florida and 
in turn, provide greater data integrity to the system.  Additionally, the Department 
has initiated the enterprise Identity and Access Management (IAM) project for all 
Department applications and will prioritize the Employ Florida system to be the 
addressed early in the project.  
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U.S. DEPARTMENT OF LABOR 

Finding Number 2021-017 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)   

17,258, 17.259, and 17.278 
Assistance Listing Program 

Title 
Unemployment Insurance (UI) and Workforce Innovation and Opportunity 
Act (WIOA) Cluster  

Compliance Requirement Reporting and Special Tests and Provisions - UI Reemployment Programs: 
Worker Profiling and Reemployment Services (WPRS) and Reemployment 
Services and Eligibility Assessments (RESEA)  

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

UI-32833-19-60-A-12 2019, UI-34490-20-60-A-12 2020, , AA-30737-17-55-A-12 
2017, AA-32210-18-55-A-12 2018, AA-33223-19-55-A-12 2019, AA-34762-20-
55-A-12 2020, and AA-36313-21-55-A-12 2021 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding The FDEO did not complete the July through December 2020 Employ Florida 

(EF) system user access privilege review or always timely deactivate EF system 
user accounts for employees who separated from FDEO employment. 

Criteria Florida Department of Management Services Rule 60GG-2.003(1), Florida 
Administrative Code – Agency information owners are to review access rights 
(privileges) periodically based on system categorization or assessed risk and 
ensure that information technology (IT) access is removed when access to the  
IT resource is no longer required.  

Periodic reviews of access privileges help ensure that only authorized users have 
access and that the access privileges provided to each account remain 
appropriate.  An effective periodic review consists of identifying the current 
access privileges of system users and services and evaluating the assigned 
access privileges to ensure that they align with user job responsibilities. 

Condition The FDEO uses the EF system for case management and for the referral of  
UI claimants to local workforce boards for reemployment assistance services.  To 
obtain an understanding of FDEO user access privilege review processes for the 
EF system, we inquired of FDEO management who indicated that, for the 
semiannual user access review conducted for the period July through  
December 2020, the FDEO did not follow up with supervisors who did not respond 
to the review request.  Consequently, FDEO records did not evidence a complete 
periodic review of EF system user access privileges. 

In addition, our review of EF system user access records for ten EF system users 
whose access privileges were deactivated during the 2020-21 fiscal year 
disclosed that the FDEO did not timely deactivate the access privileges for  
four of the EF system users.  Specifically, the users’ access privileges were 
deactivated 8 to 36 business days (an average of 23 business days) after the 
users separated from FDEO employment.  Notwithstanding the untimely 
deactivation of access privileges, our audit tests disclosed that none of the  
four user accounts were used to access the EF system subsequent to the users’ 
separation dates.  

Cause FDEO management indicated that, due to an increased workload and limited 
resources caused by COVID-19, the FDEO was unable to follow-up with 
supervisors who did not respond to the user access review request.  In addition, 
FDEO management indicated that the untimely deactivation of EF system access 
privileges was due to supervisors not submitting the required forms to request the 
deactivation of EF system access for those employees.  

Effect Periodic reviews of IT user access privileges and prompt deactivation of user 
access privileges upon an employee’s separation from FDEO employment 
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provides FDEO management assurance that user access privileges are 
authorized and remain appropriate.  Additionally, timely deactivation of IT user 
access privileges limits the potential for unauthorized disclosure, modification, or 
destruction of FDEO data and IT resources by former employees or others. 

Recommendation We recommend that FDEO management ensure that periodic reviews of  
EF system user access privileges are adequately performed and documented in 
FDEO records.  We also recommend that FDEO management enhance controls 
to ensure that EF system user access privileges are deactivated immediately 
upon a user’s separation from FDEO employment. 

State Entity Response The Department concurs with the finding; however, progress has been made. The 
Department is developing an electronic checklist to be completed in April 2022. 
The checklist will be audited on a quarterly basis to review the Employ Florida 
system access and privileges beginning with tasks completed in FY 21-22, 
quarter 3.  Division leadership will be included in the process workflow to ensure 
local workforce development board leadership accountability.   In addition, the 
Department will provide training to all Employ Florida Admin users to ensure they 
understand the expectations of timely deactivation of users accounts upon 
separation from the Department or a Local Workforce Development Board. The 
training module will be completed in June 2022 and will be incorporated in 
onboarding and provided online to all local workforce development board and 
state admin users. Additionally, the Department has initiated the enterprise 
Identity and Access Management (IAM) project for all agency applications and 
will prioritize the Employ Florida system to be the addressed early in the project. 
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-018 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Unemployment Insurance (UI) 

Compliance Requirement Activities Allowed or Unallowed, Eligibility, Reporting, and Special Tests and 
Provisions – UI Benefit Payments, UI Program Integrity – Overpayments and UI 
Reemployment Programs:  Worker Profiling and Reemployment Services 
(WPRS) and Reemployment Services and Eligibility Assessments (RESEA)  

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-008 
  
Finding In our information technology (IT) operational audit report titled Reemployment 

Assistance Claims and Benefits Information System (CONNECT), dated  
March 2021, we noted in Finding 1 that the FDEO continued to lack processes 
and procedures for identifying, analyzing, and correcting technical system errors 
and other Reemployment Assistance Claims and Benefits Information System 
(RA System) defects that prevent or hinder the processing of RA System data.  
As of June 2021, the FDEO had not corrected the identified deficiencies.  

Criteria Application controls include processes established to prevent or minimize 
interruption to critical systems and ensure system availability.  Effective 
application controls include a process for gathering information on system 
defects, including technical system errors and processing exceptions, and 
performing root cause analysis of potential underlying system defects to facilitate 
the timely adjustment of procedures and automated controls to prevent future 
technical system errors and processing exceptions.  Analyzing technical system 
errors and processing exceptions is crucial to determining the number of errors 
and exceptions, types of errors and exceptions, and trends to facilitate the 
correction of system defects. 

Condition The FDEO processes all UI benefit payment transactions through the RA System, 
a Web-based claims management system that allows UI claimants to apply for 
weekly UI benefits, monitor their accounts, and communicate with FDEO staff.  
The RA System also allows employers and third parties to manage UI claims and 
appeals, update and monitor UI accounts, and communicate with FDEO staff.  
The RA System is designed to be used by FDEO staff to evaluate claims 
information, authorize and process payments, adjudicate issues, and maintain 
claimant and employer data.  According to FDEO FLAIR records, during the  
2020-21 fiscal year, the FDEO expended approximately $17.6 billion for  
UI benefits. 

As part of our IT operational audit, we conducted inquiries of FDEO management 
and staff and examined FDEO records to evaluate FDEO processes for 
identifying, analyzing, and correcting technical system errors and other RA 
System defects.  Our IT operational audit disclosed that the RA System has 
experienced technical system errors and other defects as far back as 2014 and, 
as of September 11, 2020, there were 742 outstanding defect tickets related to 
technical system errors and other RA System defects that at times prevented RA 
claimants from either logging on to the system, successfully submitting RA claims, 
or receiving accurate payments.  While the FDEO recorded the issues in defect 
tickets, the FDEO still had not established procedures to analyze the defect 
tickets and gain an understanding of error frequency, error spike rates, shared 
commonalities, potential aggregate criticality, or total number of users affected.  
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According to FDEO management, the FDEO had not corrected the identified 
deficiencies and estimated that corrective action would be implemented by 
September 2022.  Consequently, the uncorrected deficiencies remained a 
significant deficiency for the 2020-21 fiscal year.  

Cause The FDEO purchased a performance monitoring tool in July 2020 to monitor 
application performance and facilitate analyses of RA System errors, including 
application mapping, dynamic baselining, and program code-level diagnostics.  
According to FDEO management, while configuration of the performance 
monitoring tool was completed in September 2020 and FDEO staff were using 
the tool to identify RA System errors, implementation of the tool was still in 
progress and procedures for using the tool had not been developed due to other 
priorities. 

Effect Identifying, analyzing, and correcting technical system errors and other RA 
System defects would ensure that technical system errors and other defects are 
timely resolved, the RA System is available, and processing is not hindered.  

Recommendation We recommend that FDEO management establish documented processes and 
procedures for identifying, analyzing, and correcting technical system errors and 
other RA System defects. 

State Entity Response The Department concurs with the finding; however, progress has been made. In 
April 2021, all training and implementation tasks of the Department’s application 
performance monitoring tool were completed. This tool, along with other 
application logging tools, is used by developers and operations staff to monitor 
and analyze code performance of the Reemployment Assistance Claims and 
Benefits Information System. Additionally, in February 2022, the Department 
implemented the "Reemployment Assistance Work Effort Priority, Release, and 
Deployment Process," which establishes procedures for identifying, analyzing, 
prioritizing, and correcting technical system errors and defects for continuous 
modernization.  

In July 2021, the Department initiated a two-year Reemployment Assistance 
Modernization Program to implement immediate system performance and 
functional improvement needs while positioning the Department with a secure, 
scalable, and sustainable system architecture and agile support processes. 
Technical system errors and defects related to application edit checks will be 
resolved through the Reemployment Assistance Help Center, Incremental 
Customer Experience/User Experience Mobile-Responsive Software 
Transformation, and Rules Engine projects. Errors and defects related to 
business rule implementation will be resolved through the Business Process 
Optimization and Rules Engine projects. Errors and defects related to system 
load capacity and batch processing will be resolved through the Cloud Migration 
and Data Warehouse projects. Application design documentation and 
development processes will be resolved through the System Development 
Lifecycle (SDLC) - DevOps project. The Department anticipates these projects 
will be completed in June 2023.       
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-019 
Assistance Listing Number 17.225 (Includes COVID-19 Awards) 
Assistance Listing Program 

Title 
Unemployment Insurance (UI) 

Compliance Requirement Activities Allowed or Unallowed, Eligibility, Reporting, and Special Tests and 
Provisions – UI Benefit Payments, UI Program Integrity – Overpayments, and UI 
Reemployment Programs:  Worker Profiling and Reemployment Services 
(WPRS) and Reemployment Services and Eligibility Assessments (RESEA) 

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-009 
  
Finding In our information technology (IT) operational audit report titled Reemployment 

Assistance Claims and Benefits Information System (CONNECT), dated  
March 2021, we noted in Finding 2 that Reemployment Assistance Claims and 
Benefits Information System (RA System) application edits for postmark dates 
and related date sequencing continue to need improvement.  As of June 2021, 
the FDEO had not corrected the identified deficiencies.  

Criteria Effective application controls include edits to reasonably ensure that data is valid 
and recorded in the proper format and include field format controls, required field 
controls, limit and reasonableness controls, valid combination of related data field 
values, and master file matching.  

Condition The FDEO processes all UI benefit payment transactions through the RA System, 
a Web-based claims management system that allows UI claimants to apply for 
weekly UI benefits, monitor their accounts, and communicate with FDEO staff.  
The RA System also allows employers and third parties to manage UI claims and 
appeals, update and monitor UI accounts, and communicate with FDEO staff.  
The RA System is designed to be used by FDEO staff to evaluate claims 
information, authorize and process payments, adjudicate issues, and maintain 
claimant and employer data.  According to FDEO FLAIR records, during the  
2020-21 fiscal year, the FDEO expended approximately $17.6 billion for  
UI benefits. 

As part of our IT operational audit, we conducted inquiries of FDEO management 
and staff and examined FDEO records to evaluate the adequacy of application 
edits over received and postmark dates and related date sequencing in the RA 
System.  Our examination of defect tickets and related documentation found that, 
while the FDEO had made progress in correcting many of the identified date 
errors, on March 13, 2020, the FDEO identified another date sequencing error 
that would allow a user to enter a future date in the Date Postmarked field.  
According to FDEO management, due to the COVID-19 pandemic and the 
implementation of new Federal programs, the FDEO prioritized other items for 
corrective action.  Consequently, the uncorrected deficiencies remained a 
significant deficiency for the 2020-21 fiscal year.  

Cause According to FDEO management, while a new defect ticket had been created to 
correct the date sequencing error, work to correct the defect had not begun 
because of other priorities in response to the COVID-19 pandemic. 

Effect Absent adequate RA System application edits, the risk is increased that the 
appropriateness of claims, benefit payments, and employer chargeability may be 
compromised, and benefit payments and employer charges may be based on 
incorrect information.  



Report No. 2022-189 
March 2022 Page 43 

Recommendation We recommend that FDEO management continue to improve application edits to 
ensure the accuracy and integrity of postmark dates and related date sequencing 
in the RA System. 

State Entity Response The Department concurs with the finding; however, progress has been made. In 
July 2021, the Department initiated a two-year Reemployment Assistance 
Modernization Program to implement immediate system performance and 
functional improvement needs while positioning the Department with a secure, 
scalable, and sustainable system architecture and agile support processes. 
Technical system errors and defects related to application edit checks will be 
resolved through the Incremental Customer Experience/User Experience Mobile-
Responsive Software Transformation (CX/UX) project, which also includes the 
Business Process Optimization (BPO) project.  

BPO will reengineer business processes to promote efficiency and accuracy and 
develop technical requirements for the CX/UX project. In February 2022, the 
Department held the first of several BPO workshops to identify and analyze 
existing business processes and technical requirements. These workshops will 
be conducted through August 2022 and target state business processes and 
technical requirements are anticipated to be completed as follows: Core Claims 
and Claim Status by May 2022, Continued Claims by May 2022, Employers and 
Third-Party Administrators by July 2022, Initial Claims by July 2022, and all other 
requirements by August 2022.  

The Department anticipates implementing the CX/UX project in four phases, 
which are anticipated to be completed as follows: Core Claims and Claim Status 
by March 2023, Continued Claims by April 2023, Employers and Third-Party 
Administrators by May 2023, and Initial Claims by June 2023. These projects are 
anticipated to be completed in June 2023.    
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-020 
Assistance Listing Number 17.225 (Includes COVID-19 Awards) 
Assistance Listing Program 

Title 
Unemployment Insurance (UI) 

Compliance Requirement Activities Allowed or Unallowed, Eligibility, Reporting, and Special Tests and 
Provisions – UI Benefit Payments, UI Program Integrity – Overpayments, and UI 
Reemployment Programs:  Worker Profiling and Reemployment Services 
(WPRS) and Reemployment Services and Eligibility Assessments (RESEA) 

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-010 
  
Finding In our information technology (IT) operational audit report titled Reemployment 

Assistance Claims and Benefits Information System (CONNECT), dated  
March 2021, we noted in Finding 3 that procedures for document intake, indexing, 
and tracking processes continue to need improvement to ensure that all 
documents received for processing in the Reemployment Assistance Claims and 
Benefits Information System (RA System) are timely and accurately indexed to 
the appropriate claimant, claim, and claim issue.  As of June 2021, the FDEO had 
not corrected the identified deficiencies. 

Criteria Effective input controls include procedures that provide reasonable assurance 
that all inputs into the application have been authorized, accepted for processing, 
and accounted for and any missing or unaccounted for source documents or input 
files have been identified and investigated.  As part of the claimant application 
process, claimants, employers, and third parties may be required to submit 
certain documents and information to the FDEO or respond to fact-finding 
documents issued by the FDEO.  Response due dates are determined by the RA 
System or FDEO staff based on the document type.  For appropriate processing, 
documents and information received by the FDEO should be timely linked 
(indexed) to the appropriate claimant, claim, and claim issue to avoid 
unnecessary delays or cause the system to inappropriately process a claim or 
claim issue without consideration of documentation received but not yet indexed 
or processed. 

Condition The FDEO processes all UI benefit payment transactions through the RA System, 
a Web-based claims management system that allows UI claimants to apply for 
weekly UI benefits, monitor their accounts, and communicate with FDEO staff.  
The RA System also allows employers and third parties to manage UI claims and 
appeals, update and monitor UI accounts, and communicate with FDEO staff.  
The RA System is designed to be used by FDEO staff to evaluate claims 
information, authorize and process payments, adjudicate issues, and maintain 
claimant and employer data.  According to FDEO FLAIR records, during the  
2020-21 fiscal year, the FDEO expended approximately $17.6 billion for  
UI benefits.  

As part of our IT operational audit, we conducted inquiries of FDEO management 
and staff and examined FDEO records to evaluate the adequacy of RA System 
document intake and indexing processes.  Our inquiries found that the FDEO 
lacked procedures that provide reasonable assurance that all received 
documents are timely and accurately indexed to the appropriate claimant, claim, 
and claim issue, including procedures for reconciling documents received through 
the intake mail and fax process to documents indexed to the claimant, claim, and 
claim issue in the RA System.  We also noted that documents received by the 
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FDEO missing the information necessary for proper indexing were saved for 
future investigation but were ultimately purged after 30 days of unsuccessful 
research, and that the lack of procedures prevented the FDEO from 
demonstrating that appropriate research efforts were conducted prior to purging 
the documents.  According to FDEO management, although the FDEO had 
implemented staff training to remedy some of the procedural issues noted, this 
finding had not been corrected as of June 2021.  Consequently, the uncorrected 
deficiencies remained a significant deficiency for the 2020-21 fiscal year. 

Cause FDEO management indicated that a myriad of indexing issues continued because 
of a defect in the RA System core component program code and limitations in the 
functionality of the barcode reading software.  Additionally, over time, the FDEO 
has lost key staff with institutional knowledge of the RA System core component 
program code, further limiting management’s ability to correct the processing 
defects.  

Effect The lack of adequate procedures for document intake, indexing, and tracking 
processes, and the limitations of the RA System and barcode reading software, 
limit FDEO management’s assurance that all documents received for processing 
in the RA System are investigated and timely and accurately indexed to the 
appropriate claimant, claim, and claim issue.  Such limitations also increase the 
risk of inaccurate claim determinations that may result in erroneous benefit 
payments and employer charges. 

Recommendation We recommend that FDEO management improve procedures for document 
intake, indexing, and tracking processes and improve RA System barcode 
reading software functionality to ensure that all documents received for 
processing in the RA System are timely and accurately indexed to the appropriate 
claimant, claim, and claim issue. 

State Entity Response The Department concurs with the finding; however, progress has been made. The 
Department implemented new scanning and indexing technology in September 
2020 and is updating the Department's Standard Operating Procedures (SOP) 
for scanning and indexing to include confirming receipt, research, and appropriate 
placement of the document before being purged through the Reemployment 
Assistance Modernization Program's Business Process Optimization project. The 
Department anticipates implementing the SOP in December 2022. The 
Department has also implemented new processes for individuals providing 
documents through the Reemployment Assistance Modernization's 
Reemployment Assistance Help Center project. Through the Reemployment 
Assistance Help Center, individuals can provide documentation that will be stored 
and linked to their user account through a secure interface. Further improvements 
to document intake, indexing, and tracking will be made through the 
Reemployment Assistance Modernization Program's Incremental Customer 
Experience/User Experience Mobile-Responsive Software Transformation 
project. These projects are anticipated to be completed in June 2023.   
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-021 
Assistance Listing Number 17.225 (Includes COVID-19 Awards) 
Assistance Listing Program 

Title 
Unemployment Insurance (UI) 

Compliance Requirement Activities Allowed or Unallowed, Eligibility, Reporting, and Special Tests and 
Provisions – UI Benefit Payments, UI Program Integrity – Overpayments, and UI 
Reemployment Programs:  Worker Profiling and Reemployment Services 
(WPRS) and Reemployment Services and Eligibility Assessments (RESEA) 

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-011  
  
Finding In our information technology (IT) operational audit report titled Reemployment 

Assistance Claims and Benefits Information System (CONNECT), dated  
March 2021, we noted in Finding 4 that Reemployment Assistance Claims and 
Benefits Information System (RA System) processes related to system-generated 
claim issues continue to need improvement to ensure that claims are accurately 
and timely processed.  As of June 2021, the FDEO had not corrected the 
identified deficiencies. 

Criteria Transaction data processing controls include processes to ensure the 
completeness, accuracy, and validity of data as the data is processed within the 
application.  The RA System was designed to automatically generate issues for 
a claim during claims processing based on predefined parameters, and FDEO 
staff were responsible for resolving the identified claim issues to avoid a delay in 
eligibility determinations and benefit payments. 

Condition The FDEO processes all UI benefit payment transactions through the RA System, 
a Web-based claims management system that allows UI claimants to apply for 
weekly UI benefits, monitor their accounts, and communicate with FDEO staff.  
The RA System also allows employers and third parties to manage UI claims and 
appeals, update and monitor UI accounts, and communicate with FDEO staff.  
The RA System is designed to be used by FDEO staff to evaluate claims 
information, authorize and process payments, adjudicate issues, and maintain 
claimant and employer data.  According to FDEO FLAIR records, during the  
2020-21 fiscal year, the FDEO expended approximately $17.6 billion for  
UI benefits.  

As part of our IT operational audit, we evaluated the adequacy of RA System 
generation of claim issues controls and found that, while processing errors (e.g., 
system-generated claim issues were not generated, were not generated at the 
appropriate point in the claims process, or were generated when a claim issue 
was unnecessary) were identified as early as December 2014 and the FDEO had 
researched the processing errors for 6 years, an adequate solution had not been 
identified.   According to FDEO management, the FDEO had not corrected the 
identified deficiencies and estimated that corrective action would be implemented 
by June 2022.  Consequently, the uncorrected deficiencies remained a significant 
deficiency for the 2020-21 fiscal year. 

Cause FDEO management indicated that the processing errors were believed to be due 
to an RA System processing defect.  FDEO management further indicated that, 
prior to correcting the claims processing errors, additional analysis was required 
to identify and resolve the root cause of the processing errors.  While FDEO 
management planned to create a historical database table to record the claim 
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processing errors to aid in resolution, due to COVID-19 pandemic priorities, 
creation of the historical database table was postponed.  

Effect The appropriate generation of claim issues by the RA System would promote data 
completeness, accuracy, and validity and provide assurance that determination 
decisions are based on correct data and claims will be accurately and timely 
processed. 

Recommendation We recommend that FDEO management continue efforts to identify and correct 
RA System processes related to the appropriate generation of claim issues to 
ensure that claims are accurately and timely processed. 

State Entity Response The Department concurs with the finding; however, progress has been made. The 
Department acknowledges there was a temporary postponement in creating a 
historical database table. However, the Department resumed addressing this 
finding in May 2020 by implementing a new application performance monitoring 
tool that identifies and documents system-generated issues. The Department 
corrected system-generated errors in October 2020, December 2020, February 
2021, and April 2021 and will continue to document system-generated errors and 
evaluate necessary changes and procedures through the Reemployment 
Assistance Work Effort Priority, Release, and Deployment Process. The 
Reemployment Assistance Modernization Program's Incremental Customer 
Experience/User Experience Mobile-Responsive Software Transformation 
project will implement application edit checks to ensure that complete and 
accurate data are entered in the system, minimizing the creation of incorrect claim 
issues. These projects are anticipated to be completed in June 2023. 
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-022 
Assistance Listing Number 17.225  (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Unemployment Insurance (UI) 

Compliance Requirement Activities Allowed or Unallowed, Eligibility, Reporting, and Special Tests and 
Provisions – UI Benefit Payments, UI Program Integrity – Overpayments, and UI 
Reemployment Programs:  Worker Profiling and Reemployment Services 
(WPRS) and Reemployment Services and Eligibility Assessments (RESEA)  

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-012 
  
Finding In our information technology (IT) operational audit report titled Reemployment 

Assistance Claims and Benefits Information System (CONNECT), dated  
March 2021, we noted in Finding 5 that Reemployment Assistance Claims and 
Benefits Information System (RA System) processes related to the creation and 
distribution of claimant and employer claim notices continue to need improvement 
to ensure claim notices are timely distributed.  As of June 2021, the FDEO had 
not corrected the identified deficiencies. 

Criteria Effective application processing controls include controls for ensuring that data is 
processed completely and accurately and retains its validity during processing 
with minimal manual intervention.    

Section 443.151(2)(a), Florida Statutes – The FDEO must notify claimants and 
employers regarding monetary and nonmonetary determinations of eligibility.   

Section 443.151(3)(a), Florida Statutes – The FDEO shall promptly provide a 
notice of claim to the claimant’s most recent employing unit and all employers 
whose employment records are liable for benefits under the monetary 
determination.  The employer must respond to the notice of claim within 14 days 
after the mailing date of the notice, or in lieu of mailing, within 14 days after 
delivery of the notice.  If a contributing employer or its agent fails to timely or 
adequately respond to the notice of claim or request for information, the 
employer’s account may not be relieved of benefit charges. 

Section 443.151(5), Florida Statutes – The FDEO shall notify each employer who 
is liable for reimbursements in lieu of contributions for payment of the benefits at 
the address on file with the FDEO or its tax collection service provider, of the 
initial determination of the claim and must be given 10 days to respond.  A 
contributing employer who responds within the allotted time limit may not be 
charged for benefits paid under an erroneous determination if the decision is 
ultimately reversed. 

Condition The FDEO processes all UI benefit payment transactions through the RA System, 
a Web-based claims management system that allows UI claimants to apply for 
weekly UI benefits, monitor their accounts, and communicate with FDEO staff.  
The RA System also allows employers and third parties to manage UI claims and 
appeals, update and monitor UI accounts, and communicate with FDEO staff.  
The RA System is designed to be used by FDEO staff to evaluate claims 
information, authorize and process payments, adjudicate issues, and maintain 
claimant and employer data.  According to FDEO FLAIR records, during the  
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2020-21 fiscal year, the FDEO expended approximately $17.6 billion for  
UI benefits.  

As part of our IT operational audit, we conducted inquiries of FDEO management 
and staff and examined FDEO records to evaluate the adequacy of RA System 
application processing controls related to the distribution of claim notices.  While 
our audit procedures found that the FDEO had taken corrective action for a prior 
Fraud Initiative Rules and Rating Engine processing defect, other defects were 
not resolved because the necessary RA System corrections were significant and 
could negatively impact other RA System processes, including claims processing.  
The defects requiring improvement related to updating the status of resolved 
claim issues during nightly processing after a determination or redetermination 
was recorded so claimant and employer claim notices would be timely created 
and distributed and timely creating and distributing employer claim notices for 
claims determined to be monetarily eligible.  According to FDEO management, 
the FDEO had not corrected the identified deficiencies and estimated that 
corrective action would be implemented by June 2022.  Consequently, the 
uncorrected deficiencies remained a significant deficiency for the 2020-21 fiscal 
year.  

Cause According to FDEO management, while these defects had not been resolved and 
continued to intermittently occur, manual processes using scripts and reports had 
been implemented to help identify these claim notice defects.  

Effect Without appropriate application processing controls over the creation and timely 
distribution of claimant and employer claim notices, the FDEO cannot 
demonstrate compliance with State law and the risk is increased that claimants 
and employers may be denied due process or determination decisions may be 
made based on incorrect data, causing benefit payments and employer charges 
to be inappropriately processed. 

Recommendation We recommend that FDEO management continue efforts to correct RA System 
defects related to the creation and distribution of claimant and employer claim 
notices.  

State Entity Response The Department concurs with the finding; however, progress has been made. As 
of March 2022, the Department’s nightly batch processing is running on schedule 
to timely distribute claimant and employer claim notices. In May 2021, the 
Department developed an alert system to notify staff of deviations in the nightly 
batch schedule. In July 2021, the Department initiated a two-year Reemployment 
Assistance Modernization Program to implement immediate system performance 
and functional improvement needs while positioning the Department with a 
secure, scalable, and sustainable system architecture and agile support 
processes. The Reemployment Assistance Modernization Program's Cloud 
Migration project will reduce load on the existing system and create capacity for 
routine processes, such as batch processing. As part of the Reemployment 
Assistance Modernization Program, the System Development Lifecycle (SDLC) 
DevOps project will assist with resolution by optimizing and prioritizing batch 
processes. The Department has onboarded a technical writer to update and 
complete system documentation. These projects are anticipated to be completed 
in June 2023. 
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-023 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Unemployment Insurance (UI)  

Compliance Requirement Activities Allowed or Unallowed, Eligibility, Reporting, and Special Tests and 
Provisions – UI Benefit Payments, UI Program Integrity – Overpayments, and UI 
Reemployment Programs:  Worker Profiling and Reemployment Services 
(WPRS) and Reemployment Services and Eligibility Assessments (RESEA) 

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-013 
  
Finding In our information technology (IT) operational audit report titled Reemployment 

Assistance Claims and Benefits Information System (CONNECT), dated  
March 2021, we noted in Finding 6 that processing defects related to claimant 
benefit payments, claimant overpayments, and employer charges still exist in the 
Reemployment Assistance Claims and Benefits Information System 
(RA System).  As of June 2021, the FDEO had not corrected the identified 
deficiencies.  

Criteria Automated application controls promote the consistent treatment of data and help 
ensure that data processing consistently adheres to management’s intention and 
requirements.  Information systems process groups of identical transactions 
similarly; therefore, any inaccuracies arising from erroneous computer 
programming or design will occur consistently in similar transactions. 

Condition The FDEO processes all UI benefit payment transactions through the RA System, 
a Web-based claims management system that allows UI claimants to apply for 
weekly UI benefits, monitor their accounts, and communicate with FDEO staff.  
The RA System also allows employers and third parties to manage UI claims and 
appeals, update and monitor UI accounts, and communicate with FDEO staff.  
The RA System is designed to be used by FDEO staff to evaluate claims 
information, authorize and process payments, adjudicate issues, and maintain 
claimant and employer data.  According to FDEO FLAIR records, during the  
2020-21 fiscal year, the FDEO expended approximately $17.6 billion for  
UI benefits.  

To evaluate the adequacy of RA System application processing controls in 
preventing overpayments and erroneous charges, as part of our IT operational 
audit, we conducted inquiries of FDEO management and staff and examined 
FDEO records.  Our examination of FDEO defect tickets found that the FDEO 
opened a high priority defect ticket for a defect detected on March 13, 2015, 
related to the creation of an uncollectable claimant overpayment.  This defect 
erroneously increases the claimant’s available balance by the amount of the 
overpayment, permitting the claimant to collect the amount of the overpayment 
twice.  While the defect ticket has been intermittently worked on since  
March 2015, and the severity level was changed to severe in February 2018, the 
last action taken was in April 2019, and the defect ticket remained open (in 
process) as of January 2021.  Additionally, we noted other defect tickets for 
erroneous employer charges caused by claimant overpayments that were 
created in 2018 and remained unresolved as of January 2021.  Although we 
inquired, FDEO management was unable to provide records demonstrating the 
monetary impact of the overpayment defect and the related employer charge 
errors.  According to FDEO management, the FDEO had not corrected the 
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identified deficiencies and estimated that corrective action would be implemented 
by June 2022.  Consequently, the uncorrected deficiencies remained a significant 
deficiency for the 2020-21 fiscal year. 

Cause According to FDEO management, while processes and reports existed to help 
identify and manually correct claimant overpayments and erroneous employer 
charges, processing defects in the RA System continue to cause errors, resulting 
in inaccurate claimant benefit payments and employer charges.  FDEO 
management further indicated that, due to the large-scale effort and extensive 
changes necessary to the RA System core component program code to resolve 
these defects, changes had not been implemented and a resolution date had not 
been determined. 

Effect Effective system controls that promote the consistent and accurate processing of 
data would prevent inaccurate claimant benefit payments and erroneous 
employer charges that may affect the integrity of RA System data. 

Recommendation We recommend that FDEO management correct the RA System processing 
defects related to claimant benefit payments, claimant overpayments, and 
employer charges. 

State Entity Response The Department concurs with the finding; however, progress has been made. In 
July 2021, the Department initiated a two-year Reemployment Assistance 
Modernization Program to implement immediate system performance and 
functional improvement needs while positioning the Department with a secure, 
scalable, and sustainable system architecture and agile support processes. 
Technical system errors and defects related to application edit checks will be 
resolved through the Incremental Customer Experience/User Experience Mobile-
Responsive Software Transformation (CX/UX) project, which also includes the 
Business Process Optimization (BPO) project. BPO will reengineer business 
processes to promote efficiency and accuracy and develop technical 
requirements for the CX/UX project.  In February 2022, the Department held the 
first of several BPO workshops to identify and analyze existing business 
processes and technical requirements. These workshops will be conducted 
through August 2022 and target state business processes and technical 
requirements are anticipated to be completed as follows: Core Claims and Claim 
Status by May 2022, Continued Claims by May 2022, Employers and Third-Party 
Administrators by July 2022, Initial Claims by July 2022, and all other processes 
by August 2022.  

The Department anticipates implementing the CX/UX project in four phases, 
which are anticipated to be completed as follows: Core Claims and Claim Status 
by March 2023, Continued Claims by April 2023, Employers and Third-Party 
Administrators by May 2023, and Initial Claims by June 2023. 

Application design documentation and development processes will be resolved 
through the System Development Lifecycle (SDLC) - DevOps project. The 
Department anticipates these projects will be completed in June 2023. 
Additionally, the Department has implemented the "Reemployment Assistance 
Work Effort Priority, Release, and Deployment Process," which establishes 
procedures for identifying, analyzing, prioritizing, and correcting technical system 
errors and defects for continuous modernization. The Department anticipates 
developing requirements to address any remaining components of this finding 
beginning in July 2023 against the newly implemented business processes and 
modernized Reemployment Assistance Claims and Benefits Information System. 
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-024 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Unemployment Insurance (UI) 

Compliance Requirement Activities Allowed or Unallowed, Eligibility, Reporting, and Special Tests and 
Provisions – UI Benefit Payments, UI Program Integrity – Overpayments, and UI 
Reemployment Programs:  Worker Profiling and Reemployment Services 
(WPRS) and Reemployment Services and Eligibility Assessments (RESEA) 

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-014 
  
Finding In our information technology (IT) operational audit report titled Reemployment 

Assistance Claims and Benefits Information System (CONNECT), dated  
March 2021, we noted in Finding 7 that language translations for Reemployment 
Assistance Claims and Benefits Information System (RA System) claimant 
communications continue to need improvement.  As of June 2021, the FDEO had 
not corrected the identified deficiencies. 

Criteria Effective application output controls ensure effective and timely distribution of 
correspondence from the system, including providing accurate and sufficient 
information to system users to facilitate timely and effective communication. 

Section 443.151(8)(a) and (c), Florida Statutes – The FDEO is to provide printed 
bilingual instructional and educational materials in the appropriate language in 
those counties in which 5 percent or more of the households in the county are 
classified as a single-language minority and develop estimates of the 
percentages of single-language minority households for each county by using 
data from the United States Bureau of the Census (Census Bureau). 

Based on the Census Bureau’s 2014 American Community Survey, the FDEO 
identified Spanish and Haitian Creole as the primary languages spoken by 
Limited English Proficiency (LEP) individuals residing in the State.  The FDEO 
also determined that Spanish and Haitian Creole were the two significant 
languages spoken by LEP individuals accessing reemployment services and, as 
such, the FDEO’s LEP Plan specified that the entire RA System was to be 
available in Spanish and Haitian Creole. 

Condition The FDEO processes all UI benefit payment transactions through the RA System, 
a Web-based claims management system that allows UI claimants to apply for 
weekly UI benefits, monitor their accounts, and communicate with FDEO staff.  
The RA System also allows employers and third parties to manage UI claims and 
appeals, update and monitor UI accounts, and communicate with FDEO staff.  
The RA System is designed to be used by FDEO staff to evaluate claims 
information, authorize and process payments, adjudicate issues, and maintain 
claimant and employer data.  According to FDEO FLAIR records, during the  
2020-21 fiscal year, the FDEO expended approximately $17.6 billion for  
UI benefits.  

As part of our IT operational audit, we conducted inquiries of FDEO management 
and staff and examined the RA System program code changes implemented to 
correct the language translation errors on forms and claimant documents and the 
RA System error messages and found that, while the FDEO had corrected the 
previously identified RA System language translation errors and error messages, 
certain RA System claimant screens and the Notice of Hearing document were 
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not translated to the claimant’s primary language of Spanish or Haitian Creole as 
required by State law and the LEP Plan.  According to FDEO management, while 
the FDEO had initiated a multi-phase project to correct the identified deficiencies, 
corrective action had not been implemented due to the COVID-19 pandemic and 
the completion of other priorities.  Consequently, the uncorrected deficiencies 
remained a significant deficiency for the 2020-21 fiscal year. 

Cause FDEO management indicated that, while the claimant screens and the Notice of 
Hearing document had not been translated when the RA System was initially 
designed, a defect ticket was established to accumulate, and later group into 
multiple work units, a list of all claimant screens that potentially needed to be 
translated into Spanish or Haitian Creole and another defect ticket was 
established to address translating the Notice of Hearing document.  Although the 
defect tickets had been established, the defect tickets were pending assignment 
to a programmer due to COVID-19 pandemic priorities.  

Effect Without accurate bilingual claimant communications as required by State law and 
the LEP Plan, language barriers may exist that limit claimant access to 
reemployment assistance benefits.  

Recommendation We recommend that FDEO management continue to improve language 
translation for RA System claimant communications to ensure compliance with 
State law and the LEP Plan. 

State Entity Response The Department concurs with the finding; however, progress has been made. The 
Department is prioritizing the improvement of language translations within the 
Reemployment Assistance Claims and Benefits Information System. As the 
Department continues to address and correct this finding,  it is actively providing 
alternate pathways to assist Limited English Proficient (LEP) speaking claimants. 
The Department previously initiated a multi-phased project to address this issue. 
Phase one, relating to monetary determination correspondence, was completed 
January 2020. Phase two, Claimant-Facing Screens, will be resolved during the 
Reemployment Assistance Modernization Program's Incremental Customer 
Experience/User Experience Mobile-Response Software Transformation Project, 
which is anticipated to be complete in June 2023. Phase three, Appeals Notice of 
Hearing correspondence, is in progress. To date, tickets for phase three have 
been logged, requirements for each correspondence notice are being defined and 
translated, and phase three is anticipated to be complete by June 2023.  During 
the implementation of phases two and three, the Department will log tickets and 
begin developing requirements for phase four, which relates to non-monetary 
determination correspondence. Following the implementation of phases two and 
three, which are anticipated to be complete by June 2023, the Department will 
begin implementation of phase four.   
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-025 
Assistance Listing Number 17.225 (Includes COVID-19 Awards) 
Assistance Listing Program 

Title 
Unemployment Insurance (UI) 

Compliance Requirement Activities Allowed or Unallowed, Eligibility, Reporting, and Special Tests and 
Provisions – UI Benefit Payments, UI Program Integrity – Overpayments, and UI 
Reemployment Programs:  Worker Profiling and Reemployment Services 
(WPRS) and Reemployment Services and Eligibility Assessments (RESEA) 

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-015 
  
Finding In our information technology (IT) operational audit report titled Reemployment 

Assistance Claims and Benefits Information System (CONNECT), dated  
March 2021, we noted in Finding 9 that FDEO password controls for RA System 
claimants continue to need improvement to ensure the confidentiality, integrity, 
and availability of Reemployment Assistance Claims and Benefits Information 
System (RA System) data and related IT resources.  As of June 2021, the FDEO 
had not corrected the identified deficiencies. 

Criteria Effective IT security controls include mechanisms, such as personal passwords, 
for authenticating a user’s identity to the system.  To reduce the risk of 
compromise, the confidentiality of a password is more effectively protected by 
requiring passwords to be at least eight characters in length and include the 
complexity of alphanumeric and special characters. 

Condition The FDEO processes all UI benefit payment transactions through the RA System, 
a Web-based claims management system that allows UI claimants to apply for 
weekly UI benefits, monitor their accounts, and communicate with FDEO staff.  
The RA System also allows employers and third parties to manage UI claims and 
appeals, update and monitor UI accounts, and communicate with FDEO staff.  
The RA System is designed to be used by FDEO staff to evaluate claims 
information, authorize and process payments, adjudicate issues, and maintain 
claimant and employer data.  According to FDEO FLAIR records, during the  
2020-21 fiscal year, the FDEO expended approximately $17.6 billion for  
UI benefits. 

As part of our IT operational audit, we conducted inquiries of FDEO management 
and staff and examined RA System claimant logon screens and related 
documentation to evaluate the adequacy of password length and complexity 
requirements for claimants in the RA System.  We found that the RA System 
allowed claimants to use a four-digit numeric password (PIN) to authenticate to 
the RA System.  As such, the RA System password settings did not require a 
minimum password length of eight characters or enforce complexity 
requirements, such as the use of upper or lower-case letters or special 
characters, to help prevent the password from being easily guessed.  According 
to FDEO management, while the FDEO was working to establish a new 
authentication method for the RA System, FDEO management estimated that 
corrective action would not be implemented until September 2021.  
Consequently, the uncorrected deficiencies remained a significant deficiency for 
the 2020-21 fiscal year. 
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Cause According to FDEO management, to facilitate claims filing, the FDEO made a 
business decision when the RA System was designed to allow claimants to use 
a four-digit PIN to authenticate to the RA System.  

Effect The use of passwords of at least eight characters that include the complexity 
requirements of alphanumeric and special characters reduces the possibility that 
an unauthorized individual may inappropriately gain access to the RA System 
and compromise the confidentiality, integrity, and availability of RA System data 
and related IT resources. 

Recommendation We recommend that FDEO management establish adequate password length 
and complexity requirements for RA System claimants to ensure the 
confidentiality, integrity, and availability of RA System data and related  
IT resources. 

State Entity Response This finding has been fully corrected. As of September 2021, the Department 
implemented Multi-Factor Authentication (MFA) for external users in order to 
ensure the confidentiality and integrity of the Reemployment Assistance Claims 
and Benefits Information System as part of the Reemployment Assistance 
Modernization Program's Identity Management and User Authentication project.   
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-026 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Unemployment Insurance (UI) 

Compliance Requirement Activities Allowed or Unallowed, Eligibility, Reporting, and Special Tests and 
Provisions – UI Benefit Payments, UI Program Integrity – Overpayments, and UI 
Reemployment Programs:  Worker Profiling and Reemployment Services 
(WPRS) and Reemployment Services and Eligibility Assessments (RESEA) 

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various 

Statistically Valid Sample No 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-016 
  
Finding In our information technology (IT) operational audit report titled Reemployment 

Assistance Claims and Benefits Information System (CONNECT), dated  
March 2021, we noted in Finding 10 that FDEO change management controls 
continue to need improvement to ensure that only authorized, tested, and 
approved Reemployment Assistance Claims and Benefits Information System 
(RA System) program code and data changes are implemented into the 
production environment.  As of June 2021, the FDEO had not corrected the 
identified deficiencies.  

Criteria Effective change management controls are intended to ensure that all program 
code and data changes are properly authorized, tested, and approved for 
implementation into the production environment.  Change management controls 
also promote the accuracy of data changes made in the production environment.  
Effective change management controls ensure that the established change 
management process is followed when program code and data changes are 
implemented into the production environment and that only approved changes 
are implemented into the production environment. 

Condition The FDEO processes all UI benefit payment transactions through the RA System, 
a Web-based claims management system that allows UI claimants to apply for 
weekly UI benefits, monitor their accounts, and communicate with FDEO staff.  
The RA System also allows employers and third parties to manage UI claims and 
appeals, update and monitor UI accounts, and communicate with FDEO staff.  
The RA System is designed to be used by FDEO staff to evaluate claims 
information, authorize and process payments, adjudicate issues, and maintain 
claimant and employer data.  According to FDEO FLAIR records, during the  
2020-21 fiscal year, the FDEO expended approximately $17.6 billion for  
UI benefits.  

To evaluate the appropriateness of FDEO change management controls for 
program code and data changes implemented into the RA System production 
environment, as part of our IT operational audit, we requested a 
system-generated list of the program code changes implemented into the 
production environment during the period July 1, 2019, through May 22, 2020, 
and the data changes implemented into the production environment during the 
period July 2019 through June 2020.  However, the FDEO was unable to provide 
system-generated lists of the implemented program code and data changes.  
Instead, for the program code changes, the FDEO provided a list of the RA 
System program change tickets from the ticketing system with a status of either 
closed or implemented into production during the period July 1, 2019, through 
May 22, 2020, and for the RA System data changes, a list of the data change 
tickets from the ticketing system with a status of either closed or implemented into 
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production during the period July 2019 through June 2020.   Although the FDEO 
used a change management system for managing program code and data 
changes, the FDEO had not established controls, such as the use of a 
reconciliation process, to ensure that all program code and data changes 
implemented into the production environment followed the FDEO’s change 
management process. 

While the ticketing system lists provided may not have included all the program 
code and data changes implemented into the RA System production environment 
during the period July 1, 2019, through May 22, 2020, the lists included  
170 program change tickets and 1,592 data change tickets.  We selected 23 of 
the program change tickets and 35 of the data change tickets and examined 
available FDEO records supporting the tickets and the respective program and 
data changes.   

For each of the 23 program change tickets selected for audit, we requested 
documentation evidencing that the ticket was authorized and the program code 
changes to address the ticket were tested by the programmer and user, approved 
to be implemented into the production environment, and implemented into the 
production environment by someone other than the programmer who made the 
changes.  Our examination found that FDEO records did not:   

 Demonstrate programmer testing sign off for the program code changes for 
22 tickets.   

 Demonstrate user testing sign off for the program code changes for  
10 tickets.   

 Demonstrate that program code changes for 20 tickets were approved for 
implementation.   

 Identify for each program change addressed by the 23 tickets that an 
appropriate separation of duties existed between the programmer and 
implementor of each program change.   

Eight of the 23 program change tickets tested were for significant COVID-19 
pandemic-related program changes to online screens and claims processing for 
initial and continued claims.  For these 8 program change tickets, we also 
examined FDEO records of programmer and user testing and independent 
program code reviews to determine whether the program code changes 
authorized on the tickets were appropriately tested and reviewed prior to 
implementation into the production environment.  Our examination found that  
7 of the program change tickets lacked detailed programmer testing 
documentation, 5 program change tickets lacked detailed user testing 
documentation, and all 8 program change tickets lacked evidence of required 
program code reviews by the Technical Change Control Committee (TCCC), 
thereby limiting FDEO management’s assurance that the program code changes 
functioned as intended. 

For the 35 data change tickets selected for audit, we requested documentation 
evidencing that the data change was authorized, tested by the programmer, 
reviewed and approved by the user, approved for implementation, and that the 
data change implementor was appropriate.  Our examination found that FDEO 
records did not:   

 Demonstrate that the data changes to address 3 tickets were tested by the 
programmer.   

 Demonstrate that testing by the programmer for the data changes to address 
14 tickets was reviewed and approved by the user.   

 Demonstrate that the data changes to address 13 tickets were approved 
before being implemented into the production environment.   
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 Identify for each data change addressed by the 35 tickets that an appropriate 
separation of duties existed between the data change programmer and 
implementor.   

According to FDEO management, due to competing priorities caused by the 
COVID-19 pandemic and efficiencies in process changes, the FDEO had not 
corrected the identified deficiencies and estimated that corrective action would be 
implemented by June 2022.  Consequently, the uncorrected deficiencies 
remained a significant deficiency for the 2020-21 fiscal year.  

Cause FDEO management acknowledged in response to our audit inquiry that, due to 
higher priority issues and limited resources, the FDEO had not reconciled the 
program code and data changes implemented into the production environment to 
the ticketing system records and thus, the FDEO could not demonstrate that all 
program code and data changes implemented into the RA System production 
environment were recorded in the ticketing system.  FDEO management also 
indicated that the FDEO was transitioning to a new process for recording program 
code and data changes and that, previously, evidence of testing, approvals, and 
implementors was not always recorded.  Additionally, programmers were not 
required to specifically document that a program code change was tested and 
TCCC program code reviews were sometimes conducted during TCCC and 
programmer meetings that were not documented.  Further, FDEO management 
indicated that documentation for data changes was not always maintained due to 
the volume of data changes resulting from the COVID-19 pandemic and 
expansion of unemployment insurance benefits.  

Effect Without an effective reconciliation process that ensures all program code and 
data changes implemented into the RA System production environment are 
recorded in the ticketing system, and documentation of the testing and approval 
of program code and data changes, the FDEO has limited assurance that all 
program code and data changes are appropriately authorized, tested, approved, 
and implemented and do not bypass the FDEO’s change management process. 

Recommendation We recommend that FDEO management improve change management controls 
to ensure that all implemented RA System program code and data changes are 
managed by, and do not bypass, the FDEO’s change management process.  We 
also recommend that FDEO management ensure that FDEO records evidence 
that RA System program code and data changes are appropriately authorized, 
tested, approved, and implemented into the production environment.  

State Entity Response This finding has been fully corrected. The Department has implemented the 
"Reemployment Assistance Work Effort Priority, Release, and Deployment 
Process," which establishes procedures for identifying, analyzing, prioritizing, and 
correcting technical system errors and defects for continuous modernization.  
This documentation, along with application design documentation and 
development processes, will be improved through the System Development 
Lifecycle (SDLC) - DevOps project as part of the Department's two-year 
Reemployment Assistance Modernization Program.  
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-027 
Assistance Listing Number 17.225 (Includes COVID-19 Awards) 
Assistance Listing Program 

Title 
Unemployment Insurance (UI) 

Compliance Requirement Activities Allowed or Unallowed, Eligibility, Reporting, and Special Tests and 
Provisions – UI Benefit Payments, UI Program Integrity – Overpayments and UI 
Reemployment Programs:  Worker Profiling and Reemployment Services 
(WPRS) and Reemployment Services and Eligibility Assessments (RESEA) 

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-017  
  
Finding In our information technology (IT) operational audit report titled Reemployment 

Assistance Claims and Benefits Information System (CONNECT), dated  
March 2021, we noted in Finding 11 that the reports used by the FDEO to conduct 
periodic Reemployment Assistance Claims and Benefits Information System (RA 
System) user access privilege reviews did not promote an effective review of all 
user accounts as the reports included information that was inaccurate and did not 
match RA System access records.  As of June 2021, the FDEO had not corrected 
the identified deficiencies. 

Criteria Florida Department of Management Services Rule 60GG-2.003(1)(a)(6), Florida 
Administrative Code – Agency information owners are to review access rights 
(privileges) periodically based on system categorization or assessed risk. 

Periodic reviews of access privileges help ensure that only authorized users have 
access and that the access privileges provided to each account remain 
appropriate.  An effective periodic review consists of identifying the current 
access privileges of system users and services and evaluating the assigned 
access privileges to ensure that they align with user job responsibilities.  To 
facilitate the periodic review of the appropriateness of RA System access 
privileges for FDEO employees and other State and Federal agency users, 
semiannually, the FDEO generated user access reports and provided the reports 
to the appropriate supervisors for review. 

Condition The FDEO processes all UI benefit payment transactions through the RA System, 
a Web-based claims management system that allows UI claimants to apply for 
weekly UI benefits, monitor their accounts, and communicate with FDEO staff.  
The RA System also allows employers and third parties to manage UI claims and 
appeals, update and monitor UI accounts, and communicate with FDEO staff.  
The RA System is designed to be used by FDEO staff to evaluate claims 
information, authorize and process payments, adjudicate issues, and maintain 
claimant and employer data.  According to FDEO FLAIR records, during the  
2020-21 fiscal year, the FDEO expended approximately $17.6 billion for  
UI benefits.  

To evaluate the adequacy of the periodic FDEO RA System access privilege 
reviews, as part of our IT operational audit, we conducted inquiries of FDEO 
management and staff and examined RA System user access reports and related 
RA System access records.  Our examination of the user access reports used by 
the FDEO to conduct the July 2019 through December 2019 access review found 
that the reports were inconsistent with RA System access records and, therefore, 
did not facilitate an effective or accurate access review.  Specifically, we found 
that the user access reports included inaccurate information such as erroneous 
account statuses (e.g., accounts were listed as active that were not active) and 
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missing or inaccurate last logon dates.  According to FDEO management, the 
FDEO had not corrected the identified deficiencies and estimated that corrective 
action would be implemented by September 2022.  Consequently, the 
uncorrected deficiencies remained a significant deficiency for the 2020-21 fiscal 
year. 

Cause According to FDEO management, the FDEO was not aware of issues with the 
user access reports but acknowledged that the reports’ information was 
inaccurate and did not match RA System access records. 

Effect Without accurate reports of RA System user access privileges, FDEO 
management’s assurance that semiannual access reviews effectively ensure that 
assigned access privileges remain appropriate is limited. 

Recommendation We recommend that FDEO management reevaluate the RA System user access 
privilege reports to ensure that the access reports are consistent with RA System 
access records and promote an effective review of the appropriateness of user 
access privileges. 

State Entity Response The Department concurs with the finding; however, progress has been made. 
Following the engagement with the Florida Auditor General’s Office, Department 
realized staff misunderstood the inquiries being made about the user access 
privilege reports. The Department reevaluated its review process and reports and 
determined the user access privilege reports are producing the correct data. The 
data is reflecting user log-in attempts accurately, which includes failed attempts. 
To minimize the possibility of future misunderstanding, the Department updated 
its procedures to clarify the results of the report.  

In July 2021, the Department initiated a two-year Reemployment Assistance 
Modernization Program to implement immediate system performance and 
functional improvement needs while positioning the Department with a secure, 
scalable, and sustainable system architecture and agile support processes. The 
Identity Management and User Authentication project will result in improved 
access management and reporting. 
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-028 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Unemployment Insurance (UI) 

Compliance Requirement Activities Allowed or Unallowed, Eligibility, Reporting, and Special Tests and 
Provisions – UI Benefit Payments, UI Program Integrity – Overpayments, and UI 
Reemployment Programs:  Worker Profiling and Reemployment Services 
(WPRS) and Reemployment Services and Eligibility Assessments (RESEA) 

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various 

Statistically Valid Sample No 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-018  
  
Finding In our information technology (IT) operational audit report titled Reemployment 

Assistance Claims and Benefits Information System (CONNECT), dated  
March 2021, we noted in Finding 12 that some Reemployment Assistance Claims 
and Benefits Information System (RA System) users had inappropriate and 
unnecessary access privileges to high-risk functions.  As of June 2021, the FDEO 
had not corrected the identified deficiencies.  

Criteria Florida Department of Management Services Rule 60GG-2.003(1)(d), Florida 
Administrative Code – Each agency is required to ensure that access permissions 
are managed, incorporating the principles of least privilege and separation of 
duties.  

Effective access controls include measures that limit a user’s access privileges 
to only those functions necessary to perform their assigned job duties and 
promote an appropriate separation of duties. 

Condition The FDEO processes all UI benefit payment transactions through the RA System, 
a Web-based claims management system that allows UI claimants to apply for 
weekly UI benefits, monitor their accounts, and communicate with FDEO staff.  
The RA System also allows employers and third parties to manage UI claims and 
appeals, update and monitor UI accounts, and communicate with FDEO staff.  
The RA System is designed to be used by FDEO staff to evaluate claims 
information, authorize and process payments, adjudicate issues, and maintain 
claimant and employer data.  According to FDEO FLAIR records, during the  
2020-21 fiscal year, the FDEO expended approximately $17.6 billion for  
UI benefits.  

According to FDEO records as of June 10, 2020, 94 FDEO employees had an 
active RA System user account with access to two or more of the six high-risk 
functions identified by the FDEO.  As part of our IT operational audit, we 
evaluated RA System access for 25 of the 94 FDEO employees to determine 
whether the access privileges were appropriately assigned and found that  
19 employees had been assigned access to two or more high-risk functions that 
were not required for the users’ assigned job duties.  Specifically, we found that: 

 19 employees had inappropriate access to update claimant payment 
information, including direct deposit information.   

 6 employees had inappropriate access to update claimant authentication 
information such as social security numbers.   

 12 employees had inappropriate access to claim weeks on an existing claim 
and, therefore, the ability to request claimant payments.   
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 3 employees had inappropriate access to issue and authorize (release) 
manual payments.   

FDEO records as of June 10, 2020, also showed that 12 other State and Federal 
agency users had an active RA System user account with access to one or more 
of the six high-risk functions.  We evaluated the RA System access for these  
12 users and noted that 4 Federal agency users were assigned access to a 
high-risk function that allowed the users to claim weeks on an existing claim and, 
therefore, request claimant payments.  Such access is inappropriate for Federal 
agency users of the RA System.  

According to FDEO management, the FDEO had not corrected the identified 
deficiencies and estimated that corrective action would be implemented by 
December 2022.  Consequently, the uncorrected deficiencies remained a 
significant deficiency for the 2020-21 fiscal year. 

Cause FDEO management acknowledged that user access was assigned through 
access roles that combined many functions and, therefore, access in excess of 
that needed for the users’ required job duties was sometimes assigned.  FDEO 
management was unable to explain why the Federal agency users were assigned 
this access and acknowledged the access was inappropriate.  

Effect Assigning access privileges to high-risk functions that are inappropriate or not 
required for the user’s job duties increases the risk of unauthorized modification, 
loss, or disclosure of claimant data.  

Recommendation We recommend that FDEO management limit RA System user access privileges 
to only those functions that are appropriate and necessary for the users’ assigned 
job duties. 

State Entity Response The Department concurs with the finding; however, progress has been made. The 
Department is actively evaluating access privilege roles and establishing 
procedures to restrict system users to only functions necessary for assigned job 
duties. Additionally, the Department is working to develop Standard Operating 
Procedures (SOP) to identify role-specific job duties. This evaluation and the SOP 
will be completed in November 2022. In July 2021, the Department initiated a two-
year Reemployment Assistance Modernization Program to implement immediate 
system performance and functional improvement needs while positioning the 
Department with a secure, scalable, and sustainable system architecture and 
agile support processes. The Identity Management and User Authentication 
project will result in improved limiting the user access privileges to only functions 
necessary for the assigned duties. The role-specific job duties identified in the 
SOP will be linked through this project to People First to ensure that access 
privilege updates are automated. These projects are anticipated to be completed 
in June 2023.   

  



Report No. 2022-189 
March 2022 Page 63 

U.S. DEPARTMENT OF LABOR  

Finding Number 2021-029 
Assistance Listing Number 17.225 (Includes COVID-19 Awards) 
Assistance Listing Program 

Title 
Unemployment Insurance (UI)  

Compliance Requirement Activities Allowed or Unallowed, Eligibility, Reporting, and Special Tests and 
Provisions – UI Benefit Payments, UI Program Integrity – Overpayments, and UI 
Reemployment Programs:  Worker Profiling and Reemployment Services 
(WPRS) and Reemployment Services and Eligibility Assessments (RESEA) 

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-019 
  
Finding In our information technology (IT) operational audit report titled Reemployment 

Assistance Claims and Benefits Information System (CONNECT), dated  
March 2021, we noted in Finding 13 that Reemployment Assistance Claims and 
Benefits Information System (RA System) user accounts were not always 
promptly deactivated when access was no longer required.  As of June 2021, the 
FDEO had not corrected the identified deficiencies. 

Criteria Florida Department of Management Services Rule 60GG-2.003(1)(a)8., Florida 
Administrative Code – State agencies are required to ensure that IT access 
privileges are removed when access to an IT resource is no longer required.  
Prompt action is necessary to ensure that the access privileges are not misused 
by former employees, former contractors, or others to compromise data or 
IT resources. 

Condition The FDEO processes all UI benefit payment transactions through the RA System, 
a Web-based claims management system that allows UI claimants to apply for 
weekly UI benefits, monitor their accounts, and communicate with FDEO staff.  
The RA System also allows employers and third parties to manage UI claims and 
appeals, update and monitor UI accounts, and communicate with FDEO staff.  
The RA System is designed to be used by FDEO staff to evaluate claims 
information, authorize and process payments, adjudicate issues, and maintain 
claimant and employer data.  According to FDEO FLAIR records, during the  
2020-21 fiscal year, the FDEO expended approximately $17.6 billion for  
UI benefits.  

As part of our IT operational audit, we examined FDEO access records for the  
64 FDEO RA System users who separated from FDEO employment during the 
period July 1, 2019, through May 23, 2020, as of June 10, 2020, to determine 
whether RA System access privileges were timely deactivated upon employment 
separation.  Our examination found that 43 user accounts were not timely 
deactivated.  Specifically, 33 user accounts assigned to 32 former employees 
were deactivated 1 to 232 days (an average of 22 days) after the employees’ 
separation dates and 10 user accounts assigned to 10 former employees 
remained active as of June 10, 2020, although 26 to 321 days (an average of  
149 days) had elapsed since the employees separated from FDEO employment. 

We also examined FDEO access records as of June 10, 2020, for the 2,329 
contracted staff who ceased providing services to the FDEO during the period 
November 5, 2019, through June 5, 2020, to determine whether RA System 
access privileges were timely deactivated.  Our examination found that 
2,056 user accounts assigned to 2,056 former contractors were deactivated 1 to 
51 days (an average of 2 days) after the contractors’ ceased providing services 
to the FDEO and 238 user accounts assigned to 238 former contractors remained 
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active as of June 10, 2020, although 5 to 55 days (an average of 29 days) had 
elapsed since the contractors ceased providing services. 

Through other audit procedures, we identified 680 other active user accounts in 
FDEO access records as of June 10, 2020, that had not been used since prior to 
January 1, 2020.  

According to FDEO management, the FDEO had not corrected the identified 
deficiencies and estimated that corrective action would be implemented by 
December 2021.  Consequently, the uncorrected deficiencies remained a 
significant deficiency for the 2020-21 fiscal year. 

Cause According to FDEO management, access removal requests were not always 
timely received and that, while periodic reviews of access privileges were 
conducted, Internal Security Unit (ISU) staff only deactivated accounts when the 
appropriate supervisor notified them that an account was no longer necessary. 
Additionally, while FDEO management indicated that FDEO guidelines allowed  
1 day (excluding weekends and holidays) upon receipt of an access removal 
request to deactivate a user account, as unauthorized access can occur at any 
time, access to the RA System should be promptly deactivated when the access 
privileges are no longer required. 

Effect Timely deactivation of RA System user accounts immediately upon employment 
separation or when no longer necessary reduces the risk that access privileges 
may be misused by former employees, former contractors, or others.  

Recommendation We recommend that FDEO management ensure that RA System user accounts 
are promptly deactivated upon employment separation or when no longer 
necessary.  

State Entity Response The Department concurs with the finding; however, progress has been made. The 
Department is updating the existing policy to notify the Division’s Internal Security 
Unit immediately upon employee separation. This new policy will be implemented 
by May 2022. In July 2021, the Department initiated a two-year Reemployment 
Assistance Modernization Program to implement immediate system performance 
and functional improvement needs while positioning the Department with a 
secure, scalable, and sustainable system architecture and agile support 
processes. The Identity Management and User Authentication project will result 
in reducing the time to deactivate an employee upon separation. These projects 
are anticipated to be completed in June 2023.      
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-030 
Assistance Listing Number 17.225 (Includes COVID-19 Awards) 
Assistance Listing Program 

Title 
Unemployment Insurance (UI) 

Compliance Requirement Activities Allowed or Unallowed, Eligibility, Reporting, and Special Tests and 
Provisions – UI Benefit Payments, UI Program Integrity – Overpayments, and UI 
Reemployment Programs:  Worker Profiling and Reemployment Services 
(WPRS) and Reemployment Services and Eligibility Assessments (RESEA) 

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-020  
  
Finding In our information technology (IT) operational audit report titled Reemployment 

Assistance Claims and Benefits Information System (CONNECT), dated  
March 2021, we noted in Finding 14 that certain security controls related to logical 
access, user authentication, and logging and monitoring for the Reemployment 
Assistance Claims and Benefits Information System (RA System) data and 
related IT resources continue to need improvement to ensure the confidentiality, 
integrity, and availability of RA System data and related IT resources.  As of  
June 2021, the FDEO had not corrected the identified deficiencies. 

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of data and IT resources.  

Condition The FDEO processes all UI benefit payment transactions through the RA System, 
a Web-based claims management system that allows UI claimants to apply for 
weekly UI benefits, monitor their accounts, and communicate with FDEO staff.  
The RA System also allows employers and third parties to manage UI claims and 
appeals, update and monitor UI accounts, and communicate with FDEO staff.  
The RA System is designed to be used by FDEO staff to evaluate claims 
information, authorize and process payments, adjudicate issues, and maintain 
claimant and employer data.  According to FDEO FLAIR records, during the  
2020-21 fiscal year, the FDEO expended approximately $17.6 billion for  
UI benefits.  

Our IT operational audit procedures disclosed that certain security controls 
related to logical access, user authentication, and logging and monitoring for the 
RA System and related IT resources continue to need improvement.  We are not 
disclosing the specific details of the issues in this report to avoid the possibility of 
compromising RA System data and related IT resources.  However, we have 
notified appropriate FDEO management of the specific issues.  According to 
FDEO management, the FDEO had not corrected the identified deficiencies and  
estimated that corrective action would be implemented by March 2022.  
Consequently, the uncorrected deficiencies remained a significant deficiency for 
the 2020-21 fiscal year.  

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising RA System data or related IT resources.  

Effect Without appropriate security controls related to logical access, user 
authentication, and logging and monitoring for the RA System and related  
IT resources, the risk is increased that the confidentiality, integrity, and availability 
of RA System data and related IT resources may be compromised.  

Recommendation We recommend that FDEO management improve certain security controls 
related to logical access, user authentication, and logging and monitoring for the 
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RA System and related IT resources to ensure the confidentiality, integrity, and 
availability of RA System data and related IT resources. 

State Entity Response The Department concurs with the finding; however, progress has been made. In 
July 2021, the Department initiated a two-year Reemployment Assistance 
Modernization Program to implement immediate system performance and 
functional improvement needs while positioning the Department with a secure, 
scalable, and sustainable system architecture and agile support processes. In 
September 2021, the Department implemented the first of three phases focused 
on Reemployment Assistance Claims and Benefits Information System (System) 
security through the Identity Management and User Authentication (IAM) project. 
The Department anticipates initiating the Security Architecture Review project in 
April 2022 to analyze the System’s application, platform, operations, and 
development processes, and to provide the Department with specifications to 
improve System security. As part of phase two of the IAM project, the Department 
is working to develop Standard Operating Procedures (SOP) to identify role-
specific job duties. This evaluation and the SOP will be completed in November 
2022. The remainder of phase two and three of the IAM project will be 
implemented following the implementation of the Security Architecture Review 
project. These projects are anticipated to be completed in June 2023. 
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-031 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Unemployment Insurance (UI) 

Compliance Requirement Period of Performance  
State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

UI-34052-20-55-A-12 2020  

Statistically Valid Sample No 
Finding Type Noncompliance and Significant Deficiency 

Questioned Costs – $255,850.77  
  
Finding FDEO expenditures charged to the UI program were not always incurred during 

the authorized period of performance or timely liquidated. 

Criteria 2 CFR 200.403(h) – Factors affecting allowability of costs – To be allowable under 
Federal awards, costs must be incurred during the approved budget period.  

United States Department of Labor – Notice of Award – Funds for UI 
administration shall be available for obligation through December 31, 2020, and 
funds are to be expended/liquidated by March 31, 2021. 

Condition During the 2020-21 fiscal year, the FDEO expended $17.6 billion in Federal funds 
for the UI program.  Our examination of records related to 35 selected UI program 
expenditures, totaling $613,193,088.89, paid by the FDEO during the 
2020-21 fiscal year disclosed 2 expenditures, totaling $128,436.31, that were not 
incurred during the authorized period of performance.  Our examination also 
found 2 other expenditures, totaling $127,414.46, that, while incurred during the 
authorized period of performance, were not liquidated by March 31, 2021.  

Cause According to FDEO management, the costs were charged to the award after the 
authorized period of performance due to employee oversight.  In addition, FDEO 
management indicated that adjustments to expenditures claimed for the grant 
were made after the grant’s period of performance.  Due to employee oversight, 
costs liquidated after March 31, 2021, were included.  

Effect Expenditures charged to a Federal award that were not incurred during the 
authorized period of performance or liquidated by the award’s liquidation date 
could be subject to disallowance by the Federal grantor agency.  

Recommendation We recommend that the FDEO enhance review procedures to ensure that costs 
charged to a Federal award are attributable to the authorized period of 
performance and timely liquidated in accordance with award requirements. 

State Entity Response The Department concurs with the finding; however, progress has been made. The 
Department recorded adjustments as of March 2022 to move the $128,436.31 in 
expenditures that are outside the period of performance to an allowable funding 
source within the appropriate period of performance. In addition, review 
procedures will be enhanced to ensure that costs charged to a Federal award are 
attributable to the authorized period of performance and timely liquidated in 
accordance with award requirements. 

One of the payments within the $127,414.46 in the amount of $7,554.07 has been 
moved to another allowable funding source. The remaining $119,860.39 of the 
$127,414.46 was processed after the liquidation date (March 31, 2021) and was 
for indirect costs tied to base expenditures that were incurred and liquidated 
within the allowable period of performance. 

In accordance with DEO’s Negotiated Indirect Cost Rate Agreement (NICRA; 
dated 11/3/2021) with the U.S. Department of Labor (DEO’s cognizant agency) 
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in Section II, paragraph E.1. requires that once a final rate is negotiated, billing 
and charges to federal awards must be adjusted (“trued-up”) if the final rate varies 
from the provisional rate. In accordance with DEO’s Negotiated Indirect Cost Rate 
Agreement (NICRA; dated 11/3/2021) with the U.S. Department of Labor (DEO’s 
cognizant agency), Section II, paragraph E.1., DEO is required to adjust (true-up) 
the billing and charges to the federal awards if the final rate varies from the 
provisional rate. Furthermore, 2 CFR 200.344(e) requires a federal awarding 
agency to make a settlement for any upward or downward adjustment to the 
federal share of costs after closeout reports are received. Additionally, 2 CFR 
200.345(a)(3) provides that the closeout of a federal award does not affect the 
ability of a federal awarding agency to make financial adjustments to a previously 
closed award such as resolving indirect cost payments. 
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-032 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)  
Assistance Listing Program  
  Title 

Unemployment Insurance (UI)  

Compliance Requirement Reporting  
State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various  

Statistically Valid Sample N/A 
Finding Type Disclaimer of Opinion and Material Weakness 
  
Finding The FDEO did not maintain records to support the amounts reported in Federal 

Performance Reports submitted to the Employment and Training Administration 
(ETA).  

Criteria Employment and Training Handbook No. 401 5th Edition, Unemployment 
Insurance Reports Handbook – States are required to submit monthly reports, 
including the ETA 9050 – Time Lapse of All First Payments Except Workshare, 
ETA 9052 – Nonmonetary Determination Time Lapse Detection, and ETA 9055 
– Appeals Case Aging.  

Condition The ETA 9050, 9052, and 9055 reports present various state UI program 
performance information.  As part of our audit, we requested from the FDEO 
documentation supporting the amounts reported in the reports and corresponding 
core measures identified in the table below.  However, in response to our request, 
the FDEO was unable to provide documentation supporting the amounts included 
in the tested reports and indicated that the data used to prepare all of the reports 
submitted for the 2020-21 fiscal year had not been maintained.  

Report  Core Measure 

ETA 9050  
(October 2020 and June 2021) 

First Payment Time  Lapse 14/21 days, 
Interstate and Intrastate UI, UCFE, and 
UCX, full and partial weeks 

ETA 9052  
(December 2020 and April 2021) 

Nonmonetary  Determinations  21‐Day 
Timeliness 

ETA 9055  
(September 2020 and January 2021) 

Average  Age  of  Pending  Lower  and 
Higher Authority Appeals 

       

Cause FDEO management indicated that documentation supporting the reported 
amounts could not be provided because the data used to prepare the reports 
changes over time and the FDEO had not established procedures for maintaining 
the data used to prepare submitted reports.  

Effect Absent procedures for retaining the documentation used to prepare ETA 9050, 
9052, and 9055 reports, the FDEO cannot demonstrate that information reported 
to the ETA is complete and accurate.  

Recommendation We recommend that the FDEO establish procedures for maintaining the data 
used as the basis to report information in ETA 9050, 9052, and 9055 reports. 

State Entity Response The Department concurs with the finding; however, progress has been made. As 
part of its ongoing Reemployment Assistance Modernization Program, the 
Department completed the Data Warehouse project in December 2021 to 
transition Reemployment Assistance data from a transactional database to an 
analytical database. This enabled the launch of the Reporting project, which 
includes the validation of all Employment and Training Administration (ETA) 
reports that were submitted directly from the Reemployment Assistance Claims 
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and Benefits Information System. This effort is ongoing, and all in-scope reports 
are forecast to be complete in December 2022. The ETA 9050 and ETA 9052 
reports were moved to the Data Warehouse, validated, and successfully 
transmitted to the U.S. Department of Labor in March 2022. System development 
is underway to align program policy with the guidance provided in UIPL 20-21, 
change 1, that impacts ETA 9055 and is anticipated to be deployed into 
production in May 2022. Testing is currently in progress to validate the ETA 9055 
report by June 2022. 
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-033 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)   
Assistance Listing Program  
  Title 

Unemployment Insurance (UI)  

Compliance Requirement Reporting  
State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various  

Statistically Valid Sample No 
Finding Type Noncompliance and Significant Deficiency 
  
Finding The FDEO did not correctly report year-to-date values on the Employment and 

Training Administration (ETA) 2208A, Quarterly UI Above-Base Report.  

Criteria Employment and Training Handbook No. 336, 18th Edition, Unemployment 
Insurance State Quality Service Plan – Planning and Reporting Guidelines – 
States are required to prepare and submit to the ETA an ETA 2208A, Quarterly 
UI Above-Base Report which reports the number of quarterly staff years worked 
and paid and the number of year-to-date staff years paid.  

Condition The ETA 2208A report provides information to the ETA on the number of staff 
years worked and paid for various UI program categories and serves as the basis 
for determining above-base entitlements.  As illustrated below, our examination 
of the ETA 2208A report submitted to the ETA for the quarter ended  
September 30, 2020, disclosed that the FDEO did not accurately report by 
program category the year-to-date staff years.  

Program Category 

Staff Years 
Paid  

Per FDEO 

Staff Years 
Paid  

Per Audit 
Difference 

(Understatement) 

Claims Activities  430.01  1,720.69  (1,290.68) 

Employer Activities  202.40  809.73  (607.33) 

UI Performs  73.41  293.80  (220.39) 

Support/AS&T  194.83  779.71  (584.88) 

Trade Claims Activities  1.94  7.35  (5.41) 

Other  0.08   4.97   (4.89) 

Total Staff Years  902.67  3,616.25  (2,713.58) 

     

Cause According to FDEO management, inaccurate year-to-date staff year figures were 
reported due to a calculation error.  

Effect The staff years paid reported on the ETA2208A report were understated. 

Recommendation We recommend that the FDEO enhance procedures for preparing and reviewing 
quarterly ETA 2208A reports to ensure the accuracy of all information reported to 
the ETA. 

State Entity Response This finding has been fully corrected. The Department has updated its desk 
procedures as of March 2022 for preparing and reviewing the quarterly ETA 
2208A reports to ensure accuracy of all information. 
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-034 
Assistance Listing Number 17.225 (Includes COVID-19 Awards) 
Assistance Listing Program 

Title 
Unemployment Insurance (UI) 

Compliance Requirement Special Test and Provisions – UI Program Integrity – Overpayments  
State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various  

Statistically Valid Sample N/A 
Finding Type Disclaimer of Opinion and Material Weakness 
Prior Year Finding Report No. 2021-182, Finding No. 2020-021  
  
Finding The FDEO could not provide accurate data for the period July 2020 through  

June 2021 demonstrating that UI benefit overpayments were properly identified 
and handled in accordance with applicable requirements or that debts resulting 
from overpayments were appropriately offset. 

Criteria Section 303(g)(1) of the Social Security Act – States shall deduct from 
unemployment benefits otherwise payable to an individual an amount equal to 
any overpayment made to such individual under an unemployment benefit 
program of the United States or any other State, and not previously recovered. 

Condition The FDEO processes all UI benefit payment transactions through the 
Reemployment Assistance Claims and Benefits Information System 
(RA System), a Web-based claims management system that allows UI claimants 
to apply for weekly UI benefits, monitor their accounts, and communicate with 
FDEO staff.  The RA System also allows employers and third parties to manage 
UI claims and appeals, update and monitor UI accounts, and communicate with 
FDEO staff.  The RA System is designed to be used by FDEO staff to evaluate 
claims information, authorize and process payments, adjudicate issues, and 
maintain claimant and employer data.  

During the 2020-21 fiscal year, the FDEO made UI benefit payments totaling 
approximately $17.6 billion.  Our inquiries of FDEO management disclosed that 
the FDEO was in the process of addressing known UI benefit overpayment issues 
with the RA System, specifically overpayments resulting from the impact of the 
COVID-19 pandemic and expansion of UI benefits.  Consequently, for the  
2020-21 fiscal year, the FDEO was unable to provide for audit accurate data to 
demonstrate that UI benefit overpayments were properly identified and handled 
in accordance with applicable requirements or that debts resulting from 
overpayments were appropriately offset.  

Cause FDEO management indicated that complete and accurate UI overpayment data 
could not be provided due to processing errors when extracting the data from the 
RA System.  

Effect Absent effective controls to ensure that overpayments are accurately identified 
and handled, claimants may continue to receive UI benefits in error, debts 
resulting from overpayments may not be appropriately offset, and employers may 
not be relieved of charges when overpayments are caused by untimely or 
inaccurate actions.  In addition, absent accurate data, the United States 
Department of Labor and the FDEO are not able to effectively monitor the integrity 
of the UI program benefit payment process. 

Recommendation We recommend that the FDEO investigate and resolve the RA System 
processing errors inhibiting the production of accurate UI benefit overpayments 
data. 
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State Entity Response The Department concurs with the finding; however, progress has been made. In 
2020, the Department implemented a phased approach to integrate all federal 
programs and new guidance  to ensure appropriate controls were in place to 
determine claimant eligibility and disburse payments. Pandemic Unemployment 
Assistance (PUA) was deployed in April 2020, Pandemic Emergency 
Unemployment Compensation (PEUC) was deployed in May 2020, Lost Wages 
Assistance (LWA) was deployed in September 2020, Extended Benefits (EB) was 
deployed in December 2020 and Mixed Earner Unemployment Compensation 
(MEUC) was deployed in February 2021. System development is underway to 
align the Federal Pandemic Unemployment Compensation program with the 
guidance provided in Unemployment Insurance Program Letters (UIPL) 20-21, 
change 1, and is anticipated to be deployed into production in May 2022. Claimant 
overpayment data processing will be conducted over the course of two months. 
The Department anticipates being able to provide complete overpayment data 
once the integration and processing effort is finalized in August 2022. The 
Department will continue to work with the Auditor General and the US Department 
of Labor to ensure compliance.     
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-035 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Unemployment Insurance (UI)  

Compliance Requirement Special Tests and Provisions – UI Reemployment Programs:  Worker Profiling 
and Reemployment Services (WPRS) and Reemployment Services and 
Eligibility Assessments (RESEA)  

State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

Various  

Statistically Valid Sample No 
Finding Type Opinion Qualification and Material Weakness 

Questioned Costs – $167,491  
Prior Year Finding Report No. 2021-182, Finding No. 2020-022 
  
Finding The FDEO did not always ensure or timely ensure that UI claimants complied with 

the participation requirements of the RESEA program. 

Criteria U.S. Department of Labor Employment and Training Administration – UI Program 
Letter No. 07-19 – Failure of a UI claimant to report or participate in any aspect 
of the RESEA program must result in a referral to the UI agency for adjudication 
under the applicable state law. 

Section 443.091(1)(b), Florida Statutes, Benefit eligibility conditions – An 
unemployed individual is eligible to receive UI benefits for any week only if the 
FDEO finds that the individual completed the FDEO’s online work registration and 
reported to the one-stop career center as directed by the local workforce 
development board for reemployment services. 

Condition The FDEO contracts with Local Workforce Development Boards (LWDBs) to 
provide RESEA program services to UI claimants.  Once a claimant is approved 
for UI benefits, the claimant is profiled to determine whether the claimant is likely 
to exhaust regular UI benefits and need reemployment services.  If the claimant 
is identified to participate in the RESEA program, the claimant is notified that they 
have been selected and that participation is mandatory.  The FDEO and the 
LWDBs use the Employ Florida system to record information regarding the 
claimant’s participation in the RESEA program.  Notification regarding the 
claimant’s participation in the required RESEA program services is to be provided 
to the FDEO through a data exchange between the Employ Florida system and 
the Reemployment Assistance Claims and Benefits Information System  
(RA System).  If a claimant does not participate in the RESEA program, LWDB 
staff are to record the non-attendance in Employ Florida, the information is to be 
shared with the FDEO via the RA System data exchange, and the claimant is 
referred to the FDEO for adjudication.  

According to FDEO records, during the 2020-21 fiscal year, 60,886 claimants 
were scheduled to receive RESEA program services.  Our examination of FDEO 
records for 60 claimants disclosed that the FDEO did not adjudicate 35 of the 
claimants’ cases after notification of nonparticipation in the RESEA program in a 
time frame that would ensure that the claimants remained eligible to receive UI 
benefits under State law.  Specifically:  

 The FDEO adjudicated 6 of the cases 188 to 267 days after the claimants 
missed their appointment for RESEA program services.  The FDEO paid UI 
benefits totaling $63,064 after the missed appointments.  

 The FDEO had not adjudicated 29 of the cases as of the date of our audit 
inquiry.  Subsequent to our audit inquiry, and 152 to 466 days after the 
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claimants missed their appointment for RESEA program services, the FDEO 
adjudicated 16 of the 29 cases.  For 17 of the 29 cases, the FDEO paid UI 
benefits totaling $100,455 after the missed appointments.  

Additionally, FDEO records for 2 claimants did not evidence that the FDEO UI 
office received notification regarding the claimants’ participation or 
nonparticipation in the RESEA program.  For one of the claimants, the FDEO paid 
UI benefits totaling $3,972 after their missed appointment.  

Cause FDEO management indicated that a management decision was made not to 
penalize claimants for failure to participate in RESEA program services.  For the 
13 cases not adjudicated, the FDEO was unable to adjudicate non-attendance 
because the claim was currently locked in the RA system due to an ongoing fraud 
investigation.  Additionally, for the 2 claimants the FDEO did not receive 
notification regarding participation or nonparticipation in the RESEA program, 
FDEO management indicated that between May 2020 and August 2020, the data 
exchange between Employ Florida and the RA System did not occur due to an 
unexpected server upgrade.  As a result, during those months, the FDEO was 
unable to extract data tables from Employ Florida to ensure that UI claimants 
complied with RESEA program participation requirements.  

Effect Absent timely adjudication of claimant cases after notification of nonparticipation 
in the RESEA program and documentation evidencing whether all claimants 
satisfactorily participate in the RESEA program, the FDEO cannot demonstrate 
that only eligible claimants receive UI benefits. 

Recommendation We recommend that the FDEO ensure that the data exchange between Employ 
Florida and the RA System appropriately and consistently notifies the FDEO of 
claimant compliance with the RESEA program.  Additionally, we recommend that 
the FDEO ensure that RESEA program participation issues are timely adjudicated 
to determine if benefits should continue. 

State Entity Response The Department concurs with the finding; however, progress has been made. The 
data exchange between Employ Florida and the Reemployment Assistance 
Claims and Benefits Information System has been resolved and has not been an 
issue since August 2020.  The Reemployment Assistance Modernization 
Program's Service Oriented Architecture/Application Programming Interfaces 
(SOA/API) project will ensure that these connections are stable in the future. 

To promote timely adjudication, the Department continues its efforts to increase 
staffing resources and provide comprehensive training to both newly hired and 
tenured adjudicators. In addition, the Department has contracted with a vendor to 
assist with fact-finding for claim adjudication which will expedite backlog 
resolution. 
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-036 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)  
Assistance Listing Program  
  Title 

Unemployment Insurance (UI)  

Compliance Requirement Special Tests and Provisions – Employer Experience Rating and Match with 
Internal Revenue Service (IRS) 940 Federal Unemployment Tax Act (FUTA) 
Tax Form  

State Entity Florida Department of Revenue (FDOR)  
Federal Grant/Contract 
  Number and Grant Year 

Various  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency  
Prior Year Finding Report No. 2021-182, Finding No. 2020-025  
  
Finding Internal controls for UI tax payment processing need improvement. 

Criteria 2 CFR 200.303 – Internal controls – The non-Federal entity must establish and 
maintain effective internal control over the Federal award that provides 
reasonable assurance that the non-Federal entity is managing the Federal award 
in compliance with Federal statutes, regulations, and the terms and conditions of 
the Federal award.  

Condition The FDOR contracted with a service organization to provide tax filing solutions 
for multiple tax types, including UI taxes.  During the 2020-21 fiscal year, the 
FDOR received UI tax payments from employers totaling approximately 
$1.1 billion.  The service organization was responsible for and processed  
$256.9 million in UI tax payments.  

The service organization obtained an independent service auditor’s report for the 
period January 1, 2020, through December 31, 2020, in which the service 
organization’s auditors issued an adverse opinion related to the service 
organization’s Information Security Policy, Risk Management Policy, termination 
procedures, logical access removal, and password configurations.  Given the 
significance of the service organization’s role in the UI program, internal control 
weaknesses reported in the service auditor’s report could significantly impact the 
UI program.  

Cause The service organization had not established certain IT controls, including a 
sufficiently detailed Information Security Policy and Risk Management Policy, and 
effective termination procedures, logical access removal controls, and password 
configuration controls.  

Effect Absent the establishment of appropriate controls by the service organization, the 
FDOR has reduced assurance that the UI tax data is appropriately safeguarded. 

Recommendation We recommend that the FDOR ensure that the service organization takes timely 
and appropriate corrective action to resolve the deficiencies noted in the 
independent service auditor’s report. 

State Entity Response FDOR concurs with this finding. In the Spring of 2021, FDOR communicated the 
importance of resolving the exceptions noted within the independent auditor's 
report with the service organization. As a result, the service organization 
confirmed they would implement the appropriate controls as required. 

FDOR will review the upcoming 2021 independent auditor's report to verify the 
previously noted deficiencies have been resolved. If the 2021 independent 
service auditor’s report identifies any outstanding exceptions, the FDOR will 
require the service organization to provide a timeframe for resolution and 
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evidence of progress towards resolving the remaining exceptions until all 
deficiencies are resolved.      
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U.S. DEPARTMENT OF LABOR 

Finding Number 2021-037 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)  
Assistance Listing Program  
  Title 

Unemployment Insurance (UI)  

Compliance Requirement Special Tests and Provisions – Employer Experience Rating and Match with 
Internal Revenue Service 940 Federal Unemployment Tax Act Tax Form  

State Entity Florida Department of Revenue (FDOR) 
Federal Grant/Contract 
  Number and Grant Year 

Various  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding Certain security controls related to user authentication for the Image 

Management System (IMS) need improvement to ensure the confidentiality, 
integrity, and availability of IMS data and related information technology (IT) 
resources.  

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDOR uses IMS to scan and process tax returns and checks. Our audit 
disclosed that certain security controls related to IMS user authentication need 
improvement.  We are not disclosing the specific details of the issues in this report 
to avoid the possibility of compromising the IMS data and related IT resources.  
However, we have notified appropriate FDOR management of the specific issues.  

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising IMS data and related IT resources. 

Effect Appropriate user authentication controls for IMS are necessary to decrease the 
risk that unauthorized individuals may gain access to the system and compromise 
the confidentiality, integrity, and availability of IMS data and related IT resources. 

Recommendation We recommend that FDOR management improve certain security controls 
related to IMS user authentication to ensure the confidentiality, integrity, and 
availability of IMS data and related IT resources. 

State Entity Response FDOR will improve certain security controls related to user authentication to 
ensure the confidentiality, integrity, and availability of IMS data and related IT 
resources. Implementation will be completed by June 30, 2023. 
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U.S. DEPARTMENT OF LABOR 

Finding Number 2021-038 
Assistance Listing Number 17.225 (Includes COVID-19 Awards)  
Assistance Listing Program  
  Title 

Unemployment Insurance (UI)  

Compliance Requirement Special Tests and Provisions – Employer Experience Rating and Match with 
Internal Revenue Service 940 Federal Unemployment Tax Act Tax Form  

State Entity Florida Department of Revenue (FDOR) 
Federal Grant/Contract 
  Number and Grant Year 

Various  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding Certain security controls related to user authentication for the System for Unified 

Taxation (SUNTAX) need improvement to ensure the confidentiality, integrity, 
and availability of SUNTAX data and related information technology (IT) 
resources.  

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDOR uses SUNTAX to register and monitor taxpayers, collect tax 
payments, and enforce State tax law.  Additionally, SUNTAX is used as a case 
and tax refund management system that produces reports and distributes funds. 

Our audit disclosed that certain security controls related to SUNTAX user 
authentication need improvement.  We are not disclosing the specific details of 
the issues in this report to avoid the possibility of compromising SUNTAX data 
and related IT resources.  However, we have notified appropriate FDOR 
management of the specific issues. 

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising the SUNTAX data or related IT resources. 

Effect Appropriate user authentication controls for SUNTAX are necessary to decrease 
the risk that unauthorized individuals may gain access to the system and 
compromise the confidentiality, integrity, and availability of SUNTAX data and 
related IT resources. 

Recommendation We recommend that FDOR management improve certain security controls 
related to SUNTAX user authentication to ensure the confidentiality, integrity, and 
availability of SUNTAX data and related IT resources. 

State Entity Response FDOR will improve certain security controls related to user authentication to 
ensure the confidentiality, integrity, and availability of SUNTAX data and related 
IT resources. Implementation will be completed by June 30, 2023. 
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U.S. DEPARTMENT OF LABOR  

Finding Number 2021-039 
Assistance Listing Number 17.258, 17.259, and 17.278  
Assistance Listing Program  
  Title 

Workforce Innovation and Opportunity Act (WIOA) Cluster  

Compliance Requirement Subrecipient Monitoring  
State Entity Florida Department of Economic Opportunity (FDEO) 
Federal Grant/Contract 
  Number and Grant Year 

AA-30737-17-55-A-12 2017, AA-32210-18-55-A-12 2018, AA-33223-19-55-A-12 
2019, AA-34762-20-55-A-12 2020, AA-36313-21-55-A-12 2021  

Statistically Valid Sample N/A 
Finding Type Noncompliance 
  
Finding The FDEO did not perform subrecipient monitoring to ensure compliance with 

WIOA nondiscrimination, disability, and equal opportunity requirements.  

Criteria 20 CFR 683.410 – What are the oversight roles and responsibilities of recipients 
and subrecipients of Federal financial assistance awarded under title I of the 
Workforce and Opportunity Act and the Wagner-Peyser Act? – The State 
monitoring system must enable the Governor to ensure compliance with the 
nondiscrimination, disability, and equal opportunity requirements of sec. 188 of 
WIOA, including the Assistive Technology Act of 1998.  

Condition The WIOA provides funding to states to assist job seekers with accessing 
employment, education, training, and support services needed to succeed in the 
labor market.  To accomplish this directive, the FDEO has partnered with 
CareerSource Florida and the State’s 24 local workforce development boards 
through grantee-subgrantee contracts to deliver the services.  The FDEO Office 
of Civil Rights was responsible for subrecipient monitoring and ensuring 
compliance with WIOA nondiscrimination, disability, and equal opportunity 
requirements.  

As part of our audit, we requested from the FDEO documentation evidencing that 
the WIOA nondiscrimination, disability, and equal opportunity requirements were 
subject to monitoring during the 2020-21 fiscal year.  In response to our request, 
FDEO management indicated that monitoring for compliance with 
nondiscrimination, disability, and equal opportunity requirements was not 
conducted during the 2020-21 fiscal year.  

Cause FDEO management indicated that nondiscrimination, disability, and equal 
opportunity monitoring was not conducted due to the COVID-19 pandemic.  

Effect Absent monitoring for compliance with nondiscrimination, disability, and equal 
opportunity requirements, FDEO management has limited assurance that 
subgrantees complied with Federal regulations.  

Recommendation We recommend that FDEO management conduct nondiscrimination, disability, 
and equal opportunity monitoring.   

State Entity Response The Department concurs with the finding; however, progress has been made. The 
Department has resumed subrecipient monitoring to ensure compliance with 
Workforce Innovation and Opportunity Act (WIOA) nondiscrimination, disability, 
and equal opportunity requirements. 
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U.S. DEPARTMENT OF THE TREASURY 

Finding Number 2021-040 
Assistance Listing Number 21.019 (Includes COVID-19 Awards) 
Assistance Listing Program 

Title 
Coronavirus Relief Fund (CRF)  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, and Reporting  
State Entity Florida Executive Office of the Governor (FEOG) 
Federal Grant/Contract 
  Number and Grant Year 

SLT0050 2020 and SLT0246 2020  

Statistically Valid Sample No 
Finding Type Disclaimer of Opinion and Material Weakness 

Questioned Costs – Unknown 
  
Finding The allowability of claimed Coronavirus Relief Fund (CRF) expenditures was not 

always supported by appropriate records or methodology.   

Criteria 2 CFR 200.303 – Internal Controls.  The non-Federal entity must establish and 
maintain effective internal control over the Federal award that provides 
reasonable assurance that the non-Federal entity is managing the Federal award 
in compliance with Federal statutes, regulations, and the terms and conditions of 
the Federal award.  

Coronavirus Aid, Relief, and Economic Security (CARES) Act (Public Law  
116-136) – Section 5001(d) required CRF funds be used to cover only costs of 
the State that:  were necessary expenditures incurred due to the COVID-19 public 
health emergency; were not accounted for in the State’s most recently approved 
budget as of March 27, 2020; and were incurred during the period March 1, 2020, 
through December 30, 2020.  The Consolidated Appropriations Act, 2021, (Public 
Law 116-260) extended the period during which recipients could incur eligible 
costs through December 31, 2021.  

Federal Register, Volume 86, No. 10, issued Friday, January 15, 2021 - 
Coronavirus Relief Fund for States, Tribal Governments, and Certain Eligible 
Local Governments.  This guidance specified that “with respect to personnel 
expenses, though the Fund [CRF] was not intended to be used to cover 
government payroll expenses generally, the Fund was intended to provide 
assistance to address increased expenses…”.  Additionally, the Treasury 
recognized that certain health and safety personnel were particularly important to 
the health emergency, and made allowances for public safety employees, such 
as correctional and detention officers, and those who directly supported such 
employees, such as dispatchers and supervisory personnel.  To claim the full 
amount of payroll and benefit expenses for non-health and safety personnel, such 
personnel were required to be substantially dedicated to mitigating or responding 
to the COVID-19 public health emergency.  In the event that personnel were not 
substantially dedicated, a portion of payroll maybe used, so long as time was 
tracked for the employee responding to the COVID-19 public emergency and the 
application methodology was consistent.  In addition, expenses that have been 
or will be reimbursed under any Federal program are ineligible CRF expenditures. 

United States Department of the Treasury, Memorandum for Coronavirus Relief 
Fund Recipients, No. OIG-CA-20-025, dated July 31, 2020, Coronavirus Relief 
Fund Reporting Requirements Update.  Each prime recipient shall report  
COVID-19 related costs incurred during the covered period as part of quarterly 
reports due no later than 10 calendar days after the end of each calendar quarter. 

Condition The FEOG established a workflow whereby State agencies submitted 
expenditures to the FEOG that were preliminarily determined by the State agency 
to be allowable CRF expenditures.  FEOG staff and a consultant hired by the 
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FEOG then reviewed the submitted expenditures for a final determination of 
allowability.  

For the 2020-21 fiscal year, the FEOG claimed CRF expenditures totaling 
$4,403,342,343 related to 29 State entities.  Our evaluation of Florida Department 
of Corrections (FDOC) expenditures totaling $1,131,370,297, Florida Department 
of Economic Opportunity (FDEO) expenditures totaling $242,593,294, and Fish 
and Wildlife Conservation Commission (FWCC) expenditures totaling 
$55,045,700 claimed as CRF expenditures found that the allowability of claimed 
expenditures was not always supported by appropriate records or methodology.  
Specifically:  

 We were unable to determine whether all claimed FDOC expenditures were 
allowable.  For example, for $591,592,556 in FDOC payroll expenditures 
claimed for the period July 2020 through June 2021, the FEOG was unable 
to provide the methodology used to calculate the amount claimed.  In 
addition, our review of payroll expenditure records disclosed that, while 
$456,608,678 of the claimed payroll expenditures appeared related to 
correctional officers, the FEOG could not provide documentation evidencing 
that the other $134,983,878 in payroll expenditures were claimed for 
personnel that either directly supported the correctional officers or were 
substantially dedicated to mitigating or responding to the COVID-19 public 
health emergency.  In response to our audit inquiry, FEOG management 
confirmed that correctional institution administrative staff who did not meet 
the criteria for public safety employees were included in the claimed payroll 
expenditures.  

 The FEOG could provide neither documentation supporting, nor the 
methodology used to claim, FDEO expenditures totaling $91,593,294.  

 The claimed FWCC expenditures, totaling $55,045,700, included salary costs 
for sworn law enforcement officers within the FWCC Division of Law 
Enforcement.  Our review of the documentation supporting the claimed 
expenditures disclosed that the amount claimed was based on a percentage 
of authorized sworn officer positions, rather than filled sworn officer positions.  
In addition, the amount claimed included salary costs totaling $4,497,422 that 
were also reimbursed under other Federally funded programs.  

As a result of the issues noted on audit, we could not determine whether all 
claimed expenditures were allowable and in accordance with CRF requirements.  
We also could not validate information reported in the quarterly Financial 
Progress reports submitted to the United States Department of the Treasury.  

Cause According to FEOG management, these issues were due to employee oversight 
and errors made by the consultant engaged to review CRF expenditures.  In 
addition, FEOG procedures were not sufficient to detect the FWCC payroll 
expenditures that were also reimbursed under other Federally funded programs.  

Effect Absent appropriate controls to ensure only eligible expenditures are charged to 
the CRF awards, the FEOG cannot demonstrate compliance with applicable laws, 
rules, regulations, and program requirements.  In addition, such expenditures 
may be subject to disallowance by the grantor.  

Recommendation We recommend that FEOG management enhance controls, including review 
procedures, to ensure that all costs claimed for the CRF awards are allowable 
and supported by sufficient and appropriate records and methodology, and take 
steps to ensure that expenditures reported on quarterly Financial Progress 
reports are accurate and supported.  In addition, we recommend that the FEOG 
take action to correct the claimed expenditure amounts and ensure that the 
revised amounts are appropriately supported and allowable. 

State Entity Response The FEOG concurs with the findings and recommendations.  The FEOG has 
updated the procedures for reviewing claims and instructed the FDOC, FDEO, 
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and FWCC to provide the appropriate documentation and methodology to support 
allowable expenditures.  The following actions will be taken in the quarterly 
financial progress report for the period ending March 31, 2022:  

FDOC claim amount will be reduced by $76,627,989.77 for the administrative 
staff that were not substantially dedicated to mitigating or responding to the 
COVID impact at the correctional facilities.  

FWCC has provided appropriate documentation and methodology to support an 
increase in allowable expenditures by $849,927.35.  

FDEO claim amount will be reduced by $2,956,972.23 for claim amounts that did 
not have adequate documentation. 

  



 Report No. 2022-189 
Page 84 March 2022 

U.S. DEPARTMENT OF THE TREASURY 

Finding Number 2021-041 
Assistance Listing Number 21.019 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Coronavirus Relief Fund (CRF)  

Compliance Requirement Subrecipient Monitoring  
State Entity Florida Division of Emergency Management (FDEM) 
Federal Grant/Contract 
  Number and Grant Year 

SLT0050 2020 and SLT0246 2020  

Statistically Valid Sample N/A 
Finding Type Opinion Qualification and Material Weakness 
  
Finding Contrary to Federal regulations, the FDEM did not monitor the activities of CRF 

subrecipients.  Such monitoring is to include, for example, reviewing subrecipient 
audit reports and determining whether management decisions are required for 
any audit findings related to the Federal award.  

Criteria 2 CFR 200.332(d) – Requirements for pass-through entities – All pass-through 
entities must monitor the activities of the subrecipient as necessary to ensure that 
the subaward is used for authorized purposes, in compliance with Federal 
statutes, regulations, and the terms and conditions of the subaward, and that 
subaward performance goals are achieved.  Monitoring of the subrecipient must 
include reviewing financial and performance reports, following-up and ensuring 
that the subrecipient takes timely and appropriate action on all deficiencies 
pertaining to the Federal award detected through audits, on-site reviews, and 
other means, and issuing management decisions as required by 2 CFR 200.521. 

2 CFR 200.521 – Management decision – The pass-through entity is responsible 
for issuing a management decision for audit findings pertaining to the Federal 
award within 6 months of acceptance of the audit report by the Federal Audit 
Clearinghouse.  

Condition During the 2019-20 fiscal year, the FDEM provided $210,562,506 in CRF funds 
to 39 local governments and, during the 2020-21 fiscal year, the FDEM provided 
$1,026,225,208 in CRF funds to 55 local governments.  Our inquiries of FDEM 
management disclosed that during either the 2019-20 or 2020-21 fiscal years the 
FDEM did not monitor the activities of any subrecipients.  Such monitoring is to 
include, for example, reviewing subrecipient audit reports and determining 
whether management decisions are required for any audit findings related to the 
Federal award.  

Cause According to FDEM management, subrecipient monitoring, including audit report 
reviews and determining whether management decisions were required for 
applicable audit findings, was not performed due to staffing shortages.  

Effect Absent the adequate monitoring of subrecipient activities, the FDEM cannot 
ensure that the subaward is used for authorized purposes in compliance with 
Federal statutes, regulations, and the terms and conditions of the subaward, and 
that subaward performance goals are achieved.  Absent the timely review of all 
required subrecipient audit reports, the FDEM may not timely issue required 
management decisions or follow up on applicable deficiencies noted during audit 
to ensure that the subrecipient takes timely and appropriate action.  Additionally, 
the FDEM cannot demonstrate compliance with Federal regulations. 

Recommendation We recommend that the FDEM conduct subrecipient monitoring, ensure that audit 
reports from all applicable subrecipients are timely reviewed, and follow up on 
applicable deficiencies noted during audit to ensure that the subrecipients took 
timely and appropriate action to address the deficiencies.  We also recommend 



Report No. 2022-189 
March 2022 Page 85 

that the FDEM timely issue management decisions for all applicable audit 
findings.   

State Entity Response FDEM concurs with this finding and will establish policies and procedures that 
ensure that newly established temporary grant programs with developing 
guidance, such as the Coronavirus Relief Fund (CRF), are subject to the most 
appropriate levels of risk assessment and subrecipient monitoring. FDEM has put 
in place a process for reviewing the FY 2021 Federal Single-Audits for the CRF 
that ensures that Management Decision Letters are issued in a timely manner. 
FDEM is developing procedures for broader subrecipient monitoring for the CRF 
and is currently recruiting an employee for the Special Grants team who will deal 
with programmatic compliance.   
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U.S. DEPARTMENT OF VETERANS’ AFFAIRS 

Finding Number 2021-042 
Assistance Listing Number 64.015  
Assistance Listing Program 

Title 
Veterans State Nursing Home Care (VSNHC)  

Compliance Requirement Reporting  
State Entity Florida Department of Veterans’ Affairs (FDVA) 
Federal Grant/Contract 
  Number and Grant Year 

FL516, FL520, FL546, FL5739F, FL673, and FL675  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency  
  
Finding The FDVA did not ensure that the service organization and subservice 

organization’s internal controls related to the MatrixCare Skilled Nursing Facility 
system (MatrixCare) were appropriately designed and operating effectively. 

Criteria 2 CFR 200.303 – Internal controls – The non-Federal entity must establish and 
maintain effective internal control over the Federal award that provides 
reasonable assurance that the non-Federal entity is managing the Federal award 
in compliance with Federal statutes, regulations, and the terms and conditions of 
the Federal award.  

Condition The FDVA contracted with a service organization to provide MatrixCare, a  
Web-based application used by skilled nursing facilities to administer clinical and 
residential needs and manage the revenue cycle.  The service organization 
utilized a subservice organization for data center hosting and infrastructure 
management operations.  

As the FDVA relies on MatrixCare, and the data contained therein, to manage the 
VSNHC program, it is incumbent upon the FDVA to take steps to reasonably 
ensure the integrity, reliability, and security of MatrixCare data.  Such steps may 
include requiring the service organization to provide a service auditor’s report on 
the effectiveness of the controls established by the service organization or, 
alternatively, FDVA monitoring of the effectiveness of relevant service 
organization controls.  Additionally, when the service organization utilizes a 
subservice organization to perform services for the FDVA, it is necessary for the 
FDVA to obtain assurances regarding the subservice organizations’ controls 
relevant to those services. 

Our audit inquiry disclosed that the FDVA did not obtain an independent service 
auditor’s report on the effectiveness of the controls established by the service 
organization for MatrixCare or the subservice organization, nor monitored the 
effectiveness of the relevant service organization and subservice organization 
controls.  

Cause FDVA management indicated that the FDVA had not established policies and 
procedures requiring service auditor’s reports be obtained and reviewed or, 
alternatively, for the service and subservice organizations’ controls be monitored. 

Effect Absent an evaluation of the operating effectiveness of the service organization’s 
and subservice organization’s relevant internal controls, the FDVA has reduced 
assurance that the data used by the FDVA is protected, complete, and reliable. 

Recommendation We recommend that FDVA management obtain and review the service 
organization’s and subservice organization’s independent service auditor’s 
reports to ensure that relevant controls are appropriately designed and operating 
effectively.  

State Entity Response SOC2 reports were provided to the FDVA for 10.1.19-9.30.20 and 5.1.20-
10.31.20 that partially covers this audit period. The CIO has requested the SOC2 
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report that satisfies the entire auditing period of 7.1.20-6.30.21 and upon receipt 
will provide these to the FDVA Audit Director for distribution. 
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U.S. DEPARTMENT VETERANS’ AFFAIRS 

Finding Number 2021-043 
Assistance Listing Number 64.015 
Assistance Listing Program 

Title 
Veterans State Nursing Home Care (VSNHC)  

Compliance Requirement Reporting  
State Entity Florida Department of Veterans’ Affairs (FDVA) 
Federal Grant/Contract 
  Number and Grant Year 

FL516, FL520, FL546, FL5739F, FL673, and FL675  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency  
  
Finding Certain security controls related to user authentication for the MatrixCare Skilled 

Nursing Facility system (MatrixCare) need improvement to ensure the 
confidentiality, integrity, and availability of MatrixCare data and related 
information technology (IT) resources. 

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDVA uses MatrixCare, a Web-based application used by skilled nursing 
facilities to administer clinical and residential needs and manage the revenue 
cycle.  Our audit disclosed that certain security controls related to MatrixCare user 
authentication need improvement.  We are not disclosing the specific details of 
the issues in this report to avoid the possibility of compromising MatrixCare data 
and related IT resources.  However, we have notified appropriate FDVA 
management of the specific issues.  

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising MatrixCare data or related IT resources. 

Effect Appropriate user authentication controls for MatrixCare are necessary to 
decrease the risk that unauthorized individuals may gain access to the system 
and compromise the confidentiality, integrity, and availability of MatrixCare data 
and related IT resources. 

Recommendation We recommend that FDVA management improve certain security controls related 
to MatrixCare user authentication to ensure the confidentiality, integrity, and 
availability of MatrixCare data and related IT resources. 

State Entity Response FDVA requested certain security controls be implemented from its vendor, but the 
vendor could not provide a date for this release. IT will implement certain security 
controls for all VPN users by December 30, 2022. 
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U.S. DEPARTMENT OF VETERANS’ AFFAIRS 

Finding Number 2021-044 
Assistance Listing Number 64.015  
Assistance Listing Program 

Title 
Veterans State Nursing Home Care (VSNHC)  

Compliance Requirement Reporting 
State Entity Florida Department of Veterans’ Affairs (FDVA) 
Federal Grant/Contract 
  Number and Grant Year 

FL516, FL520, FL546, FL5739F, FL673, and FL675 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency  
  
Finding The FDVA did not conduct periodic reviews of MatrixCare Skilled Nursing Facility 

system (MatrixCare) user access privileges. 

Criteria Florida Department of Management Services Rule 60GG-2.003(1), Florida 
Administrative Code – Agency information owners are to review access rights 
(privileges) periodically based on system categorization or assessed risk and 
ensure that information technology (IT) access is removed when access to the  
IT resource is no longer required.  

Periodic reviews of access privileges help ensure that only authorized users have 
access and that the access privileges provided to each account remain 
appropriate.  An effective periodic review consists of identifying the current 
access privileges of system users and services and evaluating the assigned 
access privileges to ensure that they align with user job responsibilities. 

Condition The FDVA skilled nursing facilities use MatrixCare to administer clinical and 
residential needs, as well as manage the revenue cycle. To obtain an 
understanding of FDVA user access privilege review processes for MatrixCare, 
we inquired of FDVA management who indicated that, during the 2020-21 fiscal 
year, the FDVA did not complete a review of MatrixCare user access privileges. 

Cause FDVA management indicated that FDVA did not conduct periodic reviews of 
MatrixCare user access privileges due to issues related to COVID-19 and staffing 
shortages. 

Effect Periodic reviews of IT user access privileges provide FDVA management 
assurance that user access privileges are authorized and remain appropriate.  

Recommendation We recommend that FDVA management ensure that periodic reviews of 
MatrixCare user access privileges are adequately performed and documented in 
FDVA records.  

State Entity Response Authorized user maintenance credentials within MatrixCare include Staff 
Developers and SVNH Administrators for each site, and IT for the initiation of 
those preliminary role-based accounts providing the means to provision accounts 
for employees and contractors performing site related tasks outside of the 
standard network access requirements. The CIO will rewrite the current 
Information Security Governance Policy, 5030.612, to include Software as a 
Service (SaaS) solutions with detailed responsibilities and accountability for 
periodic reviews and for maintaining user accounts through Data Stewards. This 
policy is expected to be approved by the Executive Director and executed by 
December 30, 2022.  
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U.S. DEPARTMENT OF EDUCATION 

Finding Number 2021-045 
Assistance Listing Number 84.048 

84.365 
84.425 C, D, R (Includes COVID-19 Awards) 

Assistance Listing Program  
  Title 

Career and Technical Education – Basic Grants to States 
English Language Acquisition State Grants, and 
Education Stabilization Fund – Governor’s Emergency Education Relief 
Fund, Elementary and Secondary School Emergency Relief Fund, and 
Coronavirus Response and Relief Supplemental Appropriations Act, 2021 
– Emergency Assistance for Non-Public Schools (CRRSA EANS) 

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, and Cash 
Management   

State Entity Florida Department of Education (FDOE) 
Federal Grant/Contract 
  Number and Grant Year 

V048A200009 2020, V048A200009 2021, S365A190009 2019, 
S365A200009 2020, S425C200025 2020, S425D200052 2020, 
S425R210002 2021, S425C210025 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding FDOE change management controls need improvement to ensure that only 

authorized, tested, and approved Florida Grants System (FLAGS) program code 
changes are implemented into the production environment. 

Criteria Effective change management controls are intended to ensure that all program 
code changes are properly authorized, tested, and approved for implementation 
into the production environment.  Change management controls also promote the 
accuracy of data changes made in the production environment.  Effective change 
management controls ensure that the established change management process 
is followed when program code and data changes are implemented into the 
production environment and that only approved changes are implemented into 
the production environment.  

Condition FLAGS provides users a single access location for the management and tracking 
of grants and the distribution of funds and to facilitate communication between 
the FDOE and recipient agencies.   

To evaluate the appropriateness of FDOE change management controls, we 
requested a system-generated list of program code changes implemented into 
the FLAGS production environment during the 2020-21 fiscal year.  However, the 
FDOE was unable to provide a system-generated list of the implemented program 
code changes and, instead, provided a list of program change tickets from the 
ticketing system.  Although the FDOE used a change management system to 
manage FLAGS program code changes, the FDOE had not established controls, 
such as the use of a reconciliation process, to ensure that all program code 
changes implemented into the production environment followed the FDOE 
change management process.  

Cause According to FDOE management, FLAGS does not have the capability to produce 
a system-generated list of program code changes.  

Effect Without an effective reconciliation process that ensures all program code 
changes implemented into the FLAGS production environment are recorded in 
the ticketing system, the FDOE has limited assurance that all program code 
changes are appropriately authorized, tested, approved, and implemented and 
do not bypass the FDOE change management process. 
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Recommendation We recommend that FDOE management enhance change management controls 
to ensure that all changes to FLAGS are recorded in the ticketing system and do 
not by bypass the FDOE change management process. 

State Entity Response FDOE utilizes a formal Information System Development Methodology (ISDM) 
framework to guide the departmental software development lifecycle. FDOE’s 
ISDM outlines the process for planning, defining, designing, building, testing, 
deploying, and monitoring code changes. FDOE will implement a reconciliation 
process and realign all IT staff/procedures within Division of Technology and 
Innovation to ensure that only approved changes are implemented in production 
environments.  
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U.S. DEPARTMENT OF EDUCATION 

Finding Number 2021-046 
Assistance Listing Number 84.365 

84.425 C, D, R (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

English Language Acquisition State Grants (ELAG) and  
Education Stabilization Fund (ESF) – Governor’s Emergency Education 
Relief Fund, Elementary and Secondary School Emergency Relief Fund, 
and Coronavirus Response and Relief Supplemental Appropriations Act, 
2021 – Emergency Assistance for Non-Public Schools (CRRSA EANS) 

Compliance Requirement Reporting 
State Entity Florida Department of Education (FDOE) 
Federal Grant/Contract 
  Number and Grant Year 

S425C200025 2020, S425D20052 2020, S425R210002 2021, S425D210052 
2021, S425C210025 2021, S365A190009 2019, S365A200009 2020  

Statistically Valid Sample N/A 
Finding Type Disclaimer of Opinion and Material Weakness 
  
Finding The FDOE could not provide records from the Federal Funding Accountability 

and Transparency Act Subaward Reporting System (FSRS) demonstrating that 
subawards were timely reported with the information required by the Federal 
Funding Accountability and Transparency Act (FFATA).  

Criteria 2 CFR 170, Appendix A – Reporting Subawards and Executive Compensation – 
Unless otherwise exempt, you must report each action that equals or exceeds 
$30,000 in Federal funds for a subaward to a non-Federal entity or Federal 
agency. 

The non-Federal entity or Federal agency must report each obligating action 
described in the FSRS. 

For subaward information, reporting must occur no later than the end of the month 
following the month in which the obligation was made.   

Condition During the 2020-21 fiscal year, the FDOE awarded ESF program funds totaling 
$1,771,076,575 to 192 subrecipients through 898 subawards and ELAG program 
funds totaling $59,090,332 to 56 subrecipients through 79 subawards.  The FDOE 
utilized a monthly data report from the Florida Grants System (FLAGS) to report 
required subaward information in the FSRS.  

As part of our audit, we requested to review the reporting records in the FSRS for  
applicable ESF and ELAG program subawards, including all applicable 
amendments.  However, in response to our request, we found that the FSRS 
reports submitted by the FDOE for the ESF and ELAG subawards had been 
deleted and could not be recovered from the FSRS.  Consequently, we were 
unable to determine whether the subaward information was appropriately or 
timely reported in accordance with FFATA.  

Cause FDOE management indicated that they discovered an error in the FLAGS data 
that resulted in reporting to the FSRS a comprehensive list of all subawards each 
month, rather than only each action that equaled or exceeded $30,000.  As a 
result, FSRS records showed that the FDOE was obligating more than the 
available grant funds.  To correct the error, the FDOE requested that the FSRS 
helpdesk delete all prior reports uploaded to the FSRS so that the FDOE could 
make the necessary revisions to the subawards reported in the FSRS.  

Effect Absent effective controls to ensure that complete and accurate information is 
reported in the FSRS, the FDOE cannot demonstrate that all required information 
was appropriately and timely reported in accordance with FFATA. 
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Recommendation We recommend that the FDOE enhance FLAGS data reporting controls to ensure 
and demonstrate that all required data is accurately and timely reported in the 
FSRS.  

State Entity Response The Department does not concur with this finding. Throughout FY2020-21, FDOE 
uploaded monthly reports to the FSRS system within the federally required 
timeframes.    

In April 2021, FDOE became aware that FSRS was designed for monthly activity 
reporting and not cumulative monthly reporting that FDOE had been providing. 
From April through November 2021, FDOE worked with USED on a solution to 
replace the monthly cumulative reports with monthly activity reports.  On 
November 5, 2021, USED deleted the following sampling of cumulative reports in 
FSRS:  

S425D210052 – 4 FFATA reports  

S425D200052 – 6 FFATA reports  

S425C200025 – 7 FFATA reports  

During this same time FDOE was enhancing its FLAGS system to generate 
monthly activity reports instead of monthly cumulative reports. This enhancement 
was completed in January 2022. In February 2022, FDOE started the process of 
replacing the deleted cumulative reports with the monthly activity reports. During 
the Auditor General's (AG) fieldwork in December 2021, FDOE and the AG both 
discovered that when USED deletes files from FSRS, the history (of when the 
original files were uploaded) is not maintained in FSRS.     

FDOE provided the AG evidence of its communications with USED from April 
2021 through January 2022 demonstrating its efforts to replace cumulative 
reports with monthly activity reports in FSRS.  FDOE provided the AG access to 
the reports that were uploaded to FSRS and subsequently deleted to correct 
errors.  FDOE does not agree that this finding warrants a Disclaimer of Opinion 
which suggests material and pervasive misstatements in its financial statements 
because the AG has elected not to review the monthly reports that FDOE stated 
were uploaded to FSRS in FY 2020-21, but subsequently deleted in November 
2021 and reloaded in February 2022.   

FDOE informed the AG that some of the reports uploaded in FY2021-22 will also 
need to be deleted and reloaded with monthly activity data.  Since FSRS does 
not maintain a history of original upload dates, FDOE inquired with the AG if this 
would warrant a repeat finding in FY2021-22.  AG responded that they would not 
since FDOE had an agreement with USED to delete cumulative reports and 
reload monthly activity reports. Since the AG agrees that continued deletion and 
reloading of reports in FSRS will not warrant further findings, FDOE believes that 
these same actions regarding FY2020-21 reports do not warrant this 
finding      

Follow-Up to Management’s 
  Response 

FDOE management indicated in their written response that the FDOE did not 
concur with the finding and indicated that the Auditor General elected not to 
review the monthly reports that were deleted and then reloaded to the FSRS in 
February 2022.  Additionally, the FDOE indicated that they did not agree that the 
finding warrants a Disclaimer of Opinion which suggests material and pervasive 
misstatements in the financial statements and that the Auditor General agreed 
that continued deletion and reloading of reports in the FSRS will not warrant 
further findings.  Notwithstanding, the reports that the FDOE originally provided 
access to were not sufficient and appropriate audit evidence upon which to render 
an opinion on compliance with the Reporting compliance requirement because 
the reports did not originate from the FSRS.  Further, the Auditor General was not 
made aware of the possible availability of reloaded reports in the FSRS until 
receipt of the FDOE’s response to the finding in March 2022, beyond the time 
frame necessary to permit the performance of sufficient and appropriate audit 
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procedures.  Regarding the finding classification, under the Uniform Guidance, a 
disclaimer of opinion relates to whether an auditee complied with laws, 
regulations, and the terms and conditions of Federal awards which could have a 
direct and material effect on the Federal program and does not relate to the 
financial statements.  Lastly, the Auditor General did not agree that the deletion 
and reloading of reports would not warrant a future finding.  Consequently, the 
finding and related recommendation stand as presented. 
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U.S. DEPARTMENT OF EDUCATION 

Finding Number 2021-047 
Assistance Listing Number 84.126  
Assistance Listing Program  
  Title 

Rehabilitation Services Vocational Rehabilitation Grants to States  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, and 
Reporting  

State Entity Florida Department of Education (FDOE) 
Federal Grant/Contract 
  Number and Grant Year 

H126A180087 2019, H126A200087 2020, H126A210087 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding Certain security controls related to user authentication for the Aware system need 

improvement to ensure the confidentiality, integrity, and availability of Aware 
system data and related information technology (IT) resources.  

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDOE Division of Blind Services uses the Aware system as a client 
information system to record the progress of services provided to visually 
impaired clients.  The Aware system includes client demographic data, planned 
and actual services provided to blind clients, program outcomes, provider 
invoicing, and required FDOE Rehabilitation Services Administration Federal 
reporting data.  

Our audit disclosed that certain security controls related to Aware system user 
authentication need improvement.  We are not disclosing the specific details of 
the issues in this report to avoid the possibility of compromising Aware system 
data and related IT resources.  However, we have notified appropriate FDOE 
management of the specific issues.  

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising Aware system data or related IT resources. 

Effect Appropriate user authentication controls for the Aware system are necessary to 
decrease the risk that unauthorized individuals may gain access to the system 
and compromise the confidentiality, integrity, and availability of Aware system 
data and related IT resources. 

Recommendation We recommend that FDOE management improve certain security controls 
related to Aware system user authentication to ensure the confidentiality, 
integrity, and availability of Aware system data and related IT resources. 

State Entity Response In the spring of 2020, FDOE recognized deficiencies with the existing on premises 
Division of Vocational Rehabilitation (DVR) RIMS and Division of Blind Services 
(DBS) AWARE system. Therefore, FDOE issued a procurement through a 
NASPO contract in October 2020 to replace the antiquated systems for both DBS 
and DVR with a modernized secured cloud-hosted AWARE case management 
system in accordance with Florida Administrative Code 60-GG-2, Florida 
Cybersecurity Standards. For efficiency purposes, FDOE directed its resources 
to DVR enterprise, which will replace adequate security controls with enhanced 
security controls to ensure the successful implementation of the new modernized 
secured systems. FDOE intends on having this new system implemented by 
Spring 2023.  

  



Report No. 2022-189 
March 2022 Page 97 

U.S. DEPARTMENT OF EDUCATION 

Finding Number 2021-048 
Assistance Listing Number 84.126  
Assistance Listing Program  
  Title 

Rehabilitation Services Vocational Rehabilitation Grants to States  

Compliance Requirement Activities Allowed and Unallowed, Allowable Costs/Cost Principles, Eligibility, 
and Reporting  

State Entity Florida Department of Education (FDOE) 
Federal Grant/Contract 
  Number and Grant Year 

H126A180087 2019, H126A200087 2020, H126A210087 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding FDOE change management controls need improvement to ensure that only 

authorized, tested, and approved Aware system program code changes are 
implemented into the production environment. 

Criteria Effective change management controls are intended to ensure that all program 
code changes are properly authorized, tested, and approved for implementation 
into the production environment.  Change management controls also promote the 
accuracy of data changes made in the production environment.  Effective change 
management controls ensure that the established change management process 
is followed when program code and data changes are implemented into the 
production environment and that only approved changes are implemented into 
the production environment.  

Condition The FDOE Division of Blind Services uses the Aware system as a client 
information system to record the progress of services provided to visually 
impaired clients.  The Aware system includes client demographic data, planned 
and actual services provided to blind clients, program outcomes, provider 
invoicing, and required FDOE Rehabilitation Services Administration Federal 
reporting data.  

To evaluate the appropriateness of FDOE change management controls, we 
requested a system-generated list of program code changes implemented into 
the Aware system production environment during the 2020-21 fiscal year.  
However, the FDOE was unable to provide a system-generated list of the 
implemented program code changes and, instead, provided a list of program 
change tickets from the ticketing system.  Although the FDOE used a change 
management system to manage Aware system program code changes, the 
FDOE had not established controls, such as the use of a reconciliation process, 
to ensure that all program code changes implemented into the production 
environment followed the FDOE change management process.  

Cause According to FDOE management, the Aware system does not have the capability 
to produce a system-generated list of program code changes.  

Effect Without an effective reconciliation process that ensures all program code 
changes implemented into the Aware system production environment are 
recorded in the ticketing system, the FDOE has limited assurance that all program 
code changes are appropriately authorized, tested, approved, and implemented 
and do not bypass the FDOE change management process. 

Recommendation We recommend that FDOE management enhance change management controls 
to ensure that all changes to the Aware system are recorded in the ticketing 
system and do not by bypass the FDOE change management process. 

State Entity Response FDOE utilizes a formal Information System Development Methodology (ISDM) 
framework to guide the departmental software development lifecycle. FDOE’s 
ISDM outlines the process for planning, defining, designing, building, testing, 
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deploying, and monitoring code changes. FDOE will implement a reconciliation 
process and realign all IT staff/procedures within Division of Technology and 
Innovation to ensure that only approved changes are implemented in production 
environments.       
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U.S. DEPARTMENT OF EDUCATION 

Finding Number 2021-049 
Assistance Listing Number 84.126  
Assistance Listing Program  
  Title 

Rehabilitation Services Vocational Rehabilitation Grants to States  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, and 
Reporting  

State Entity Florida Department of Education (FDOE) 
Federal Grant/Contract 
  Number and Grant Year 

H126A180087 2019, H126A200087 2020, H126A210087 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding The report used by the FDOE to conduct periodic Aware system user access 

privilege reviews did not promote an effective review of the appropriateness of all 
user accounts.  Additionally, the FDOE did not always promptly deactivate Aware 
system access privileges upon a user’s separation from FDOE employment.   

Criteria Florida Department of Management Services Rule 60GG-2.003(1), Florida 
Administrative Code – Agency information owners are to review access rights 
(privileges) periodically based on system categorization or assessed risk and 
ensure that information technology (IT) access is removed when access to the  
IT resource is no longer required.   

Periodic reviews of access privileges help ensure that only authorized users have 
access and that the access privileges provided to each account remain 
appropriate.  An effective periodic review consists of identifying the current 
access privileges of system users and services and evaluating the assigned 
access privileges to ensure that they align with user job responsibilities.  

Condition The FDOE Division of Blind Services uses the Aware system as a client 
information system to record the progress of services provided to visually 
impaired clients.  The Aware system includes client demographic data, planned 
and actual services provided to blind clients, program outcomes, provider 
invoicing, and required FDOE Rehabilitation Services Administration Federal 
reporting data.   

To conduct periodic Aware system access privilege reviews, FDOE management 
indicated that the FDOE reviewed a system-generated inactivity report every  
60 days to evaluate the appropriateness of user access privileges.  Specifically, 
the FDOE reviewed the Aware system access privileges assigned to the users 
noted on the inactivity report and verified whether the access privileges were still 
necessary.  Our evaluation of these access privilege review procedures found 
that, while the system-generated report included users whose Aware system 
access had been inactive for 60 days, the report did not include users who had 
changed positions within the FDOE or employees who may no longer require 
access due to a change in job responsibilities.  

In addition, our review of Aware system user access records for the 15 Aware 
system users who separated from FDOE employment during the 2020-21 fiscal 
year disclosed that the FDOE did not timely deactivate the access privileges for 
10 of the Aware system users.  Specifically, the users’ access privileges were 
deactivated 2 and 28 business days (an average of 10 business days) after the 
users separated from FDOE employment.  Notwithstanding the untimely 
deactivation of access privileges, our audit tests disclosed that none of the  
10 user accounts were used to access the Aware system subsequent to the 
users’ separation dates.  

Cause FDOE management indicated that the FDOE had previously considered the 
inactivity reports to be sufficient to review user access privileges.  In addition, 
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FDOE management indicated that the untimely deactivations of Aware system 
access privileges were due to missing access forms and miscommunication 
between local offices and the FDOE.  

Effect Periodic reviews of IT user access privileges and prompt deactivation of user 
access privileges upon an employee’s separation from FDOE employment 
provides FDOE management assurance that user access privileges are 
authorized and remain appropriate.  Additionally, timely deactivation of IT user 
access privileges limits the potential for unauthorized disclosure, modification, or 
destruction of FDOE data and IT resources by former employees or others. 

Recommendation We recommend that FDOE management strengthen controls to ensure that 
FDOE records evidence periodic reviews of the appropriateness of all Aware 
system user access privileges.  We also recommend that FDOE management 
enhance controls to ensure that Aware system user access privileges are 
deactivated immediately upon a user’s separation from FDOE employment. 

State Entity Response FDOE has a standardized process for managing user access, including the 
periodic review of role appropriateness. FDOE will evaluate the current process 
and make modifications to ensure consistent implementation across all divisions 
and timely access removal. 
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U.S. DEPARTMENT OF EDUCATION 

Finding Number 2021-050 
Assistance Listing Number 84.126  
Assistance Listing Program  
  Title 

Rehabilitation Services Vocational Rehabilitation Grants to States  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, and 
Reporting  

State Entity Florida Department of Education (FDOE) 
Federal Grant/Contract 
  Number and Grant Year 

H126A200086 2020 and H126A210086 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding Certain security controls related to user authentication for the FDOE network 

need improvement to ensure the confidentiality, integrity, and availability of 
Rehabilitation Information Management System (RIMS) data and related 
information technology (IT) resources.   

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDOE uses RIMS as a case management system for Vocational 
Rehabilitation clients and to provide data for Federal reporting purposes.  Users 
access RIMS through the FDOE network and then are assigned roles within 
RIMS.  

Our audit disclosed that certain security controls related to FDOE network user 
authentication need improvement.  We are not disclosing the specific details of 
the issues in this report to avoid the possibility of compromising RIMS data and 
related IT resources.  However, we have notified appropriate FDOE management 
of the specific issues.  

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising RIMS data or related IT resources. 

Effect Appropriate user authentication controls for the FDOE network are necessary to 
decrease the risk that unauthorized individuals may gain access to RIMS and 
compromise the confidentiality, integrity, and availability of RIMS data and related 
IT resources. 

Recommendation We recommend that FDOE management improve certain security controls 
related to FDOE network user authentication to ensure the confidentiality, 
integrity, and availability of RIMS data and related IT resources. 

State Entity Response In the spring of 2020, FDOE recognized deficiencies with the existing on premises 
Division of Vocational Rehabilitation (DVR) RIMS and Division of Blind Services 
(DBS) AWARE system. Therefore, FDOE issued a procurement through a 
NASPO contract in October 2020 to replace the antiquated systems for both DBS 
and DVR with a modernized secured cloud-hosted AWARE case management 
system in accordance with Florida Administrative Code 60-GG-2, Florida 
Cybersecurity Standards. For efficiency purposes, FDOE directed its resources 
to DVR enterprise, which will replace adequate security controls with enhanced 
security controls to ensure the successful implementation of the new modernized 
secured systems. FDOE intends on having this new system implemented by 
Spring 2023. 
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U.S. DEPARTMENT OF EDUCATION 

Finding Number 2021-051 
Assistance Listing Number 84.126  
Assistance Listing Program  
  Title 

Rehabilitation Services Vocational Rehabilitation Grants to States  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, and 
Reporting  

State Entity Florida Department of Education (FDOE) 
Federal Grant/Contract 
  Number and Grant Year 

H126A200086 2020 and H126A210086 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding FDOE change management controls need improvement to ensure that only 

authorized, tested, and approved Rehabilitation Information Management System 
(RIMS) program code changes are implemented into the production environment. 

Criteria Effective change management controls are intended to ensure that all program 
code changes are properly authorized, tested, and approved for implementation 
into the production environment.  Change management controls also promote the 
accuracy of data changes made in the production environment.  Effective change 
management controls ensure that the established change management process 
is followed when program code and data changes are implemented into the 
production environment and that only approved changes are implemented into 
the production environment.  

Condition The FDOE uses RIMS as a case management system for Vocational 
Rehabilitation clients and to provide data for Federal reporting purposes.  Users 
access RIMS through the FDOE network and then are assigned roles within 
RIMS.  

To evaluate the appropriateness of FDOE change management controls, we 
requested a system-generated list of program code changes implemented into 
the RIMS production environment during the 2020-21 fiscal year.  However, the 
FDOE was unable to provide a system-generated list of the implemented program 
code changes and, instead, provided a list of program change tickets from the 
ticketing system.  Although the FDOE used a change management system to 
manage RIMS program code changes, the FDOE had not established controls, 
such as the use of a reconciliation process, to ensure that all program code 
changes implemented into the production environment followed the FDOE 
change management process.  

Cause According to FDOE management, RIMS does not have the capability to produce 
a system-generated list of program code changes.  

Effect Without an effective reconciliation process that ensures all program code 
changes implemented into the RIMS production environment are recorded in the 
ticketing system, the FDOE has limited assurance that all program code changes 
are appropriately authorized, tested, approved, and implemented and do not 
bypass the FDOE change management process. 

Recommendation We recommend that FDOE management enhance change management controls 
to ensure that all changes to RIMS are recorded in the ticketing system and do 
not bypass the FDOE change management process. 

State Entity Response FDOE utilizes a formal Information System Development Methodology (ISDM) 
framework to guide the departmental software development lifecycle. FDOE’s 
ISDM outlines the process for planning, defining, designing, building, testing, 
deploying, and monitoring code changes. FDOE will implement a reconciliation 
process and realign all IT staff/procedures within Division of Technology and 
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Innovation to ensure that only approved changes are implemented in production 
environments. 

  



 Report No. 2022-189 
Page 104 March 2022 

U.S. DEPARTMENT OF EDUCATION 

Finding Number 2021-052 
Assistance Listing Number 84.126  
Assistance Listing Program  
  Title 

Rehabilitation Services Vocational Rehabilitation Grants to States  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, and 
Reporting  

State Entity Florida Department of Education (FDOE) 
Federal Grant/Contract 
  Number and Grant Year 

H126A200086 2020 and H126A210086 2021  

Statistically Valid Sample N/A 

Finding Type Significant Deficiency 
  
Finding The FDOE was unable to provide system-generated network access controls 

records evidencing the date that user access rights to the network were disabled 
or system-generated access control records evidencing the date that a user last 
accessed the Rehabilitation Information Management System (RIMS).  In 
addition, the FDOE did not periodically review the appropriateness of RIMS user 
access roles. 

Criteria Florida Department of Management Services Rule 60GG-2.003(1), Florida 
Administrative Code – Each agency shall ensure that access to information 
technology (IT) resources is limited to authorized users, processes, or devices, 
and to authorized activities and transactions.  Additionally, agencies shall conduct 
periodic reviews of access rights based on system categorization or assessed 
risk and ensure that IT access is removed when access to the IT resource is no 
longer required.  

Periodic reviews of access privileges help ensure that only authorized users have 
access and that the access privileges provided to each account remain 
appropriate.  An effective periodic review consists of identifying the current 
access privileges of system users and services and evaluating the assigned 
access privileges to ensure that they align with user job responsibilities.  

Condition The FDOE uses RIMS as a case management system for Vocational 
Rehabilitation clients and to provide data for Federal reporting purposes. Users 
access RIMS through the FDOE network and then are assigned roles within 
RIMS.   

As part of our audit, we evaluated FDOE network and RIMS access controls and 
examined FDOE records to determine whether user access privileges were 
periodically reviewed for appropriateness and timely disabled upon an 
employee’s separation from FDOE employment.  Although we requested, the 
FDOE was unable to provide system-generated network access controls records 
evidencing the date that user access rights to the network were disabled or 
system-generated access control records evidencing the date that a user last 
accessed RIMS.  In addition, FDOE management indicated that the FDOE does 
not periodically review the appropriateness of the roles assigned to RIMS users 
to determine whether users may no longer require access due to a change in job 
responsibilities or positions.  

Cause FDOE management indicated that the FDOE had not established a process to 
document the date of network deactivation and that RIMS did not have the 
capability to provide a system-generated report evidencing a user’s last log in 
date.  In addition, because RIMS is accessed through the network, FDOE 
management did not consider a review of RIMS user roles to be necessary.   

Effect Absent the retention of system-generated network and RIMS access control 
records, the FDOE cannot adequately demonstrate the prompt deactivation of 
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user access privileges and the risk is increased that the FDOE may not have 
sufficient documentation to assist in future investigations of security incidents, 
should they occur.  In addition, periodic reviews of IT user access privileges 
provide FDOE management assurance that user access privileges are authorized 
and remain appropriate.   

Recommendation We recommend that FDOE management ensure that system-generated network 
and RIMS access control records are maintained.  We also recommend that 
FDOE management strengthen controls to ensure that periodic reviews of the 
appropriateness of RIMS user roles are conducted and documented in FDOE 
records.   

State Entity Response FDOE has a standardized process for managing user access, including the 
periodic review of role appropriateness. FDOE will evaluate the current process 
and make modifications to ensure consistent implementation across all divisions 
and timely access removal.   

  



 Report No. 2022-189 
Page 106 March 2022 

U.S. DEPARTMENT OF EDUCATION 

Finding Number 2021-053 
Assistance Listing Number 84.365  
Assistance Listing Program  
  Title 

English Language Acquisition State Grants  

Compliance Requirement Matching, Level of Effort, Earmarking  
State Entity Florida Department of Education (FDOE) 
Federal Grant/Contract 
  Number and Grant Year 

S365A190009 2019 and S365A200009 2020  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding Certain security controls related to user authentication for the Comprehensive 

Management Information System (CMIS) need improvement to ensure the 
confidentiality, integrity, and availability of CMIS data and related information 
technology (IT) resources.  

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDOE uses the CMIS to collect student and staff data for use in funding, 
State reporting, Federal reporting, and leadership decisions.  Our audit disclosed 
that certain security controls related to CMIS user authentication need 
improvement.  We are not disclosing the specific details of the issues in this report 
to avoid the possibility of compromising CMIS data and related IT resources.  
However, we have notified appropriate FDOE management of the specific issues.  

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising CMIS data or related IT resources. 

Effect Appropriate user authentication controls for the CMIS are necessary to decrease 
the risk that unauthorized individuals may gain access to the system and 
compromise the confidentiality, integrity, and availability of CMIS data and related 
IT resources. 

Recommendation We recommend that FDOE management improve certain security controls 
related to CMIS user authentication to ensure the confidentiality, integrity, and 
availability of CMIS data and related IT resources. 

State Entity Response During the audit period, FDOE contends that the security controls for CMIS were 
the maximum controls allowable based on the legacy environment in which the 
system was hosted. However, this system was migrated to a cloud-based 
environment with enhanced security control options. FDOE is currently working 
with our vendor to implement the enhanced controls in accordance with Florida 
Administrative Code 60-GG-2. 
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U.S. DEPARTMENT OF EDUCATION 

Finding Number 2021-054 
Assistance Listing Number 84.365  
Assistance Listing Program  
  Title 

English Language Acquisition State Grants (ELAG)  

Compliance Requirement Matching, Level of Effort, Earmarking   
State Entity Florida Department of Education (FDOE) 
Federal Grant/Contract 
  Number and Grant Year 

S365A190009 2019 and S365A200009 2020  

Statistically Valid Sample No 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-029   
  
Finding FDOE records did not demonstrate that Comprehensive Management 

Information System (CMIS) software changes were appropriately tested or 
approved. 

Criteria Florida Department of Management Services Rule 60GG-2.003(5), Florida 
Administrative Code – Information Protection Processes and Procedures – Each 
agency shall ensure that security policies, processes, and procedures are 
maintained and used to manage protection of information systems and assets.  
Such policies, processes, and procedures shall establish a configuration change 
control process to manage upgrades and modifications to existing information 
technology resources and develop a process to review and approve proposed 
changes.  

Effective change management controls are intended to ensure that all program 
modifications are properly authorized, tested, and approved for implementation 
into the production environment.  Effective change management controls also 
ensure that the established change management process is followed when 
program cost changes are implemented into the production environment and only 
approved changes are implemented into the production environment.  

Condition The FDOE uses the CMIS to collect student and staff data for use in funding, 
State reporting, Federal reporting, and leadership decisions.  According to FDOE 
records, the FDOE implemented 33 software changes for the CMIS during the  
2020-21 fiscal year.  Our examination of FDOE records for 4 of the changes found 
that FDOE records did not evidence programmer testing or program code 
approval by personnel independent of the programming team for all 4 changes 
and, for 2 of the changes, FDOE records did not evidence program code 
validation prior to implementation by an individual independent of the 
programming team.  In addition, for 2 of the changes, FDOE records did not 
evidence user testing of the changes.  

Cause FDOE management indicated that, in response to the prior audit finding, the 
FDOE established new forms and controls, but due to the timing of the audit 
report, the new forms and controls were not fully implemented during the  
2020-21 fiscal year.  

Effect Absent adequate change management controls to ensure that FDOE records 
evidence that all CMIS changes are independently tested and approved, the risk 
is increased that unauthorized or erroneous changes could be moved into 
production without timely detection. 

Recommendation We recommend that the FDOE enhance CMIS change management controls to 
ensure that all changes are appropriately tested and approved. 

State Entity Response FDOE utilizes a formal Information System Development Methodology (ISDM) 
framework to guide the departmental software development lifecycle. FDOE’s 
ISDM outlines the process for planning, defining, designing, building, testing, 
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deploying, and monitoring code changes. FDOE will implement a reconciliation 
process and realign all IT staff/procedures within Division of Technology and 
Innovation to ensure that only approved changes are implemented in production 
environments. 
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U.S. DEPARTMENT OF EDUCATION 

Finding Number 2021-055 
Assistance Listing Number 84.365  
Assistance Listing Program 

Title 
English Language Acquisition State Grants (ELAG)  

Compliance Requirement Matching, Level of Effort, Earmarking    
State Entity Florida Department of Education (FDOE) 
Federal Grant/Contract 
  Number and Grant Year 

S365A190009 2019 and S365A200009 2020  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding The FDOE did not conduct periodic Comprehensive Management Information 

System (CMIS) user access privilege reviews or timely deactivate the CMIS user 
accounts for employees who separated from FDOE employment. 

Criteria Florida Department of Management Services Rule 60GG-2.003(1), Florida 
Administrative Code – Agency information owners are to review access rights 
(privileges) periodically based on system categorization or assessed risk and 
ensure that information technology (IT) access is removed when access to the  
IT resource is no longer required.  

Periodic reviews of access privileges help ensure that only authorized users have 
access and that the access privileges provided to each account remain 
appropriate.  An effective periodic review consists of identifying the current 
access privileges of system users and services and evaluating the assigned 
access privileges to ensure that they align with user job responsibilities.  

Condition The FDOE uses the CMIS to collect student and staff data for use in funding, 
State reporting, Federal reporting, and leadership decisions.  To obtain an 
understanding of FDOE user access privilege review processes for the CMIS, we 
inquired of FDOE management who indicated that, during the 2020-21 fiscal year, 
the FDOE did not complete a review of CMIS user access privileges.  

Our examination of access records for the four CMIS users who separated from 
FDOE employment during the 2020-21 fiscal year disclosed that the FDOE did 
not timely deactivate the users’ access privileges.  Specifically, the users’ access 
privileges were deactivated 7, 229, 250, and 335 business days after the users’ 
separation from FDOE employment.  Notwithstanding the untimely deactivation 
of access privileges, our audit tests disclosed that none of the four user accounts 
were used to access the CMIS subsequent to the users’ separation dates. 

Cause FDOE management indicated that a user access privilege review had not been 
performed due to limited resources and that the untimely deactivations of CMIS 
access privileges were to employee oversight.  

Effect Periodic reviews of IT user access privileges and prompt deactivation of user 
access privileges upon an employee’s separation from FDOE employment 
provides FDOE management assurance that user access privileges are 
authorized and remain appropriate.  Additionally, timely deactivation of IT user 
access privileges limits the potential for unauthorized disclosure, modification, or 
destruction of FDOE data and IT resources by former employees or others. 

Recommendation We recommend that FDOE management ensure that periodic reviews of CMIS 
user access privileges are adequately performed and documented in FDOE 
records. We also recommend that FDOE management enhance controls to 
ensure that CMIS user access privileges are deactivated immediately upon a 
user’s separation from FDOE employment. 

State Entity Response FDOE has a standardized process for managing user access, including the 
periodic review of role appropriateness. FDOE will evaluate the current process 
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and make modifications to ensure consistent implementation across all divisions 
and timely access removal.  
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U.S. DEPARTMENT OF EDUCATION 

Finding Number 2021-056 
Assistance Listing Number 84.425 C, D (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

Education Stabilization Fund (ESF) – Governor’s Emergency Education 
Relief Fund, Elementary and Secondary School Emergency Relief Fund 

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, 
Equipment/Real Property Management, Reporting, and Subrecipient Monitoring   

State Entity Florida Department of Education (FDOE) 
Federal Grant/Contract 
  Number and Grant Year 

S425C200025 2020, S425D20052 2020, S425D210052 2021 

Statistically Valid Sample N/A 
Finding Type Material Weakness and 

Disclaimer of Opinion: Activities Allowed or Unallowed, Allowable Costs/Cost 
Principles, Equipment/Real Property Management, and Reporting 
Opinion Qualification: Subrecipient Monitoring  

  
Finding FDOE monitoring activities did not validate the allowability of actual subrecipient 

ESF program expenditures nor did the FDOE require all subrecipients to provide 
a Budget Narrative Form documenting the financial plan and uses of funds for 
carrying out project objectives, services, and activities.  In addition, the FDOE did 
not evaluate subrecipient risk of noncompliance with Federal statutes, 
regulations, and the terms and conditions of the subaward or perform monitoring 
activities based on the assessed risk of noncompliance. 

Criteria 2 CFR 200.332 – Requirements for pass-through entities – All pass-through 
entities must evaluate each subrecipient’s risk of noncompliance with Federal 
statutes, regulations, and the terms and conditions of the subaward for purposes 
of determining the appropriate subrecipient monitoring.  All pass-through entities 
must monitor the activities of the subrecipient as necessary to ensure that the 
subaward is used for authorized purposes, in compliance with Federal statutes, 
regulations, and the terms and conditions of the subaward, and that subaward 
performance goals are achieved.  

2 CFR 200.403 – Factors affecting allowability of costs – Costs must be 
adequately documented to be allowable under Federal awards.  

34 CFR 76.720 – State reporting requirements – A state must submit reports 
required by the United States Department of Education (USED).   

Federal Register, Volume 85, No. 146, issued Wednesday, July 29, 2020 – 
Education Stabilization Fund – Elementary and Secondary School Emergency 
Relief (ESSER) Fund Recipient Data Collection Form.  This guidance provides 
for an annual collection of data pertaining to the uses of funds under the ESSER 
Fund.  

USED – Certification and Agreement for Funding under the Education 
Stabilization Fund Program Elementary and Secondary School Emergency Relief 
Fund – The State Educational Agency will comply with all reporting requirements, 
including those in Section 15011(b)(2) of Division B of the CARES Act, and submit 
required quarterly reports to the Secretary at such time and in such manner and 
containing such information as the Secretary may subsequently require.  

FDOE Project Application and Amendment Procedures for Federal and State 
Programs – Green Book  

Condition As illustrated below, during the 2020-21 fiscal year, the FDOE expended ESF 
(ESSER and Governor’s Emergency Education Relief (GEER)) program funds 
totaling $923.2 million. 
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Program 
Count of 
Subawards 

2020‐21  
Fiscal Year 

Expenditures 

ESSER I  312  $524,435,769 

ESSER II    42  293,393,718 

GEER I  544  105,384,604 

Total  898  $923,214,091 

 
FDOE procedures required all applicants for FDOE subawards to provide, prior 
to award, a Budget Narrative Form documenting the financial plan and uses of 
funds for carrying out project objectives, services, and activities.  FDOE 
procedures also required subrecipients to maintain documentation for all 
expenditures and, upon completion of the project, to submit to the FDOE a Final 
Project Disbursement Report of actual expenditures incurred.  To validate the 
allowability of the expenditures, the FDOE was to conduct monitoring, which may 
include but was not limited to, on-site visits, limited-scope audits, and reviewing 
information gathered from required reports.   

Our inquiries of FDOE management disclosed that, although $629,820,373 in 
ESSER I and GEER I funds were expended during the 2020-21 fiscal year, the 
FDOE did not perform monitoring activities subsequent to the approval of the 
subrecipients’ Budget Narrative Forms to validate the allowability of the 
subrecipients’ actual expenditures.  As a result, we could not determine whether 
the expenditures, including expenditures for equipment and real property, were 
allowable and in accordance with the grant terms and conditions.  We also could 
not validate information reported in the annual report submitted to the USED.  In 
addition, although the FDOE subawarded ESSER II funds to 42 subrecipients in 
May 2021, the FDOE did not require the subrecipients to provide a Budget 
Narrative Form prior to the approval of the subaward.  

Our audit also found that the FDOE did not evaluate the risk of noncompliance 
with Federal statutes, regulations, and the terms and conditions of the subaward 
for all ESF program subrecipients to determine the appropriate subrecipient 
monitoring.  

Cause According to FDOE management, the FDOE considered review of the subaward 
applicants’ Budget Narrative Forms to be subrecipient monitoring.  In addition, 
FDOE management indicated that the ESSER II funds were advanced to the 
subrecipients prior to obtaining Budget Narrative Forms due to time constraints 
and to ensure that the subrecipients had sufficient funding.  Finally, the FDOE did 
not evaluate the risk of subrecipient noncompliance or otherwise monitor the 
subrecipients due to competing priorities.  

Effect Absent monitoring activities that validate the allowability of actual subrecipient 
expenditures and the receipt of Budget Narrative Forms from all subrecipients 
prior to subaward approval, the FDOE has limited assurance that subrecipient 
ESF program expenditures are for allowable purposes or that the annual report 
submitted to the USED is accurate.  In addition, without an evaluation of the risk 
of subrecipient noncompliance with Federal statutes, regulations, and the terms 
and conditions of the subaward, and developing an appropriate monitoring plan 
based on the assessment of risk, the FDOE has reduced assurance that 
subrecipients were compliant with financial and programmatic grant agreement 
requirements. 

Recommendation We recommend that FDOE management evaluate each subrecipient’s risk of 
noncompliance and, based on the assessment of risk, conduct monitoring 
activities that:  validate the allowability of ESF program expenditures; verify the 
accuracy of annual report information submitted to the USED; and confirm each 
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subrecipient’s compliance with Federal statutes, regulations, and the terms and 
conditions of the subaward. 

State Entity Response The Department does not concur with this finding that it did not engage in 
subrecipient monitoring or risk analysis for the Education Stabilization Fund (ESF) 
programs in 2020-21. Subrecipient monitoring begins with application and budget 
review. For all ESF programs except the ESSER II Advance Lump Sum program, 
FDOE required LEAs to submit an application and detailed budget outlining 
anticipated expenditures. FDOE reviews the detailed budget to ensure all 
anticipated expenditures are allowable prior to making the award. In addition, all 
subgrantees undergo a risk analysis prior to receiving an award. At the end of the 
program period, LEAs submit a Final Disbursement Report that aids in verifying 
that actual expenditures match the approved budget. All LEAs in Florida are 
subject to an annual independent audit and a federal single audit. All these 
activities constitute monitoring.  

In addition to these activities, FDOE does plan to contract for additional 
subrecipient monitoring to include sampling expenditures, procurement activities, 
inventories and other programmatic requirements. This monitoring will occur 
within the program period. All the ESF programs are multi-year programs, still 
within the program period.  

The only exception made to require a detailed budget in advance of the award 
was for the ESSER II advance lump sum. To ensure that there would be no gap 
in receipt of stabilization funds and in light of the emergency nature of the 
program, FDOE provided an advance allocation of ESSER II funds to those 
school districts having expended a large proportion of their ESSER I funds, 
without having to submit a detailed budget for approval in advance of the award; 
however, these districts were required to submit a detailed list of actual or planned 
expenditures for the advance prior to receiving the balance of their ESSER II lump 
sum award. Therefore, the expenditures are indeed subject to review by FDOE. 
Prior to proceeding in this manner, FDOE obtained a legal opinion that this 
procedure was legally sufficient and has provided the opinion to the auditors.  

FDOE disagrees that because the “FDOE did not perform monitoring activities 
subsequent to the approval of the subrecipients’ Budget Narrative forms to 
validate the allowability of the subrecipients’ actual expenditures,” the auditors 
“could not determine whether the expenditures, including expenditures for 
equipment and real property“ were allowable and in accordance with the grant 
terms and conditions.” All expenditures are required to be documented by all 
subrecipients and are subject to sampling and validation by auditors using 
ordinary sampling and verification. Indeed, it is recognized that fiscal monitoring 
and auditing should not be duplicative; FDOE is not required to monitor those 
requirements covered by the single audit.  The very fact that every LEA in Florida 
is covered by an independent audit that includes the federal single audit is an 
element of monitoring that ensures compliance.      

Follow-Up to Management’s 
  Response 

FDOE management indicated in their written response that the FDOE did not 
concur with the finding and cited various activities that constituted monitoring, 
among others, that the LEAs are covered by an independent audit that includes 
the Federal single audit.  However, the Uniform Guidance requires additional 
monitoring efforts conducted by the pass-through entity (i.e., the FDOE), 
including an evaluation of subrecipient risk and conduct of subrecipient 
monitoring to ensure that the subaward is used for authorized purposes.  As 
indicated in the finding, the FDOE did not evaluate the LEAs’ risk of 
noncompliance to determine the appropriate subrecipient monitoring and, as 
noted in the FDOE’s response, the FDOE plans to contract for subrecipient 
monitoring, including a sampling of expenditures.  Consequently, the finding and 
related recommendation stand as presented. 
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U.S. DEPARTMENT OF EDUCATION 

Finding Number 2021-057 
Assistance Listing Number 84.425 C (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

Education Stabilization Fund (ESF) – Governor’s Emergency Education 
Relief Fund 

Compliance Requirement Procurement and Suspension and Debarment and Subrecipient Monitoring 
State Entity Florida Department of Education (FDOE) 
Federal Grant/Contract 
  Number and Grant Year 

S45C200025 2020 

Statistically Valid Sample No 
Finding Type Noncompliance and Significant Deficiency 
  
Finding The FDOE did not always provide required award information to all subrecipients 

or verify the suspension and debarment status of subrecipients. 

Criteria 2 CFR Part 200.332 – Requirements for pass-through entities – All pass-through 
entities must ensure that every subaward is clearly identified to the subrecipient 
as a subaward and include certain information at the time of the subaward.  

2 CFR Part 180.300 – What must I do before I enter into a covered transaction 
with another person at the next lower tier? - When you enter into a covered 
transaction with another person at the next lower tier, you must verify that the 
person with whom you intend to do business is not excluded or disqualified.  You 
do this by: (a) Checking System for Award Management (SAM) Exclusions, (b) 
Collecting a certification from that person, or (c) Adding a clause or condition to 
the covered transaction with that person.  

Condition During the 2020-21 fiscal year, the FDOE awarded ESF program funds totaling 
$1,771,076,575 to 192 subrecipients through 898 subawards.  Our inquiries of 
FDOE management disclosed that, for 138 subawards to charter schools totaling 
$17,782,347, the FDOE utilized a Memorandum of Understanding (MOU) as the 
subaward agreement.  Our review of the MOU found that it did not include all the 
information required by Federal regulations.  For example, the MOU did not 
include the Assistance Listing number and name, Federal award date, or terms 
and conditions concerning closeout of the subaward.  In addition, our inquiries of 
FDOE management disclosed that the FDOE did not verify that the  
138 subrecipients were not suspended or debarred.   

Cause FDOE management indicated that all required award information was not 
provided to the charter school subrecipients and the suspension and debarment 
status of the charter school subrecipients was not verified because the FDOE did 
not follow normal procedures for program awards, the use of the MOU, and 
employee oversight.  

Effect Not communicating required information to subrecipients may result in 
noncompliance with Federal regulations.  Additionally, absent the verification of 
the suspension and debarment status of all subrecipients, the risk is increased 
that the FDOE may enter into covered transactions with subrecipients who have 
been suspended, debarred or otherwise excluded by the Federal Government 
and ESF program funds provided to ineligible subrecipients could be subject to 
disallowance by the U.S. Department of Education.  

Recommendation We recommend that the FDOE ensure that all required award information is 
provided to all subrecipients and that the FDOE verifies that all subrecipients are 
not suspended or debarred. 
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State Entity Response The Florida Department of Education (FDOE or Department) concurs with the 
findings and recommendations during the audit period and has already 
addressed the auditor's recommendations.  

Since the Memorandum of Understanding (MOU) served as the subaward 
agreement, the elements required under 2 CFR § 200.332 should have been 
included in the agreement and were not. Communications to the recipients did 
identify the Governor’s Emergency Education Relief (GEER) program as the 
source of funding, and based on the circumstances, it was clear that the 
relationship was a subgrant relationship. None of the subrecipients were, in fact, 
suspended or debarred.  As thoroughly vetted public schools that are subject to 
audit and financial regulation, the subrecipients in question were low risk, 
especially since the payments were on a reimbursement basis.  

In the future, if MOUs are used as a vehicle for a subgrant, FDOE will include 
those elements required by 2 CFR § 200.332 in the MOU and will verify that the 
subrecipients are not suspended or debarred. Under the GEER program, 138 
subawards to charter schools were issued. GEER is intended to provide 
immediate relief to educational entities to ensure continued operation of schools 
in the wake of the COVID-19 pandemic. The Charter School Growth Funding 
program provided relief to charter schools that provided instructional services for 
a significant number of students above the number of full-time equivalent (FTE) 
students for which they were funded through the Florida Education Finance 
Program (FEFP), and for many schools above their projected enrollment. A MOU 
was chosen as the vehicle for this program because it was the most expeditious 
means of providing this relief. Federal grant funds for charter schools usually flow 
from FDOE through the sponsoring school district, so there were no existing 
pathways and infrastructure for direct subgrants to charter schools. Building the 
program supports, contacts, procedures, and expertise for a traditional subgrant 
award process was too slow and unnecessarily time-consuming, given the nature 
of the program. Under the MOU process, FDOE required the charter school to 
submit documentation of allowable expenditures prior to releasing a 
reimbursement under the MOU. By making funds available on a reimbursement 
basis, FDOE ensured that all expenditures were allowable prior to the release of 
any funds.  
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES  

Finding Number 2021-058 
Assistance Listing Number 14.231 (Includes COVID-19 Awards) 

93.558 
93.659 (Includes COVID-19 Awards) 

Assistance Listing Program 
Title 

Emergency Solutions Grant Program, Temporary Assistance for Needy 
Families, and Adoption Assistance  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles  
State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

E-19-DC-12-0001 2019, E-20-DC-12-0001 2020, E-20-DW-12-0001 2020, 
2001FLTANF 2020, 2101FLTANF 2021, 2001FLADPT 2020, 
2101FLADPT 2021 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency  
  
Finding Certain security controls related to user authentication for the FDCF network need 

improvement to ensure the confidentiality, integrity, and availability of Axiom Pro 
data and related information technology (IT) resources.  

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDCF uses Axiom Pro to access imaged expenditure documentation for the 
Emergency Solutions Grant Program, Temporary Assistance for Needy Families 
Program, and the Adoption Assistance Program.  Users can access Axiom Pro 
through the FDCF network or a separate sign-in through the Axiom Pro 
application.  Our audit disclosed that certain security controls related to FDCF 
network user authentication need improvement.  We are not disclosing the 
specific details of the issues in this report to avoid the possibility of compromising 
Axiom Pro data and related IT resources.  However, we have notified appropriate 
FDCF management of the specific issues. 

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising Axiom Pro data or related IT resources. 

Effect Appropriate user authentication controls for the FDCF network are necessary to 
decrease the risk that unauthorized individuals may gain access to Axiom Pro 
and compromise the confidentiality, integrity, and availability of Axiom Pro data 
and related IT resources. 

Recommendation We recommend that FDCF management improve certain security controls related 
to FDCF network user authentication to ensure the confidentiality, integrity, and 
availability of Axiom Pro data and related IT resources. 

State Entity Response The Department concurs and will review current system functionality, software 
capabilities, and planned enhancement initiatives based on the analysis and final 
determination.  The Department will document a position on implementing Multi-
Factor Authentication (MFA) by September 30, 2022.  The Department will also 
identify the financial and operational enforcement measures necessary to support 
the implementation of MFA. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES  

Finding Number 2021-059 
Assistance Listing Number 14.231 (Includes COVID-19 Awards) 

93.558 
93.659 (Includes COVID-19 Awards) 
93.775, 93.777, and 93.778 (Includes COVID-19 Awards) 

Assistance Listing Program  
  Title 

Emergency Solutions Grant Program, Temporary Assistance for Needy 
Families, Adoption Assistance, and Medicaid Cluster  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Matching, 
Level of Effort, Earmarking, and Reporting  

State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

E-19-DC-12-0001 2019, E-20-DC-12-0001 2020, E-20-DW-12-0001 2020, 
2001FLTANF 2020, 2102FLTANF 2021, 2001FLADPT 2020, 2101FLADPT 
2021, 2005FL5ADM 2020, 2105FL5ADM 2021 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency  
  
Finding Certain security controls related to user authentication for the Grants and Other 

Revenue, Allocation and Tracking System (GRANTS) need improvement to 
ensure the confidentiality, integrity, and availability of GRANTS data and related 
information technology (IT) resources.  

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources.  

Condition The FDCF uses GRANTS to track grant expenditures and revenues, to assign 
expenditures to funding sources, to calculate Federal grant earnings, and to 
assist in financial and Federal reporting and the drawing of cash from the Federal 
Government.   

Our audit disclosed that certain security controls related to GRANTS user 
authentication need improvement.  We are not disclosing the specific details of 
the issues in this report to avoid the possibility of compromising GRANTS data 
and related IT resources.  However, we have notified appropriate FDCF 
management of the specific issues.   

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising GRANTS data or related IT resources. 

Effect Appropriate user authentication controls for GRANTS are necessary to decrease 
the risk that unauthorized individuals may gain access to the system and 
compromise the confidentiality, integrity, and availability of GRANTS data and 
related IT resources. 

Recommendation We recommend that FDCF management improve certain security controls related 
to GRANTS user authentication to ensure the confidentiality, integrity, and 
availability of GRANTS data and related IT resources. 

State Entity Response The Department concurs and will review current system functionality, software 
capabilities, and planned enhancement initiatives based on the analysis and final 
determination.  The Department will document a position on implementing Multi-
Factor Authentication (MFA) by September 30, 2022.  The Department will also 
identify the financial and operational enforcement measures necessary to support 
the implementation of MFA. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES  

Finding Number 2021-060 
Assistance Listing Number 93.558 

93.775, 93.777, and 93.778 (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

Temporary Assistance for Needy Families and Medicaid Cluster  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, 
Reporting, and Special Tests and Provisions – Child Support Non-Cooperation, 
Income Eligibility and Verification System, Penalty for Refusal to Work, and 
Penalty for Failure to Comply with Work Verification Plan  

State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

2001FLTANF 2020, 2102FLTANF 2021, 2005FL4MAP 2020, and  
2105FL5MAP 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency  
  
Finding Certain security controls related to user authentication for the Florida Online 

Recipient Integrated Data Access (FLORIDA) system need improvement to 
ensure the confidentiality, integrity, and availability of FLORIDA system data and 
related information technology (IT) resources.  

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDCF uses the FLORIDA system as a public assistance eligibility 
determination system.  Our audit disclosed that certain security controls related 
to FLORIDA system user authentication need improvement.  We are not 
disclosing the specific details of the issues in this report to avoid the possibility of 
compromising FLORIDA system data and related IT resources.  However, we 
have notified appropriate FDCF management of the specific issues.  

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising FLORIDA system data or related IT resources. 

Effect Appropriate user authentication controls for the FLORIDA system are necessary 
to decrease the risk that unauthorized individuals may gain access to the system 
and compromise the confidentiality, integrity, and availability of FLORIDA system 
data and related IT resources. 

Recommendation We recommend that FDCF management improve certain security controls related 
to FLORIDA system user authentication to ensure the confidentiality, integrity, 
and availability of FLORIDA system data and related IT resources. 

State Entity Response The Department concurs and will review current system functionality, software 
capabilities, and planned enhancement initiatives based on the analysis and final 
determination.  The Department will document a position on implementing Multi-
Factor Authentication (MFA)  by September 30, 2022.  The Department will also 
identify the financial and operational enforcement measures necessary to support 
the implementation of MFA. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 
U.S. DEPARTMENT OF AGRICULTURE 

U.S. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT 
U.S. DEPARTMENT OF LABOR 

U.S. DEPARTMENT OF HOMELAND SECURITY 

Finding Number 2021-061 
Assistance Listing Number Various (See Condition) 
Assistance Listing Program 

Title 
Various (See Condition) 

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, 
Matching, Level of Effort, Earmarking, Period of Performance, Reporting, 
Subrecipient Monitoring, and Special Tests and Provisions  

State Entity Florida Department of Management Services (FDMS) 
Federal Grant/Contract 
  Number and Grant Year 

Various 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-031  
  
Finding In our information technology (IT) operational audit report titled Department of 

Management Services – State Data Center Operations, dated March 2022, we 
noted in Finding 4 that State Data Center (SDC) processes for performing and 
documenting periodic access reviews for the network, Windows server, open 
systems, and Oracle database environments did not adequately ensure that 
assigned access privileges remained appropriate.  

Criteria FDMS Rule 60GG-2.003(1)(a)6., Florida Administrative Code – Access Control – 
Agency information owners are to review access rights (privileges) periodically 
based on system categorization or assessed risk.  

Condition The SDC, established within the FDMS, provides data center services for 
customer entities.  As part of our IT operational audit and evaluation of SDC 
access controls, we noted that SDC periodic access privilege review processes 
did not adequately ensure that assigned access privileges remained appropriate.  
Specifically: 

 In response to our request for documentation of periodic reviews performed 
for Windows server local administrative accounts and Active Directory 
administrative accounts, SDC management indicated that, in accordance with 
the SDC Active Directory Account Audit Procedure, periodic reviews of 
administrative accounts were initiated using a scheduled task that ran a script 
biweekly in all SDC-managed domains.  The script generated a report of 
administrative accounts for each domain and automatically converted the 
reports to service requests requiring SDC personnel review.  Our examination 
of the reports generated on June 14, 2021, and June 28, 2021, found that the 
reports did not include all administrative accounts for the respective domains.  
Instead, the script only reported the Enterprise, Schema, and Domain Admins 
security groups for Active Directory and did not include in the reports the 
Administrators security group.  Additionally, reports were not generated, nor 
was access reviewed, for Windows server local administrative accounts.   

 For Oracle database access, SDC management only reviewed the access of 
Database Section personnel on an annual basis and the reviews were limited 
to verifying the authorizations for individually assigned accounts in the service 
management system.  Additionally, the reviews were not conducted from a 
system-generated listing of all active administrative Oracle database 
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accounts and, as a result, administrative accounts for the SDC-managed 
Oracle databases could be omitted from review.   

 For open systems access, SDC management annually reviewed 
administrative-level access to the open systems servers by verifying the 
access authorizations in the service management system for Open Systems 
Section personnel.  However, the reviews were not conducted using a 
system-generated list of the administrative-level accounts for each server 
and, as a result, accounts on the open systems servers could be omitted from 
review.  

The SDC provides services for various systems managed by the Florida 
Department of Children and Families (FDCF), Florida Division of Emergency 
Management (FDEM), Florida Department of Economic Opportunity (FDEO), 
Florida Department of Health (FDOH), and the Florida Department of Revenue 
(FDOR).  Systems at the FDCF include the Florida Online Recipient Integrated 
Data Access System, the GRANT System, the Collocated Cost Journal Transfer 
System, and the Integrated Benefit Recovery System.  The system at the FDEM 
is the Florida PA System.  The system at the FDEO is the Reemployment 
Assistance Claims and Benefits Information System (RA System).  The system 
at the FDOH is the Management Information and Payment System.  The system 
at the FDOR is the System for Unified Taxation.  

These systems are used to administer aspects of the following major Federal 
programs:  

10.558 – Child and Adult Care Food Program (Includes COVID-19 Awards)  

14.231 – Emergency Solutions Grant Program (Includes COVID-19 Awards)  

17.225 – Unemployment Insurance (Includes COVID-19 Awards)   

93.558 – Temporary Assistance for Needy Families  

93.659 – Adoption Assistance (Includes COVID-19 Awards)  

93.775, 93.777, and 93.778 – Medicaid Cluster (Includes COVID-19 Awards)  

97.036 – Disaster Grants – Public Assistance (Presidentially Declared Disasters) 
(Includes COVID-19 Awards)  

Cause In response to our audit inquiry, SDC management indicated the following: 

 The script used to assist in the periodic review of Windows server local 
administrative accounts and Active Directory administrative accounts was 
created in 2017 and, although modified in 2018, neither the Administrators 
security group nor the Windows server local administrative accounts were 
added to the script.  

 The existing reviews of Oracle database access were sufficient.  
Notwithstanding, the reviews excluded access assigned to shared 
administrative accounts and accounts assigned to individuals outside of the 
Database Section, such as SDC personnel, customer entities, and historical 
accounts from prior data center administrations.     

 The reviews of open system access were sufficient because all Open 
Systems personnel with root shell access had the same access privileges for 
all open systems servers, and that periodic reviews on a server-by-server 
basis would yield the same results as the existing reviews from the service 
management system.  Notwithstanding, the reviews performed excluded 
access assigned to individuals outside the Open Systems Section, such as 
other SDC personnel, SDC customer entities, and historical accounts from 
prior data center administrations.   
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Effect Absent comprehensive reviews of logical access privileges using 
system-generated lists, management’s assurance that access privileges were 
properly authorized and remain appropriate is limited.   

Recommendation We recommend that SDC management ensure that comprehensive and 
documented periodic reviews of logical access privileges are conducted using 
system-generated lists of all user and service accounts.   

State Entity Response The SDC will continue to improve and enhance the process and scope related to 
review of access privileges.   
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 
U.S. DEPARTMENT OF AGRICULTURE 

U.S. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT 
U.S. DEPARTMENT OF LABOR 

U.S. DEPARTMENT OF HOMELAND SECURITY 

Finding Number 2021-062 
Assistance Listing Number Various (See Condition) 
Assistance Listing Program 

Title 
Various (See Condition) 

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, 
Matching, Level of Effort, Earmarking, Period of Performance, Reporting, 
Subrecipient Monitoring, and Special Tests and Provisions  

State Entity Florida Department of Management Services (FDMS) 
Federal Grant/Contract 
  Number and Grant Year 

Various 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding Nos. 2020-030 and -032 
  
Finding In our information technology (IT) operational audit report titled Department of 

Management Services – State Data Center Operations, dated March 2022, we 
noted in Finding 7 that certain State Data Center (SDC) security controls related 
to logical access, user authentication, and logging and monitoring need 
improvement to ensure the confidentiality, integrity, and availability of SDC and 
customer entity data and related IT resources. 

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of data and IT resources.  

Condition The SDC, established within the FDMS, provides data center services for 
customer entities.  Our IT operational audit procedures disclosed that certain SDC 
security controls related to logical access, user authentication, and logging and 
monitoring need improvement.  We are not disclosing specific details of the issues 
in this report to avoid the possibility of compromising customer entity data and 
related IT resources.  However, we have notified appropriate SDC management 
of the specific issues. 

The SDC provides services for various systems managed by the Florida 
Department of Children and Families (FDCF), Florida Division of Emergency 
Management (FDEM), Florida Department of Economic Opportunity (FDEO), 
Florida Department of Health (FDOH), and the Florida Department of Revenue 
(FDOR).  Systems at the FDCF include the Florida Online Recipient Integrated 
Data Access System, the GRANT System, the Collocated Cost Journal Transfer 
System, and the Integrated Benefit Recovery System.  The system at the FDEM 
is the Florida PA System.  The system at the FDEO is the Reemployment 
Assistance Claims and Benefits Information System (RA System).  The system 
at the FDOH is the Management Information and Payment System.  The system 
at the FDOR is the System for Unified Taxation. 
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These systems are used to administer aspects of the following major Federal 
programs:  

10.558 – Child and Adult Care Food Program (Includes COVID-19 Awards) 

14.231 – Emergency Solutions Grant Program (Includes COVID-19 Awards) 

17.225 – Unemployment Insurance (Includes COVID-19 Awards)  

93.558 – Temporary Assistance for Needy Families 

93.659 – Adoption Assistance (Includes COVID-19 Awards) 

93.775, 93.777, and 93.778 – Medicaid Cluster (Includes COVID-19 Awards) 

97.036 – Disaster Grants – Public Assistance (Presidentially Declared Disasters) 
(Includes COVID-19 Awards) 

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising SDC data and related IT resources. 

Effect Without appropriate security controls related to logical access, user 
authentication, and logging and monitoring, the risk is increased that the 
confidentiality, integrity, and availability of SDC and customer entity data and 
related IT resources may be compromised.   

Recommendation We recommend that SDC management improve certain security controls related 
to logical access, user authentication, and logging and monitoring to ensure the 
confidentiality, integrity, and availability of SDC and customer entity data and 
related IT resources. 

State Entity Response The Department will continue to evaluate and improve security controls to ensure 
the confidentiality, integrity and availability of data and IT resources.  
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES  

Finding Number 2021-063 
Assistance Listing Number 93.558 

93.775, 93.777, and 93.778 (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

Temporary Assistance for Needy Families and Medicaid Cluster   

Compliance Requirement Eligibility  
State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

2001FLTANF 2020, 2101FLTANF 2021, 2005FL4MAP 2020, and 
2105FL5MAP 2021 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency  
  
Finding Certain security controls related to user authentication for the Automated 

Community Connection to Economic Self Sufficiency (ACCESS) Document 
Imaging (ADI) system need improvement to ensure the confidentiality, integrity, 
and availability of ADI system data and related information technology (IT) 
resources.  

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDCF uses the ADI system to electronically store documents used to 
determine eligibility and support benefit recovery, quality control, hearings, and 
ACCESS Integrity findings.   

Our audit disclosed that certain security controls related to ADI system user 
authentication need improvement.  We are not disclosing the specific details of 
the issues in this report to avoid the possibility of compromising ADI system data 
and related IT resources.  However, we have notified appropriate FDCF 
management of the specific issues.   

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising ADI system data or related IT resources. 

Effect Appropriate user authentication controls for the ADI system are necessary to 
decrease the risk that unauthorized individuals may gain access to the system 
and compromise the confidentiality, integrity, and availability of ADI system data 
and related IT resources. 

Recommendation We recommend that FDCF management improve certain security controls related 
to ADI system user authentication to ensure the confidentiality, integrity, and 
availability of ADI system data and related IT resources. 

State Entity Response The Department concurs and will review current system functionality, software 
capabilities, and planned enhancement initiatives based on the analysis and final 
determination.  The Department will document a position on implementing Multi-
Factor Authentication (MFA) by September 30, 2022.  The Department will also 
identify the financial and operational enforcement measures necessary to support 
the implementation of MFA. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-064 
Assistance Listing Number 93.558 

93.659 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Temporary Assistance for Needy Families (TANF) and Adoption 
Assistance  

Compliance Requirement Reporting 
State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

2001FLTANF 2020, 2101FLTANF 2021, 2001FLADPT 2020, 
2101FLADPT 2021 

Statistically Valid Sample No 
Finding Type Noncompliance and Significant Deficiency 
  
Finding The FDCF did not report timely or accurately report the correct subaward 

information in the Federal Funding Accountability and Transparency Act (FFATA) 
Subaward Reporting System (FSRS) in accordance with Federal regulations.  

Criteria 2 CFR 170, Appendix A – Reporting Subawards and Executive Compensation – 
Unless otherwise exempt, you must report each action that equals or exceeds 
$30,000 in Federal funds for a subaward to a non-Federal entity or Federal 
agency no later than the end of the month following the month in which the 
obligation was made. 

Condition During the 2020-21 fiscal year, the FDCF initiated 115 subaward actions that 
required reporting in the FSRS.  As part of our audit, we examined the subaward 
information in the FSRS for 13 subaward actions and noted the following: 

 The FDCF did not report 1 subaward in the FSRS. 

 For 12 subawards, the FDCF did not report the correct subaward 
obligation/action date.  In addition, the FDCF could not provide documentation 
evidencing that the subawards were reported in the FSRS by the end of the 
month following the month in which the obligation was made. 

 For 3 subawards, the FDCF did not report the amount of the subaward for 
Adoption Assistance and, for 2 of the subawards, the subaward amounts 
reported for TANF were overstated in the FSRS by $22,216 and $30,117. 

Cause According to FDCF management: 

 The FDCF did not report the 1 subaward in the FSRS because the 
subrecipient’s Dun & Bradstreet (DUNS) number was not available in the 
FSRS.  

 For the 12 subawards, the FDCF reported the date that the Federal award 
was received by the FDCF instead of the date of the subaward obligation due 
to a misunderstanding of what the field represented.  Additionally, the date 
that the subaward was reported in the FSRS could not be provided because 
the FDCF was unable to access the report in the FSRS.   

 For the 3 subawards, the amount for Adoption Assistance was not reported 
because of an error in how the award was established in the FSRS.  
Additionally, for the 2 subawards, the FDCF reported the incorrect amount 
due to employee error.  

Effect TANF and Adoption Assistance subaward amounts were not accurately reported 
in the FSRS as required by FFATA. 

Recommendation We recommend that the FDCF contact the FSRS helpdesk to resolve subaward 
information reporting errors.  In addition, FDCF management should ensure that 
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correct subaward dates and amounts are timely and accurately reported in the 
FSRS.  

State Entity Response The Department concurs. The Federal Funding Accountability and Transparency 
Act (FFATA) requires the Department to enter subawards into the Federal 
Subaward Reporting System (FSRS) no later than the month following the month 
in which the obligation (subaward) was made. 

The finding is a result of FSRS system limitations, errors in SAM.gov which feeds 
into the FSRS system, and employee turn-over.  The Department has contacted 
the appropriate Federal liaisons to correct the information in SAM.gov.  In 
addition, the Department is developing a process to streamline gathering the 
FFATA data and entering it into the FSRS system.  This process will ensure that 
all required reporting elements are captured and documented in a set of desktop 
procedures.  Once fully developed, training will be provided to staff on the new 
processes.   
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-065 
Assistance Listing Number 93.558 

93.659 (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

Temporary Assistance for Needy Families and Adoption Assistance  

Compliance Requirement Subrecipient Monitoring  
State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

2001FLTANF 2000, 2021FLTANF 2021, 2001FLADPT 2000, and  
2102FLADPT 2021  

Statistically Valid Sample No 
Finding Type Noncompliance and Significant Deficiency 
  
Finding The FDCF did not provide all required award information to subrecipients. 

Criteria 2 CFR Part 200.332 – Requirements for pass-through entities – All pass-through 
entities must ensure that every subaward is clearly identified to the subrecipient 
as a subaward and include certain information at the time of the subaward.  
Required information includes the Federal Award Identification Number (FAIN) 
and the Federal award date.   

Condition During the 2020-21 fiscal year, the FDCF awarded TANF and Adoption 
Assistance program funds totaling $2,491,811 for 2 subawards and expended 
$421,469,733 for 108 existing TANF and Adoption Assistance subawards.  Our 
inquiries of FDCF management disclosed that the FDCF utilized a standard 
subaward contract and a post award notice (PAN) to provide subrecipients with 
required award information.  Our review of the subaward contract and PAN found 
that neither document included the FAIN or the Federal award date.  

Cause FDCF management indicated that the FAIN and Federal award date were not 
included in either the subaward contract or PAN due to logistical issues.  

Effect Not communicating required award information to subrecipients may result in 
noncompliance with Federal regulations. 

Recommendation We recommend that the FDCF revise subaward documentation to include all 
required award information to be provided to subrecipients in accordance with 
Federal regulations. 

State Entity Response The Department concurs. Uniform Grant Guidance 2 CFR 200.332 requires the 
Department, as the pass-through entity, to provide the subrecipient with certain 
criteria at the time of the subaward including the Federal Award Identification 
Number (FAIN) and the Federal award date.   
 
The Department recognized this prior to the recommendation and has already 
addressed how to utilize available resources and reporting systems to extract the 
data to meet the requirement.  The Department has implemented the use of the 
SQL Server Management System, Contract Accountability Reporting System, 
and Florida Accounting Information Resource to produce the Post Award Notice 
(PAN) to include the Federal Award Identification Number and the Federal award 
date, as available (some have yet to be provided by the Federal Awarding 
agency).  On February 22, 2022, the first PAN with this information (as of January 
2022) was distributed. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-066 
Assistance Listing Number 93.044, 93.045, and 93.053 (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

Aging Cluster  

Compliance Requirement Reporting  
State Entity Florida Department of Elder Affairs (FDOEA) 
Federal Grant/Contract 
  Number and Grant Year 

2101FLOASS 2021, 2101FLOACM 2021, 2101FLOAHD 2021, 2101FLOAPH 
2021, 2101FLOAFC 2021, 2101FLOANS 2021, 2001FLSSC3 2020, 
2001FLHDC3 2020, and 2001FLFCC3 2020  

Statistically Valid Sample No 
Finding Type Noncompliance and Significant Deficiency 
  
Finding The FDOEA did not always report the correct subaward amounts in the Federal 

Funding Accountability and Transparency Act (FFATA) Subaward Reporting 
System (FSRS) in accordance with Federal regulations.  

Criteria 2 CFR 170, Appendix A – Reporting Subawards and Executive Compensation – 
Unless otherwise exempt, you must report each action that equals or exceeds 
$30,000 in Federal funds for a subaward to a non-Federal entity or Federal 
agency.  

Condition During the 2020-21 fiscal year, the FDOEA initiated 41 subaward actions that 
required reporting in the FSRS.  As part of our audit, we examined the subaward 
information in the FSRS for 5 subaward actions, totaling $18,123,395, and noted 
that the FDOEA did not report the correct subaward amount for 2 of the subaward 
actions.  Specifically, while the total amount awarded for the 2 subawards was 
$17,273,339, the total amount reported in the FSRS by the FDOEA was 
$15,637,976 (an understatement of $1,635,363).  

Cause The FDOEA had not established policies and procedures for reporting subaward 
information in the FSRS, and FDOEA management indicated that staff were 
instructed to enter an adjusted amount for the subaward amount rather than the 
total subaward amount.  

Effect Aging Cluster subaward amounts were not accurately reported in the FSRS as 
required by FFATA. 

Recommendation We recommend that the FDOEA develop subaward reporting policies and 
procedures to ensure that correct subaward amounts are reported in the FSRS.  

State Entity Response The FDOEA concurs with the finding and has updated the FSRS with the correct 
subaward amounts.  The FDOEA has established subaward reporting policies 
and procedures to ensure that correct subaward amounts are reported in the 
FSRS.  
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-067 
Assistance Listing Number 93.044, 93.045, and 93.053 (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

Aging Cluster  

Compliance Requirement Subrecipient Monitoring 
State Entity Florida Department of Elder Affairs (FDOEA) 
Federal Grant/Contract 
  Number and Grant Year 

1801FLOASS 2018, 1901FLOASS 2019, 2001FLOASS 2020, 2101FLOASS 
2021, 1801FLOACM 2018, 1901FLOACM 2019, 2001FLOACM 2020, 
2101FLOACM 2021, 1801FLOAHD 2018, 1901FLOAHD 2019, 2001FLOAHD 
2020, 2101FLOAHD 2021, 1801FLOANS 2018, 1901FLOANS 2019, 
2001FLOANS 2020, 2101FLOANS 2021, 2001FLSSC3 2020, 2101FLVAC5 
2021, 2001FLCMC2 2020, 2101FLHDC5 2021, 2001FLHDC2 2020, 
2001FLHDC3 2020, and 2001FLFCC3 2020  

Statistically Valid Sample No 
Finding Type Noncompliance and Significant Deficiency 
  
Finding The FDOEA did not monitor subrecipients in accordance with FDOEA Monitoring 

Plans or issue management decisions for subrecipient audit findings.  

Criteria 2 CFR 200.332(d) – Requirements for pass-through entities – All pass-through 
entities must monitor the activities of the subrecipient as necessary to ensure that 
the subaward is used for authorized purposes, in compliance with Federal 
statutes, regulations, and the terms and conditions of the subaward, and that 
subaward performance goals are achieved.  Monitoring of the subrecipient must 
include reviewing financial and performance reports, following-up and ensuring 
that the subrecipient takes timely and appropriate action on all deficiencies 
pertaining to the Federal award detected through audits, on-site reviews, and 
other means, and issuing management decisions as required by 2 CFR 200.521.  

2 CFR 200.521 – Management decision – The pass-through entity is responsible 
for issuing a management decision for audit findings pertaining to the Federal 
award within 6 months of acceptance of the audit report by the Federal Audit 
Clearinghouse.   

FDOEA 2020 Monitoring Plan – Monitoring of a subrecipient for the 2020 calendar 
year will consist of a desk review, a review of reports provided by the subrecipient, 
and an on-site review.  The extent of what will be reviewed is dependent on the 
subrecipient’s risk level.  

FDOEA 2021 Monitoring Plan – Monitoring of a high-risk subrecipient for the 2021 
calendar year will consist of a complete desk review of significant contractual 
compliance and performance requirements and a review of reports provided by 
the subrecipient.  Monitoring of a subrecipient that is not high risk will consist of 
a limited desk review and a review of reports provided by the subrecipient.  

FDOEA Audit Desk Review Procedures  

Condition During the 2020-21 fiscal year, the FDOEA provided $132,787,156 in Aging 
Cluster funds to 11 subrecipients.  Our inquiries of FDOEA management 
disclosed that, during the 2020 calendar year, the FDOEA did not perform desk 
reviews, review subrecipient reports, conduct on-site visits, or otherwise conduct 
subrecipient monitoring.  During the 2020-21 fiscal year (January through 
June 2021), the FDOEA completed desk reviews for 5 of the 11 subrecipients.  
Our review of FDOEA monitoring records for one subrecipient found that, 
although the FDOEA designated the subrecipient as high-risk, the FDOEA only 
completed a limited desk review.   

In addition, our review of FDOEA subrecipient audit records found that 2 of the 
11 subrecipients’ audit reports included audit findings that required the FDOEA 
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to issue a management decision letter.  However, our inquiries of FDOEA 
management disclosed that the FDOEA did not issue the required management 
decisions.  

Cause FDOEA management indicated that the subrecipients were not monitored in 
accordance with the FDOEA Monitoring Plans due to the COVID-19 pandemic 
and a management decision to limit the scope of the desk reviews.  FDOEA 
management also indicated that management decisions were not issued due to 
management turnover and lack of clearly defined roles and responsibilities in 
FDOEA procedures.  

Effect Absent the adequate monitoring of subrecipients, the FDOEA cannot 
demonstrate that the FDOEA ensured subrecipient compliance with financial and 
programmatic grant requirements.  Additionally, the FDOEA cannot demonstrate 
compliance with Federal regulations.  

Recommendation We recommend that the FDOEA enhance subrecipient monitoring procedures to 
clearly define the roles and responsibilities for issuing management decisions and 
conduct subrecipient monitoring and issue management decisions in accordance 
with FDOEA Monitoring Plans, the enhanced monitoring procedures, and Federal 
regulations.  

State Entity Response When the state of emergency was declared in early 2020, the Department 
determined it was necessary to adjust the focus of how services were to be 
delivered to ensure the safety of the elder population, direct service delivery staff, 
area agency on aging staff and department staff. Executive leadership made the 
decision to suspend formal monitoring and instead established daily conference 
calls between department staff and the Area Agencies on Aging (AAAs) to provide 
guidance in developing and approval of alternate service delivery methods to 
ensure that services continued for seniors, their families and caregivers.  
Conference calls and other technical assistance was provided throughout 2020 
as oversight of the AAAs to mitigate the risk of deviating from the established 
monitoring plan.  

The Department will update the procedures on reviewing subrecipient single audit 
findings to include issuing a management decision when findings are noted in 
accordance with 2 CFR 200.521. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES  

Finding Number 2021-068 
Assistance Listing Number 93.558  
Assistance Listing Program  
  Title 

Temporary Assistance for Needy Families  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, and Reporting  
State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

2001FLTANF 2020, 2102FLTANF 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency  
  
Finding Certain security controls related to user authentication for the Integrated Benefit 

Recovery System (IBRS) need improvement to ensure the confidentiality, 
integrity, and availability of IBRS data and related information technology (IT) 
resources.  

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDCF Benefit Recovery program uses IBRS to recover overpaid benefits and 
to promote effective and accurate reporting to the Federal Government.  Our audit 
disclosed that certain security controls related to IBRS user authentication need 
improvement.  We are not disclosing the specific details of the issues in this report 
to avoid the possibility of compromising IBRS data and related IT resources.  
However, we have notified appropriate FDCF management of the specific issues.  

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising IBRS data or related IT resources. 

Effect Appropriate user authentication controls for IBRS are necessary to decrease the 
risk that unauthorized individuals may gain access to the system and compromise 
the confidentiality, integrity, and availability of IBRS data and related IT resources. 

Recommendation We recommend that FDCF management improve certain security controls related 
to IBRS user authentication to ensure the confidentiality, integrity, and availability 
of IBRS system data and related IT resources. 

State Entity Response The Department concurs and will review current system functionality, software 
capabilities, and planned enhancement initiatives based on the analysis and final 
determination.  The Department will document a position on implementing Multi-
Factor Authentication (MFA) by September 30, 2022.  The Department will also 
identify the financial and operational enforcement measures necessary to support 
the implementation of MFA. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-069 
Assistance Listing Number 93.558  
Assistance Listing Program  
  Title 

Temporary Assistance for Needy Families (TANF)  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, and 
Reporting 

State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

2001FLTANF 2020 and 2101FLTANF 2021  

Statistically Valid Sample No 
Finding Type Significant Deficiency 
  
Finding The FDCF did not reconcile TANF benefits payment data recorded in the Florida 

Accounting Information Resource Subsystem (FLAIR) to data recorded in the 
Florida Online Recipient Integrated Data Access (FLORIDA) System to ensure 
the accuracy of TANF benefits payment data reported to the Federal 
Government.  

Criteria 2 CFR 200.303 – Internal controls – The non-Federal entity must establish and 
maintain effective internal control over the Federal award that provides 
reasonable assurance that the non-Federal entity is managing the Federal award 
in compliance with Federal statutes, regulations, and the terms and conditions of 
the Federal award.  

TANF Issuance Reconciliation (Quarterly Report) Procedures  

Condition TANF benefits payment data is maintained by the FDCF in the State’s accounting 
system, FLAIR, and in the State’s public assistance client eligibility determination 
and assistance system, the FLORIDA System.  The systems capture TANF 
benefits paid to recipients and are used to compile reports required by the Federal 
Government.  

As the FDCF uses FLAIR and the FLORIDA System to account for TANF benefits 
paid to recipients, periodic reconciliations of the data between the systems are 
necessary to reasonably ensure the accuracy and completeness of the data and 
to timely identify discrepancies that may require corrective action.  Accordingly, 
FDCF procedures required FDCF staff to query FLAIR and FLORIDA System 
records to identify TANF benefits paid during the quarter and reconcile the data 
between the systems, while accounting for differences due to factors such as 
timing.  According to FLAIR records, during the 2020-21 fiscal year, the FDCF 
expended approximately $130 million for TANF benefits.  

We examined the quarterly FLAIR-FLORIDA System TANF benefits payment 
reconciliations performed by the FDCF for the 2020-21 fiscal year and applicable 
supporting documentation.  Our examination found that some benefit payment 
amounts on the reconciliations were not supported by FLAIR or FLORIDA System 
records and that the FDCF did not finalize the reconciliations, resulting in the 
unresolved differences noted in the table below.   

Quarter Ended 

  
TANF Benefits 
Paid – Per FLAIR 

TANF Benefits 
Paid – Per 

FLORIDA System  Difference 

September 30, 2020  $26,274,585.51   $37,102,868.38   $(10,828,282.87) 

December 31, 2020  $55,779,617.68    $32,936,409.05    $22,843,208.63  

March 30, 2021   $30,982,221.93    $30,419,051.48    $563,170.45  

June 30, 2021   $19,852,988.06    $33,310,123.71    $(13,457,135.65) 
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Subsequent to audit inquiry, the FDCF completed the reconciliations and the 
differences noted between FLAIR and FLORIDA System data were resolved.   

Cause FDCF management indicated that the reconciliations were not completed, and 
the amounts were not always supported, due to employee oversight.  In addition, 
the procedures used to conduct the quarterly reconciliations were not detailed 
enough to allow employees to appropriately evaluate differences between FLAIR 
and FLORIDA System data.  

Effect Absent reconciliation of TANF benefits payment data in FLAIR to FLORIDA 
System TANF benefits payment data, the FDCF cannot ensure that 
discrepancies will be timely identified and corrected and TANF benefits will be 
accurately reported to the Federal Government. 

Recommendation We recommend that FDCF management enhance reconciliation procedures to 
provide specific guidance for appropriately reconciling TANF benefits payment 
data recorded in FLAIR to FLORIDA System data, including the proper resolution 
of all noted differences. 

State Entity Response The Department concurs and has already taken action. Written procedures were 
updated to address the recommendation and provided to auditor staff during field 
work.  The updated procedures were operationally implemented during SFY 
2021-22.  
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-070 
Assistance Listing Number 93.558  
Assistance Listing Program 

Title 
Temporary Assistance for Needy Families (TANF)  

Compliance Requirement Matching, Level of Effort, Earmarking 
State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

2001FLTANF 2020  

Statistically Valid Sample N/A 
Finding Type Noncompliance and Significant Deficiency 

Questioned Costs – $5,223,597  
  
Finding FDCF administrative costs for TANF exceeded the allowable amount.  

Criteria 42 USC 604 – A State to which a grant is made under Section 603, Family 
Assistance Grant, shall not expend more than 15 percent of the grant for 
administrative purposes.  

45 CFR 263.13 - Is there a limit on the amount of Federal TANF funds that a 
State may spend on administrative costs?  Yes, a State may not spend more than 
15 percent of the amount that it receives as its adjusted State Family Assistance 
Grant on administrative costs.  

Condition The United States Department of Health and Human Services awarded the FDCF 
TANF funds totaling $560,484,398 for the Federal fiscal year ended 
September 30, 2020.  Of those funds, $394,429,977 was the adjusted basis for 
administrative cost limit calculation purposes.  Our review of FDCF records 
disclosed that the FDCF expended TANF funds for administrative costs totaling 
$64,388,094, which exceeded the allowable amount of administrative costs by 
$5,223,597.  

Cause FDCF management indicated that, due to a reporting error which is described in 
Finding 2021-071, the administrative costs exceeded the allowable amount.  

Effect Expenditure of TANF funds in excess of the amount allowable for administrative 
purposes may be subject to repayment. 

Recommendation We recommend that FDCF management ensure that the amount of TANF funds 
used for administrative purposes is limited in accordance with Federal 
requirements. 

State Entity Response The Department concurs.  This finding is a result of issues related to Finding 
Number 2021-071.  Once expenditures are moved to the correct category on the 
Federal report, the administrative costs will not exceed the allowable amount. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-071 
Assistance Listing Number 93.558  
Assistance Listing Program  
  Title 

Temporary Assistance for Needy Families (TANF)  

Compliance Requirement Reporting 
State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

2001FLTANF 2020  

Statistically Valid Sample No 
Finding Type Noncompliance and Significant Deficiency 
  
Finding The FDCF did not correctly report expenditure data on one TANF Financial 

Report submitted to the Administration for Children and Families (ACF). 

Criteria 45 CFR 265.3 – What reports must the State file on a quarterly basis?  Each 
State must file quarterly expenditure data on the State’s use of Federal TANF 
funds, State TANF expenditures, and State expenditures of maintenance of effort 
(MOE) funds in separate State programs on the TANF Financial Report.  

Instructions for Completion of State TANF Financial Report Form ACF-196R – 
Through this information collection, the ACF is gathering information to ensure 
that Federal TANF and State MOE funds are used for activities that are 
reasonably calculated to meet one of the purposes of TANF.  

Condition During the 2020-21 fiscal year, the FDCF submitted five TANF Financial Reports 
to the ACF.  Our review of the TANF Financial Report for the quarter ended 
September 30, 2020, found that the FDCF did not accurately report expenditures 
on the TANF Financial Report.  Specifically:  

 Line Item 6.a., Basic Assistance:  the FDCF reported expending $48,086,204, 
while actual expenditures totaled $54,668,021 (an understatement of 
$6,581,817). 

 Line Item 6.b., Relative Foster Care Maintenance Payments and Adoption 
and Guardianship Subsidies:  the FDCF reported expending $54,364,297, 
while actual expenditures totaled $47,782,480 (an overstatement of 
$6,581,817). 

 Line Item 9.a., Subsidized Employment: the FDCF reported expending 
$3,694,963, while actual expenditures totaled $2,822,606 (an overstatement 
of $872,357). 

 Line Item 11.a., Child Care (Assistance and Non-Assistance): the FDCF 
reported expending $82,033,057, while actual expenditures totaled 
$76,808,057 (an overstatement of $5,225,000). 

 Line Item 22.a., Administrative Costs: the FDCF reported expending 
$59,163,094, while actual expenditures totaled $64,388,094 (an 
understatement of $5,225,000). 

 Line Item 22.c., Systems:  the FDCF reported expending $3,588,789, while 
actual expenditures totaled $4,461,147 (an understatement of 872,358). 

Cause FDCF management indicated that errors when accumulating the expenditure 
data on supporting documentation used to prepare the TANF Financial Report 
were not identified during FDCF management review, which caused the report to 
be misstated.  

Effect The TANF Financial Report submitted by the FDCF to the ACF for the quarter 
ended September 30, 2020, included inaccurate expenditure data. 
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Recommendation We recommend that FDCF management strengthen TANF Financial Report 
preparation and review controls to ensure that all expenditure information is 
accurately reported to the ACF. 

State Entity Response The Department concurs.  To provide further clarification: Expenditure 
corrections are made to the Federal report in the 9/30 quarter for the Federal 
Fiscal Year.  Workpapers for previous quarters had not been revised to reflect 
category corrections made in the 9/30/20 quarter.  The Department will modify 
the workpaper process to include utilizing One Drive and track changes to resolve 
the version control issue and to identify the implemented changes, author of the 
change, and when the change was made.   Additionally, the Department is 
developing an automated report to identify the appropriate expenditure category 
at the budget entity/other cost accumulator (OCA)/fund level to ensure 
consistency each quarter and to eliminate error. 
 
The Department will revise the Federal financial status report to reflect 
expenditures in the correct category. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-072 
Assistance Listing Number 93.558  
Assistance Listing Program  
  Title 

Temporary Assistance for Needy Families (TANF)  

Compliance Requirement Special Tests and Provisions – Income Eligibility and Verification System 
State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

2001FLTANF 2020 and 2101FLTANF 2021  

Statistically Valid Sample No 
Finding Type Opinion Qualification and Material Weakness 
Prior Year Finding Report No. 2021-182, Finding No. 2020-037  
  
Finding The FDCF did not always timely review and process Income Eligibility and 

Verification System (IEVS) data exchange responses. 

Criteria 42 USC 1320b-7 – Income and eligibility verification system – A State must have 
in effect an income and eligibility verification system.   

45 CFR 205.55 – Requirements for requesting and furnishing eligibility and 
income information   

Program Policy Manual Section 3020.0100 – Data Exchange and Section 
3020.0102 – Processing Time Standards – FDCF staff are to dispose of data 
exchange responses considered verified upon receipt within 10 calendar days 
and all other data exchange responses within 45 calendar days.  

Condition During the 2020-21 fiscal year, the FDCF made TANF benefit payments totaling 
approximately $130 million.  Federal regulations require the FDCF to verify certain 
eligibility information through electronic data exchanges with other State and 
Federal agencies.  Eligibility information is maintained in the Florida Online 
Recipient Integrated Data Access (FLORIDA) System.  As part of the IEVS data 
exchange process, the FLORIDA System compares the data exchange response 
to eligibility information in the System; however, resolving data exchange 
responses requires employee action.  

As part of our audit, we obtained the monthly IEVS Data Exchange Reports for  
the 2020-21 fiscal year to determine the number of data exchange responses that 
were not timely reviewed and processed by the FDCF.  Our evaluation of the 
IEVS Data Exchange Reports found that 18,814 data exchange responses were 
not timely reviewed and processed.  Specifically, 14,414 responses that were 
considered verified upon receipt were reviewed and processed 1 to 283 days (an 
average of 42 days) late and 4,400 other data exchanges were reviewed and 
processed 1 to 255 days (an average of 43 days) late.  

Cause According to FDCF management, the IVES data exchanges were not timely 
reviewed and processed due to an unprecedentedly high caseload and a shift in 
staff resources due to COVID-19.  

Effect Failure to timely review and process data exchange information may preclude the 
FDCF from promptly identifying changes in client eligibility status.  

Recommendation We recommend that the FDCF take action, including necessary control 
enhancements, to ensure that data exchange responses are reviewed and 
processed within established time frames. 

State Entity Response Regarding the Income Eligibility and Verification System data exchanges 
identified on the monthly report as not processed timely, the Department concurs. 

Due to the Public Health Emergency (PHE), Department workforce and resources 
were shifted to meet the needs of Floridians.  During state fiscal year (SFY) 2020-
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21, Department TANF Families’ monthly caseload averaged 41,476 and TANF 
Clients averaged 75,474.  Also, during SFY 2020-21, the Department received a 
monthly average of 558,210 data exchanges statewide for all data exchange 
types.  Caseload volume for all programs remained at unprecedented high levels 
since the start of the PHE (March 2020). 

In SFY 2020-21, the Department established a project management team and 
continues its efforts to correct this audit finding as indicated in the corrective 
action plan. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-073 
Assistance Listing Number 93.558  
Assistance Listing Program  
  Title 

Temporary Assistance for Needy Families  

Compliance Requirement Special Tests and Provisions – Child Support Non-Cooperation  
State Entity Florida Department of Revenue (FDOR) 
Federal Grant/Contract 
  Number and Grant Year 

2001FLTANF 2020 and 2101FLTANF 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding Certain security controls related to user authentication for the Child Support 

Enforcement Automated Management System (CAMS) need improvement to 
ensure the confidentiality, integrity, and availability of CAMS data and related 
information technology (IT) resources.  

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDOR Child Support Enforcement program uses CAMS for the creation and 
closure of child support cases and disbursement of funds.  Our audit disclosed 
that certain security controls related to CAMS user authentication need 
improvement.  We are not disclosing the specific details of the issues in this report 
to avoid the possibility of compromising CAMS data and related IT resources. 
However, we have notified appropriate FDOR management of the specific issues. 

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising CAMS data and related IT resources. 

Effect Appropriate user authentication controls for CAMS are necessary to decrease the 
risk that unauthorized individuals may gain access to the system and compromise 
the confidentiality, integrity, and availability of CAMS data and related IT 
resources. 

Recommendation We recommend that FDOR management improve certain security controls 
related to CAMS user authentication to ensure the confidentiality, integrity, and 
availability of CAMS data and related IT resources. 

State Entity Response FDOR will improve certain security controls related to user authentication to 
ensure the confidentiality, integrity, and availability of CAMS data and related IT 
resources. Implementation will be completed by June 30, 2023. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES  

Finding Number 2021-074 
Assistance Listing Number 93.659 (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

Adoption Assistance  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, 
Matching, Level of Effort, Earmarking, and Reporting  

State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

2001FLADPT 2020, 2101FLADPT 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency  
  
Finding Certain security controls related to user authentication for the Florida Safe 

Families Network (FSFN) system need improvement to ensure the confidentiality, 
integrity, and availability of FSFN system data and related information technology 
(IT) resources.  

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDCF uses the FSFN system as a reporting system and to initiate and 
manage cases, investigations, adoptions, placements, and other services 
provided on behalf of children.  

Our audit disclosed that certain security controls related to FSFN system user 
authentication need improvement.  We are not disclosing the specific details of 
the issues in this report to avoid the possibility of compromising FSFN system 
data and related IT resources.  However, we have notified appropriate FDCF 
management of the specific issues.  

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising FSFN system data or related IT resources. 

Effect Appropriate user authentication controls for the FSFN system are necessary to 
decrease the risk that unauthorized individuals may gain access to the system 
and compromise the confidentiality, integrity, and availability of FSFN system 
data and related IT resources. 

Recommendation We recommend that FDCF management improve certain security controls related 
to FSFN system user authentication to ensure the confidentiality, integrity, and 
availability of FSFN system data and related IT resources. 

State Entity Response The Department concurs and will review current system functionality, software 
capabilities, and planned enhancement initiatives based on the analysis and final 
determination.  The Department will document a position on implementing Multi-
Factor Authentication (MFA) by September 30, 2022.  The Department will also 
identify the financial and operational enforcement measures necessary to support 
the implementation of MFA. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES  

Finding Number 2021-075 
Assistance Listing Number 93.659 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Adoption Assistance  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, 
Matching, Level of Effort, Earmarking, and Reporting  

State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

2001FLADPT 2020, 2101FLADPT 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding The FDCF did not conduct periodic Florida Safe Families Network (FSFN) system 

user access privilege reviews or always timely deactivate the FSFN system user 
accounts for employees who separated from FDCF employment.   

Criteria Florida Department of Management Services Rule 60GG-2.003(1), Florida 
Administrative Code – Agency information owners are to review access rights 
(privileges) periodically based on system categorization or assessed risk and 
ensure that information technology (IT) access is removed when access to the  
IT resource is no longer required.  

Periodic reviews of access privileges help ensure that only authorized users have 
access and that the access privileges provided to each account remain 
appropriate.  An effective periodic review consists of identifying the current 
access privileges of system users and services and evaluating the assigned 
access privileges to ensure that they align with user job responsibilities.  

Condition The FDCF uses the FSFN system as a reporting system and to initiate and 
manage cases, investigations, adoptions, placements, and other services 
provided on behalf of children.  To obtain an understanding of FDCF user access 
privilege review processes for the FSFN system, we inquired of FDCF 
management who indicated that, during the 2020-21 fiscal year, the FDCF did not 
complete a review of FSFN system user access privileges.  

Our examination of FSFN system and personnel records for five FSFN users who 
separated from FDCF employment during the 2020-21 fiscal year and  
seven users with active FSFN user accounts as of January 31, 2021, but who 
appeared to have separated from FDCF employment, disclosed that the FDCF 
did not timely deactivate the access privileges for nine users.  As of  
January 31, 2021, three of the nine user accounts had been active for 1, 4, and 
9 business days after the employee had separated from FDCF employment and 
the other six user accounts were deactivated 1 to 319 business days (an average 
of 89 business days) after the users separated from FDCF employment. 

Cause FDCF management indicated that procedures requiring FDCF management to 
conduct a user access privilege review were in the process of being developed.  
Additionally, the user accounts were not timey deactivated due to process 
challenges and the number of tickets in the queue. 

Effect Periodic reviews of IT user access privileges and prompt deactivation of user 
access privileges upon an employee’s separation from FDCF employment 
provides FDCF management assurance that user access privileges are 
authorized and remain appropriate.  Additionally, timely deactivation of IT user 
access privileges limits the potential for unauthorized disclosure, modification, or 
destruction of FDCF data and IT resources by former employees or others. 

Recommendation We recommend that FDCF management establish procedures requiring periodic 
reviews of FSFN system user access privileges.  We also recommend that FDCF 
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management enhance controls to ensure that FSFN system access privileges are 
deactivated immediately upon a user’s separation from FDCF employment. 

State Entity Response The Department concurs.  The Office of Information Technology Services (OITS) 
will review and modify policies and procedures to ensure the timely 
deprovisioning of FSFN system user accounts by May 30, 2022, which will ensure 
identified users do not have access to the Department network (LDAP account 
are locked) and the FSFN de-provisioning is a clean-up process.  OITS 
collaborates with the Office of Child and Family Well-Being (OCFW) to review 
FSFN system user accounts every six months.   OITS and OCFW are completing 
a periodic review of FSFN system user access privileges and will revise system 
user account privileges as needed.  We will provide a report of the FSFN system 
user account privileges review by August 30, 2022. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-076 
Assistance Listing Number 93.667  
Assistance Listing Program  
  Title 

Social Services Block Grant (SSBG)  

Compliance Requirement Period of Performance  
State Entity Florida Department of Children and Families (FDCF) 
Federal Grant/Contract 
  Number and Grant Year 

2101FLSOSR 2021  

Statistically Valid Sample No 
Finding Type Noncompliance and Significant Deficiency 

Questioned Costs – $125,000  
Prior Year Finding Report No. 2021-182, Finding No. 2020-033  
  
Finding An FDCF expenditure charged to a SSBG program grant was not incurred during 

the authorized period of performance. 

Criteria 42 USC 1397a(c) – Payments to States – Payments to a state from its allotment 
for any fiscal year must be expended by the state in such fiscal year or in the 
succeeding fiscal year.  

Condition During the 2020-21 fiscal year, the FDCF expended $95,668,316 in Federal funds 
for the SSBG program.  Our analysis and examination of records related to 
selected SSBG program expenditures paid by the FDCF during the 2020-21 fiscal 
year disclosed one expenditure, totaling $125,000, that was not incurred during 
the authorized period of performance.  

Cause FDCF management indicated that, because the State’s accounting system does 
not include a dedicated field for the service period, the FDCF’s ability to monitor 
grant costs and to ensure that expenditures are charged to the correct grant is 
limited.  

Effect Expenditures charged to a Federal award that were not incurred during the 
authorized period of performance could be subject to disallowance by the Federal 
grantor agency. 

Recommendation We recommend that the FDCF enhance monitoring processes to ensure that 
costs are attributable to the authorized period of performance and are charged to 
the correct grant.  We also recommend that the FDCF review expenditure data 
and records to determine the total costs that were charged to the grant in error. 

State Entity Response The Department concurs. The Department implemented a procedure in 
September 2021 in the Administrative Services Support Center to include the 
service period in the Florida Accounting Information Resource to be able to 
identify the period of performance during a review of expenditure data to ensure 
the correct grant period is charged. 

A Period of Performance Reconciliation procedure has also been written and 
implemented to eliminate this issue.  As a result of this finding, the procedure is 
being updated to include an edit process to identify if the invoice does not have a 
valid date.  This will identify the entry for correction to comply with the service 
period date. 

This expenditure will be moved to the correct grant year. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-077 
Assistance Listing Number 93.775, 93.777, and 93.778 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Medicaid Cluster  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, 
Reporting, and Special Tests and Provisions – Automated Data Processing Risk 
Analysis and System Security Review; Provider Eligibility (Screening and 
Enrollment); and Medicaid National Correct Coding Initiative (NCCI)  

State Entity Florida Agency for Health Care Administration (FAHCA) 
Federal Grant/Contract 
  Number and Grant Year 

2005FL5ADM and 2005FL5MAP 2020 and 2105FL5ADM and 
2105FL5MAP 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-040  
  
Finding FAHCA records did not evidence that Florida Medicaid Management Information 

System (FMMIS) user access privileges were timely deactivated when access 
was no longer needed. 

Criteria Florida Department of Management Services Rule 60GG-2.003(1)(a)8., Florida 
Administrative Code – Agencies shall ensure that IT access is removed when the 
IT resource is no longer required.  Prompt action is necessary to ensure that the 
access privileges are not misused by former employees, former contractors, or 
others to compromise data or IT resources.  

Condition The FAHCA uses FMMIS to enroll and reimburse providers and to maintain 
eligibility and provider enrollment data for the Florida Medicaid Program.  Our 
review of FMMIS user access records for the 58 FMMIS users (assigned 65 user 
accounts) who separated from FAHCA employment during the 2020-21 fiscal 
year disclosed that FAHCA did not timely deactivate access privileges for  
29 users assigned 32 user accounts.  Specifically, the users’ access privileges 
were deactivated 2 to 129 business days (an average of 31 business days) after 
the users separated from FAHCA employment.  

According to FAHCA management, a system-generated report was not available 
to determine when the 32 user accounts were last used to access FMMIS.  Absent 
this report, we are unable to determine whether the user accounts were used to 
access FMMIS subsequent to the users’ separation from FAHCA employment.  

Cause FAHCA management indicated that application administrators were not always 
timely notified of employee separations, which delayed the deactivation of user 
access privileges.  

Effect Timely deactivation of IT user access privileges limits the potential for 
unauthorized disclosure, modification, or destruction of FAHCA data and  
IT resources by former employees or others. 

Recommendation We recommend that FAHCA management enhance employment separation 
notification controls to ensure that FMMIS user access privileges are deactivated 
immediately upon a user’s separation from FAHCA employment. 

State Entity Response The FAHCA concurs. The FAHCA will implement employment separation 
notification controls to ensure the immediate deactivation of FMMIS user access 
privileges upon separation from FAHCA employment.   
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-078 
Assistance Listing Number 93.775, 93.777, and 93.778 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Medicaid Cluster  

Compliance Requirement Activities Allowed or Unallowed, Allowable Costs/Cost Principles, Eligibility, 
Reporting, and Special Tests and Provisions – Automated Data Processing Risk 
Analysis and System Security Review; Provider Eligibility (Screening and 
Enrollment); and Medicaid National Correct Coding Initiative (NCCI)  

State Entity Florida Agency for Health Care Administration (FAHCA) 
Federal Grant/Contract 
  Number and Grant Year 

2005FL5ADM and 2005FL5MAP 2020 and 2105FL5ADM and 
2105FL5MAP 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding Certain security controls related to user authentication for the Florida Medicaid 

Management Information System (FMMIS) need improvement to ensure the 
confidentiality, integrity, and availability of FMMIS data and related information 
technology (IT) resources. 

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FAHCA uses FMMIS to enroll and reimburse providers and maintain eligibility 
and provider enrollment data for the Florida Medicaid Program.  Our audit 
disclosed that certain security controls related to FMMIS user authentication need 
improvement.  We are not disclosing the specific details of the issues in this report 
to avoid the possibility of compromising FMMIS data and related IT resources.  
However, we have notified appropriate FAHCA management of the specific 
issues.  

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising FMMIS data or related IT resources. 

Effect Appropriate user authentication controls for FMMIS are necessary to decrease 
the risk that unauthorized individuals may gain access to the system and 
compromise the confidentiality, integrity, and availability of FMMIS data and 
related IT resources. 

Recommendation We recommend that FAHCA management improve certain security controls 
related to FMMIS user authentication to ensure the confidentiality, integrity, and 
availability of FMMIS data and related IT resources. 

State Entity Response The recommended functionality is not supported by the current FMMIS 
provisioning system.  However, in order to access the FMMIS, State users must 
access the State’s network, which does contain the recommended security 
controls. 

Current State procurements include the recommended functionality 
requirements.      
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-079 
Assistance Listing Number 93.775, 93.777, and 93.778 (Includes COVID-19 Awards) 
Assistance Listing Program 

Title 
Medicaid Cluster 

Compliance Requirement Special Tests and Provisions – Utilization Control and Program Integrity 
State Entity Florida Agency for Persons with Disabilities (FAPD) 
Federal Grant/Contract 
  Number and Grant Year 

2005FL5MAP 2020 and 2105FLMAP 2021 

Statistically Valid Sample N/A 
Finding Type Noncompliance and Significant Deficiency  
Prior Year Finding Report No. 2021-182, Finding No. 2020-044  
  
Finding The FAPD did not ensure that utilization review (UR) and continued stay review 

(CSR) services for Intermediate Care Facilities for Individuals with Intellectual 
Disabilities (ICF-IIDs) complied with Federal regulations.  

Criteria 42 CFR Part 456.4 – Responsibility for monitoring the utilization control program 

– The agency must monitor the statewide utilization control program. 

42 CFR Part 456 – Utilization Control – Subpart F – Utilization Control: 
Intermediate Care Facilities 

Condition The FAPD contracted with a quality improvement organization (QIO) to provide 
UR and CSR services to ICF-IIDs.  The contract required the QIO to submit a 
quarterly Performance Specification Report to the FAPD.  To allow the FAPD to 
monitor compliance with Federal regulations and contract requirements, the 
quarterly Performance Specification Report included five performance measures 
aligned to Federal requirements:  1) Completion of an Initial Admission UR within 
30 days of admission; 2) Completion of a CSR within 180 days of the previous 
CSR; 3) Verification of all Certifications of Need for Care completed by the  
ICF-IID within 30 days of admission; 4) Verification of all annual Re-Certifications 
of Need during the Annual Habilitation Plan month; and 5) Compliance with the 
Federal Audit compliance requirements.  

Our review of the quarterly Performance Specification Reports submitted by the 
QIO to the FAPD during the 2020-21 fiscal year found that the QIO did not always 
satisfy the required performance measures, resulting in noncompliance with the 
utilization control requirements established in Federal regulations.  Specifically, 
in all four quarters, the percentage of performance for performance measures  
1, 3, and 4 was below the required 100 percent and ranged from 43 percent to  
98 percent.  Additionally, our review of FAPD monitoring records disclosed that 
the FAPD did not document the review of the Performance Specification Reports 
and, according to FAPD management, the FAPD did not issue corrective action 
plans evidencing follow-up with the QIO regarding deficiencies noted in the 
Performance Specification Reports.  

Cause FAPD management indicated that the QIO did not always meet the performance 
measures because the ICF-IIDs did not timely provide accurate information and 
appropriate documentation to the QIO.  In addition, FAPD management indicated 
that the FAPD lacked authority over the ICF-IIDs since they are licensed and 
monitored by the Florida Agency for Health Care Administration (FAHCA).  
Notwithstanding, the FAPD is responsible for the contract with the QIO and 
should work with the FAHCA to ensure that the QIO is meeting the utilization 
control requirements established in Federal regulations.  

Effect Absent adequate monitoring of the QIO and follow-up to address identified 
performance issues, the FAPD cannot demonstrate compliance with Federal 
regulations. 
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Recommendation We recommend that FAPD management take steps, including collaborating with 
the FAHCA, to ensure that FAPD records evidence appropriate monitoring of, 
and follow-up regarding, QIO performance, and to promote the timely submission 
of accurate ICF-IID information to the QIO.  

State Entity Response Concur 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-080 
Assistance Listing Number 93.775, 93.777, and 93.778 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Medicaid Cluster 

Compliance Requirement Special Tests and Provisions – Managed Care Financial Audit 
State Entity Florida Agency for Health Care Administration (FAHCA) 
Federal Grant/Contract 
  Number and Grant Year 

2005FL5MAP 2020 and 2105FL5MAP 2021  

Statistically Valid Sample N/A 
Finding Type Noncompliance and Significant Deficiency 
  
Finding The FAHCA did not always ensure that an independent audit of the accuracy, 

truthfulness, and completeness of encounter data for each health plan was 
conducted at least once every 3 years nor post the results of financial audits to 
its Web site.  

Criteria 42 CFR 438.602(e) – Periodic audits – The State must periodically, but no less 
frequently than once every 3 years, conduct or contract for the conduct of, an 
independent audit of the accuracy, truthfulness, and completeness of the 
encounter and financial data submitted by, or on behalf of, each Managed Care 
Organization (MCO), Prepaid Inpatient Health Plan (PIHP), and Prepaid 
Ambulatory Health Plan (PAHP).  

42 CFR 438.602(g) – Transparency – The State must post on its Web site the 
results of any audits under 42 CFR 438.602(e). 

Condition During the 2020-21 fiscal year, the FAHCA contracted with an External Quality 
Review Organization (EQRO) to perform certain External Quality Review (EQR) 
activities for FAHCA Medicaid managed care programs, including a validation of 
encounter data for the 18 health plans (12 MCOs, 3 PIHPs, and 3 PAHPs) that 
were subject to Federal periodic audit requirements.  As part of our audit, we 
examined the EQRO encounter data validation (EDV) study reports issued for the 
last 3 fiscal years and found that the EQRO did not conduct an EDV study for  
2 health plans (1 MCO and 1 PIHP).  Additionally, our audit found that the FAHCA 
did not post the completed financial audit reports to its Web site.  

Cause According to FAHCA management, the FAHCA did not have policies and 
procedures to ensure that all health plans were included in EDV studies at least 
once every 3 years and completed financial audit reports were posted to its Web 
site.  

Effect Absent appropriate controls, the FAHCA cannot ensure that all health plans are 
subject to an EDV study at least every 3 years to ensure that the encounter data 
is accurate, truthful, and complete and the results of financial audits are posted 
on its Web site in accordance with Federal regulations.   

Recommendation We recommend that FAHCA management establish policies and procedures 
requiring an EDV study for each health plan at least every 3 years to ensure the 
accuracy, truthfulness, and completeness of encounter data and post the results 
of financial audits on its Web site. 

State Entity Response The FAHCA will work in collaboration with its EQRO to develop policies and 
procedures to ensure that the accuracy, truthfulness, and completeness of 
encounter data is validated at least once every three years for each plan, during 
the next three-year cycle (SFY 22/23 – SFY 24/25).      

The FAHCA currently contracts with two independent CPA firms that conduct 
audits on the Achieved Savings Rebate financial reports on an annual basis.  
Audits are conducted after the Annual financial statements are received in May.  
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The CPA firms must submit the Final Audit Reports to the FAHCA by September 
1st.      
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-081 
Assistance Listing Number 93.775, 93.777, and 93.778 (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

Medicaid Cluster 

Compliance Requirement Special Tests and Provisions – Medical Loss Ratio (MLR) 
State Entity Florida Agency for Health Care Administration (FAHCA) 
Federal Grant/Contract 
  Number and Grant Year 

2005FL5MAP 2020 and 2105FL5MAP 2021  

Statistically Valid Sample No 
Finding Type Noncompliance 
  
Finding The FAHCA did not obtain from health plans a report that included all MLR 

information required by Federal regulations.  

Criteria 42 CFR 438.8(k) – Reporting requirements – The State, through its contracts, 
must require each Managed Care Organization (MCO), Prepaid Inpatient Health 
Plan (PIHP), or Prepaid Ambulatory Health Plan (PAHP) to submit for each MLR 
reporting year a report to the State that includes specified information, such as 
any credibility adjustment applied and a comparison of MLR information in  
42 CFR 438.8(k) with the audited financial report required by 42 CFR 438.3(m).  

Condition During the 2020-21 fiscal year, the FAHCA contracted with 18 health plans  
(12 MCOs, 3 PIHPs, and 3 PAHPs) that were subject to MLR Federal reporting 
requirements.  Contract provisions required the health plans to submit to the 
FAHCA quarterly and annual Achieved Savings Rebate (ASR) Financial Reports 
containing required MLR information.  As part of our audit, we examined the ASR 
Financial Reports for 3 health plans (2 MCOs and 1 PAHP) and found that the 
ASR Financial Reports for the 3 health plans did not contain all required MLR 
information.  Specifically, the ASR Financial Reports did not include information 
regarding any credibility adjustments applied or a comparison of the reported 
MLR information to the audited financial report required by Federal regulations.  

Cause According to FAHCA management, credibility adjustment information was not 
obtained because it is not used for the ASR Financial Reports and a comparison 
of MLR information to the audited financial reports was not performed because 
the MLR information is audited as part of the ASR Financial Reports.  
Notwithstanding, Federal regulations require applied credibility adjustment 
information and a comparison of MLR information to the audited financial reports 
to be reported by the health plans.  

Effect Absent the inclusion of all required MLR information in the ASR Financial Reports 
submitted by MCOs, PIHPs, and PAHPs, the FAHCA cannot demonstrate 
compliance with Federal regulations. 

Recommendation We recommend that the FAHCA ensure that the ASR Financial Report obtained 
from each MCO, PIHP, and PAHP includes all the MLR information required by 
Federal regulations. 

State Entity Response The FAHCA will update the Achieved Saving Rebate Financial Report, 
specifically the Medical Loss Ratio (MLR) Exhibit, by adding a line for the 
Credibility Adjustment in order to maintain compliance with that Federal 
requirement.  The FAHCA will also make amendments to the Instructions tab, as 
well as the MLR Exhibit, to comply with the regulation requiring Health Plans to 
provide a comparison of MLR information per 42 CFR 438.8(k). 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-082 
Assistance Listing Number 93.775, 93.777, and 93.778 (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

Medicaid Cluster 

Compliance Requirement Special Tests and Provisions – Medicaid National Correct Coding Initiative 
(NCCI) 

State Entity Florida Agency for Health Care Administration (FAHCA) 
Federal Grant/Contract 
  Number and Grant Year 

2005FL5MAP 2020 and 2105FL5MAP 2021  

Statistically Valid Sample N/A 
Finding Type Noncompliance 
  
Finding The FAHCA’s confidentiality agreement with its fiscal agent did not include 

required elements in accordance with the NCCI Technical Guidance Manual for 
Medicaid Services.  

Criteria NCCI Technical Guidance Manual for Medicaid Services – Section 7.1.2 – 
Sharing of State Medicaid NCCI Edit Files by States with Other Entities – Access 
to the complete quarterly Medicaid NCCI edit files that are posted on the secure 
Regional Information Sharing Systems (RISSNET) portal is limited to a state’s 
Medicaid agency.  A state Medicaid agency may share these quarterly files with 
the contracted fiscal agent that processes claims if appropriate confidentiality 
agreements are in place.  

NCCI Technical Guidance Manual for Medicaid Services – Section 7.1.3 – 
Confidentiality Agreements Requirements for Contracted Parties – The 
confidentiality agreement with the contracted fiscal agent using the Medicaid 
NCCI files must include certain elements, including, for example, that disclosure 
is to be limited to only those responsible for the implementation of the quarterly 
state Medicaid NCCI edit files.  

Condition The FAHCA contracted with a fiscal agent to manage the Florida Medicaid 
Management Information System (FMMIS) to process all Medicaid claims.  The 
fiscal agent was responsible for implementing the quarterly Medicaid NCCI edit 
files in FMMIS on the first day of every calendar quarter.  NCCI edits are designed 
to reduce improper coding that may result in inappropriate payment of Medicaid 
claims.  To share the quarterly Medicaid NCCI edit files with its fiscal agent, the 
FAHCA was required to have a confidentiality agreement with the fiscal agent 
that included specified confidentiality provisions.  Our audit found that, while 
FAHCA’s fiscal agent contract included a confidentiality agreement, the 
agreement did not include the required elements in accordance with the NCCI 
Technical Guidance Manual for Medicaid Services.  

Cause According to FAHCA management, the confidentiality agreement with its fiscal 
agent is not NCCI specific as it is inclusive of all Medicaid information and the 
Medicaid NCCI edit files are public information available on the Medicaid NCCI 
Web site.  Notwithstanding, access to the complete quarterly Medicaid NCCI edit 
files that are posted on the secure RISSNET portal is limited to a state’s Medicaid 
agency since these files contain information that is not included in the Medicaid 
NCCI edit files available to the public on the Medicaid NCCI Web site.  

Effect Absent a confidentiality agreement with its fiscal agent that includes all NCCI 
required elements, the FAHCA has reduced assurance that the fiscal agent will 
be aware of confidentiality requirements for the Medicaid NCCI edit files and 
cannot demonstrate compliance with Federal guidelines. 
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Recommendation We recommend that the FAHCA amend its fiscal agent contract confidentiality 
agreement to include the elements required by the NCCI Technical Guidance 
Manual for Medicaid Services. 

State Entity Response The FAHCA is currently involved in an active procurement of the Florida Health 
Care Connections (FX) Core which will process Medicaid Fee-For-Service Claims 
and Managed Care Encounters, and will contain reference file information such 
as NCCI Edits.  The recommendations will be included in the new FX Core 
contract, which is expected to be awarded by the end of 2022, and will go live by 
the end of 2024.      
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-083 
Assistance Listing Number 93.775, 93.777, and 93.778 (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

Medicaid Cluster 

Compliance Requirement Special Tests and Provisions – External Quality Review Organization (EQRO) 
State Entity Florida Agency for Health Care Administration (FAHCA) 
Federal Grant/Contract 
  Number and Grant Year 

2005FL5MAP 2020 and 2105FL5MAP 2021  

Statistically Valid Sample N/A 
Finding Type Noncompliance 
Prior Year Finding Report No. 2021-182, Finding No. 2020-042  
  
Finding The FAHCA did not ensure that all external quality review activities were 

performed in accordance with Federal requirements. 

Criteria 42 CFR 438.358(b) – Activities related to external quality review – For each 
managed care organization (MCO), prepaid inpatient health plan (PIHP), or 
prepaid ambulatory health plan (PAHP), the State or an EQRO must perform 
external quality review (EQR) activities, including a validation of performance 
improvement projects (PIPs) that were underway during the preceding  
12 months; a validation of MCO, PIHP, or PAHP performance measures during 
the preceding 12 months; and a review, conducted within the previous 3-year 
period, to determine the MCO’s, PIHP’s, or PAHP’s compliance with Federal 
standards and quality assessment and performance improvement requirements. 

Condition During the 2020-21 fiscal year, the FAHCA contracted with an EQRO to perform 
certain EQR activities for FAHCA Medicaid managed care programs, in addition 
to the EQR activities conducted by the FAHCA.  The EQR activities the EQRO 
were to perform included a validation of PIPs and applicable performance 
measures.  As part of our audit, we examined records related to the EQR activities 
conducted by the FAHCA and the EQRO during the 2020-21 fiscal year.  Our 
examination disclosed that the FAHCA had not completed within the prior 3-year 
period, a review of the 18 applicable MCOs, PIHPs, or PAHPs to determine 
compliance with Federal standards and quality assessment and performance 
improvement requirements.  

Cause FAHCA management indicated that the 3-year comprehensive compliance 
review was to cover the period January 2019 through January 2022 and, as of 
June 2021, the FAHCA was on track to complete the compliance review by the 
end of the review period.  

Effect Absent a review of MCO, PIHP, or PAHP compliance with Federal standards and 
quality assessment and performance improvement requirements at least every  
3 years, the FAHCA cannot demonstrate compliance with Federal regulations. 

Recommendation We recommend that the FAHCA ensure that EQR activities, including compliance 
reviews, are conducted in accordance with Federal regulations. 

State Entity Response The FAHCA is on track to complete the three-year compliance review by the end 
of the review period.  The three-year compliance review period began in January 
2022 and will end in December 2024.  The EQRO will begin conducting the review 
of the state's compliance review activities in January 2025 (i.e., SFY 24/25); 
therefore, this item cannot be fully corrected until the EQRO reports findings in 
the Annual Technical Report that is due to the Centers for Medicare & Medicaid 
Services (CMS) in April 2026. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-084 
Assistance Listing Number 93.775, 93.777, and 93.778 (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

Medicaid Cluster  

Compliance Requirement Special Tests and Provisions – Automated Data Processing (ADP) Risk 
Analysis and System Security Review   

State Entity Florida Agency for Health Care Administration (FAHCA) 
Federal Grant/Contract 
  Number and Grant Year 

2005FL5MAP 2020 and 2105FL5MAP 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
Prior Year Finding Report No. 2021-182, Finding No. 2020-047  
  
Finding Internal controls related to the Pharmaceutical Claims Processing System 

(PCPS) were not always appropriately designed and operating effectively.  

Criteria 2 CFR 200.303 and 45 CFR 75.303 – Internal controls – The non-Federal entity 
must establish and maintain effective internal control over the Federal award that 
provides reasonable assurance that the non-Federal entity is managing the 
Federal award in compliance with Federal statutes, regulations, and the terms 
and conditions of the Federal award.  

Condition The FAHCA contracted with a fiscal agent to manage the Florida Medicaid 
Management Information System (FMMIS).  The fiscal agent contracted with a 
service organization to operate the PCPS to process both Medicaid  
fee-for-service (FFS) and Medicaid managed care (MMC) pharmacy claims.  The 
service organization transmits to the fiscal agent processed claims data, which is 
uploaded to FMMIS for payment processing and maintenance of pharmacy 
claims.  According to FAHCA records, during the 2020-21 fiscal year, the PCPS 
processed 4,098,907 FFS and 35,451,452 MMC pharmacy claims.  

The service organization obtained an independent service auditor’s report for the 
period July 1, 2020, through June 30, 2021, in which the service organization’s 
auditors qualified their opinion related to logical access controls.  Given the 
significance of the service organization’s role in the administration of the Medicaid 
program, internal control weaknesses reported in the service auditor’s report 
could significantly impact the Medicaid program.  

Cause The service organization had not effectively established for the PCPS logical 
access controls to restrict access to appropriate, authorized personnel.  

Effect Absent appropriate controls, the FAHCA has reduced assurance that pharmacy 
claims are appropriately processed and transmitted to FMMIS for payment 
processing. 

Recommendation We recommend that the FAHCA ensure that the service organization takes timely 
and appropriate corrective action to resolve the deficiencies noted in the 
independent service auditor’s report. 

State Entity Response The FAHCA received the Magellan (Pharmaceutical Claims Processing System) 
SOC 1 report in October 2021.  The FAHCA met with Magellan and Gainwell 
(Magellan is a sub-contractor to Gainwell, the Florida Medicaid Fiscal Agent) in 
December 2021.  CAPs were due on January 31, 2022, and were delivered to 
FAHCA on January 20, 2022.  The FAHCA is currently monitoring the completion 
of the three Magellan Corrective Action Plans.      

  



 Report No. 2022-189 
Page 156 March 2022 

U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-085 
Assistance Listing Number 93.775, 93.777, and 93.778 (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

Medicaid Cluster  

Compliance Requirement Special Tests and Provisions – Automated Data Processing (ADP) Risk 
Analysis and System Security Review  

State Entity Florida Agency for Health Care Administration (FAHCA) 
Federal Grant/Contract 
  Number and Grant Year 

2005FL5MAP 2020 and 2105FL5MAP 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding The FAHCA did not ensure that the subservice organization’s internal controls 

related to the Pharmaceutical Rebate Information Management System (PRIMS) 
were appropriately designed and operating effectively.  

Criteria 2 CFR 200.303 and 45 CFR 75.303 – Internal controls – The non-Federal entity 
must establish and maintain effective internal control over the Federal award that 
provides reasonable assurance that the non-Federal entity is managing the 
Federal award in compliance with Federal statutes, regulations, and the terms 
and conditions of the Federal award.  

Condition The FAHCA contracted with a service organization to invoice and collect rebates 
from, and resolve related disputes with, pharmaceutical manufacturers, and to 
provide required utilization data to the Centers for Medicare and Medicaid 
Services.  Rebate collections for the 2020-21 fiscal year totaled approximately  
$2 billion and approximately 2.2 million prescriptions were associated with the 
invoiced rebates per month.  The service organization utilized PRIMS to perform 
their contractual responsibilities.  FAHCA’s contract with the service organization, 
effective February 1, 2014, included provisions requiring service organization 
compliance with, among other things, data backup and off-site storage 
requirements, disaster recovery plans, and minimum service levels.  

The service organization utilized a subservice organization for network access, 
network incident management, and network change management for the period 
July 1, 2020, to November 16, 2020, and for the hosting of systems, management 
of system administrator access to the operating system, physical security, backup 
and recovery, and hardware maintenance for the period July 1, 2020, to  
February 5, 2021.  As the FAHCA relies on PRIMS, and the data contained 
therein, to operate and maintain the drug rebate program, it is incumbent upon 
the FAHCA to take steps to reasonably ensure the integrity, reliability, and 
security of PRIMS data.  Such steps may include requiring the service 
organization to provide a service auditor’s report on the effectiveness of the 
controls established by the service organization for PRIMS or, alternatively, 
FAHCA monitoring of the effectiveness of relevant service organization controls. 
Additionally, when the service organization utilizes a subservice organization to 
perform services for the FAHCA, it is necessary for the FAHCA to obtain 
assurances regarding the subservice organization’s controls relevant to those 
services.  

Our audit inquiry disclosed that, while the FAHCA had obtained an independent 
service auditor’s report on the effectiveness of the controls established by the 
service organization for PRIMS, the FAHCA did not obtain an independent 
service auditor’s report on the effectiveness of relevant subservice organization 
controls or monitor the effectiveness of such controls.  
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Cause FAHCA management indicated that a service auditor’s report for the subservice 
organization was not available because the service organization was in the 
process of ending the contract with the subservice organization.  

Effect Absent an evaluation of the operating effectiveness of the subservice 
organization’s relevant internal controls, the FAHCA has reduced assurance that 
drug rebate data is properly protected, complete, and reliable. 

Recommendation We recommend that, as applicable, FAHCA management make or obtain 
independent and periodic assessments of the effectiveness of subservice 
organization controls relevant to PRIMS, such as through the timely and 
documented review of service auditor reports.  

State Entity Response For the first part of the audit period, PRIMS was housed at the New Mexico Data 
Center (NMDC).  Gainwell, the fiscal agent, moved their hosting services from the 
NMDC to Amazon Web Service (AWS).  Since Gainwell canceled their contract 
with NMDC, NMDC did not perform a SOC audit for PRIMS, which would provide 
evidence of the effectiveness of relevant service organization controls.  The AWS 
SOC report was submitted to the auditors, which covered the last three months 
of the audit period. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-086 
Assistance Listing Number 93.775, 93.777, and 93.778 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Medicaid Cluster  

Compliance Requirement Special Tests and Provisions – Utilization Control and Program Integrity  
State Entity Florida Agency for Health Care Administration (FAHCA)  
Federal Grant/Contract 
  Number and Grant Year 

2005FL5ADM 2020 and 2105FL5ADM 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding The list used by the FAHCA to conduct periodic Fraud and Abuse Case Tracking 

System (FACTS) system user access privilege reviews did not promote an 
effective review of the appropriateness of all user accounts. 

Criteria Florida Department of Management Services Rule 60GG-2.003(1), Florida 
Administrative Code – Agency information owners are to review access rights 
(privileges) periodically based on system categorization or assessed risk and 
ensure that information technology (IT) access is removed when access to the  
IT resource is no longer required.  

Periodic reviews of access privileges help ensure that only authorized users have 
access and that the access privileges provided to each account remain 
appropriate.  An effective periodic review consists of identifying the current 
access privileges of system users and services and evaluating the assigned 
access privileges to ensure that they align with user job responsibilities.   

Condition The FAHCA uses FACTS to manage and track all Medicaid Program Integrity 
complaints and cases.  According to FAHCA management, the FAHCA 
completed FACTS user access privilege reviews quarterly; however, the user list 
used to complete the reviews was manually maintained by FAHCA staff, instead 
of a system-generated list of users from FACTS.  As a result, user accounts could 
be omitted from the access reviews.  

Cause FAHCA management indicated that they were unaware how to access or create 
a system-generated list of FACTS user accounts.  

Effect Periodic reviews of IT user access privileges provide FAHCA management 
assurance that user access privileges are authorized and remain appropriate.   

Recommendation We recommend that FAHCA management complete periodic reviews of the 
appropriateness of FACTS user access privileges using system-generated lists 
of user accounts. 

State Entity Response The FAHCA concurs.  The FAHCA has transitioned to using system-generated 
lists of user accounts to conduct periodic reviews of FACTS user access 
privileges, effective March 9, 2022. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-087 
Assistance Listing Number 93.775, 93.777, and 93.778 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Medical Cluster  

Compliance Requirement Special Tests and Provisions – Medicaid Fraud Control Unit  
State Entity Florida Department of Legal Affairs (FDLA) 
Federal Grant/Contract 
  Number and Grant Year 

2005FL5ADM 2020 and 2105FL5ADM 2021 

Statistically Valid Sample N/A 
Finding Type Significant Deficiency  
Prior Year Finding Report No. 2021-182, Finding No. 2020-046  
  
Finding The list used by the FDLA to conduct periodic IBM Notes user access privilege 

reviews did not promote an effective review of the appropriateness of all user 
accounts. 

Criteria Florida Department of Management Services Rule 60GG-2.003(1), Florida 
Administrative Code – Agency information owners are to review access rights 
(privileges) periodically based on system categorization or assessed risk and 
ensure that information technology (IT) access is removed when access to the  
IT resource is no longer required.  

Periodic reviews of access privileges help ensure that only authorized users have 
access and that the access privileges provided to each account remain 
appropriate.  An effective periodic review consists of identifying the current 
access privileges of system users and services and evaluating the assigned 
access privileges to ensure that they align with user job responsibilities.  

Condition The FDLA uses IBM Notes for document management and approval and to route 
data for investigations related to fraud or suspected fraud in the Medicaid 
program.  Our inquiries of FDLA management disclosed that, effective 
April 15, 2021, the FDLA established procedures requiring the review of IBM 
Notes user access privileges every 90 days.  However, the user list used by the 
FDLA to complete the reviews was not a system-generated list of all users from 
IBM Notes.  As a result, user accounts could be omitted from the access reviews. 

Cause According to FDLA management, the user review process did not require the 
review to be conducted from a system-generated list of all IBM Notes users and, 
instead, was based on a list of user access changes.  

Effect Periodic reviews of IT user access privileges provide FDLA management 
assurance that user access privileges are authorized and remain appropriate.   

Recommendation We recommend that FDLA management complete periodic reviews of the 
appropriateness of IBM Notes user access privileges using system-generated 
lists of all user accounts. 

State Entity Response Certain security controls related to user authentication for IBM Notes will be 
improved by implementing all possible recommendations provided in the 
Confidential IT Finding.pdf received as an encrypted message from the Auditor 
General. 
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U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES 

Finding Number 2021-088 
Assistance Listing Number 93.775, 93.777, and 93.778 (Includes COVID-19 Awards)  
Assistance Listing Program 

Title 
Medicaid Cluster  

Compliance Requirement Special Tests and Provisions – Medicaid Fraud Control Unit (MFCU)  
State Entity Florida Department of Legal Affairs (FDLA) 
Federal Grant/Contract 
  Number and Grant Year 

2005FL5ADM and 2005FL5MAP 2020 and 2105FL5ADM and 
2105FL5MAP 2021  

Statistically Valid Sample N/A 
Finding Type Significant Deficiency 
  
Finding Certain security controls related to user authentication for IBM Notes need 

improvement to ensure the confidentiality, integrity, and availability of IBM Notes 
data and related information technology (IT) resources. 

Criteria Security controls are intended to protect the confidentiality, integrity, and 
availability of system data and related IT resources. 

Condition The FDLA uses IBM Notes for document management and approval and to route 
data for investigations related to fraud or suspected fraud in the Medicaid 
program.  Our audit disclosed that certain security controls related to IBM Notes 
user authentication need improvement.  We are not disclosing the specific details 
of the issues in this report to avoid the possibility of compromising IBM Notes data 
and related IT resources.  However, we have notified appropriate FDLA 
management of the specific issues.  

Cause We are not disclosing the specific details of the issues in this report to avoid the 
possibility of compromising IBM Notes data or related IT resources. 

Effect Appropriate user authentication controls for IBM Notes are necessary to decrease 
the risk that unauthorized individuals may gain access to the system and 
compromise the confidentiality, integrity, and availability of IBM Notes data and 
related IT resources. 

Recommendation We recommend that FDLA management improve certain security controls related 
to IBM Notes user authentication to ensure the confidentiality, integrity, and 
availability of IBM Notes data and related IT resources. 

State Entity Response A specific method of review that is not inherent within IBM Notes is being required. 
The method of maintaining access assignments for an IBM Notes database is 
different from security models used by other systems.  IBM Notes maintains 
database access level assignment as a property of the database.  Many other 
systems view access control as a property of the user account. By looking at the 
database properties, FDLA can determine the identify of any and all users that 
have access to the database and match those user identifies with access 
authorization records that are in the form of add, modify, or delete, change orders.  
If any user is found during the review to not have a current authorization record, 
mitigation takes place and the incident documented.  FDLA believes this method 
provides an effective review of the appropriateness of access assignments. 

However, in order to accomplish a different method of review, FDLA will need to 
write a custom program.  
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U.S. DEPARTMENT OF HOMELAND SECURITY 

Finding Number 2021-089 
Assistance Listing Number 97.036 (Includes COVID-19 Awards)  
Assistance Listing Program  
  Title 

Disaster Grants - Public Assistance (Presidentially Declared Disasters)  

Compliance Requirement Reporting  
State Entity Florida Division of Emergency Management (FDEM) 
Federal Grant/Contract 
  Number and Grant Year 

Various  

Statistically Valid Sample No 
Finding Type Opinion Qualification and Material Weakness 
  
Finding The FDEM did not timely report subaward information required by the Federal 

Funding Accountability and Transparency Act (FFATA) in the Federal Funding 
Accountability and Transparency Act Subaward Reporting System (FSRS).  

Criteria 2 CFR 170, Appendix A – Reporting Subawards and Executive Compensation – 
Unless otherwise exempt, you must report each action that equals or exceeds 
$30,000 in Federal funds for a subaward to a non-Federal entity or Federal 
agency. 

For subaward information, reporting must occur no later than the end of the month 
following the month in which the obligation was made.  

Condition The FDEM enters into subaward agreements with subrecipients for each Disaster 
Grant.  A subaward agreement may encompass multiple projects where each 
project is established under separate project worksheets.  During the 2020-21 
fiscal year, the FDEM obligated 1,548 projects with obligated Disaster Grants 
funds totaling $1,349,009,547.  As part of our audit, we requested to review the 
FSRS reporting records for applicable projects.  However, in response to our 
request, FDEM management indicated that the FDEM had transitioned from 
reporting subaward information in the FSRS by project to reporting by subaward 
at the time all projects related to the subaward were closed.  Consequently, for 
all applicable projects, required subaward information such as subaward amounts 
was not timely reported in the FSRS.  

Cause According to FDEM management, due to the significant number of projects that 
may be related to a subaward, and a shortage of personnel to report project-level 
information in the FSRS, the FDEM transitioned from reporting by project in the 
FSRS to reporting by subaward.  In addition, the FDEM did not report the amount 
of the subaward at the time the FDEM entered into the subaward agreement with 
the subrecipient because the final amount of all projects related to a subaward is 
unknown until the projects are closed.  

Effect The FDEM cannot demonstrate that all required information was appropriately 
and timely reported in the FSRS in accordance with FFATA. 

Recommendation We recommend that FDEM management ensure that all applicable Disaster 
Grants subawards are appropriately and timely reported in the FSRS. 

State Entity Response The Florida Division of Emergency Management (FDEM) concurs.  FDEM has 
contracted vendor assistance to perform necessary Gap and Strength, 
Weakness, Opportunity, and Threat business process analysis as well as a 
recommendation for a business and system project plan and fix assessment for 
all FDEM front to end grant management processes.  FDEM will work towards a 
systematic business solution. For clarification, the Federal Government already 
has this information.  We are working with logistical issues to push the information 
into FSRS.   
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U.S. DEPARTMENT OF HOMELAND SECURITY 

Finding Number 2021-090 
Assistance Listing Number 97.036 (Includes COVID-19 Awards) 
Assistance Listing Program  
  Title 

Disaster Grants – Public Assistance (Presidentially Declared Disasters)  

Compliance Requirement Reporting  
State Entity Florida Division of Emergency Management (FDEM) 
Federal Grant/Contract 
  Number and Grant Year 

FEMA 4486 DR-FL 2021  

Statistically Valid Sample No 
Finding Type Noncompliance and Significant Deficiency 
  
Finding The FDEM did not correctly report the Federal share of unliquidated obligations 

on one Federal Financial Report submitted to the Federal Emergency 
Management Agency (FEMA).  

Criteria FEMA-State Agreement – The FDEM must submit complete and accurate 
Federal Financial Reports to FEMA quarterly for each Disaster Grants program.  

Condition During the 2020-21 fiscal year, the FDEM submitted 83 Federal Financial Reports 
associated with 22 Disaster Grants programs to FEMA.  Our review of 10 of these 
Federal Financial Reports disclosed that, for one report, the FDEM did not 
accurately report the balance of the Federal share of unliquidated obligations.  
Specifically, the FDEM reported a Federal share of unliquidated obligations 
totaling $972.48, while actual unliquidated obligations totaled $4,381,191.54 (an 
understatement of $4,380,219.06).  

Cause FDEM management indicated that the amount was not accurately reported due 
to employee error and deficiencies in the supervisory review process.   

Effect The Federal share of unliquidated obligations reported on the Federal Financial 
Report submitted to FEMA was understated. 

Recommendation We recommend that the FDEM strengthen Federal Financial Report review 
controls to ensure that all Disaster Grants program information is accurately 
reported to FEMA. 

State Entity Response We agree with the recommendation that FDEM strengthen Federal Financial 
Report review controls to ensure that all Disaster Grants program information is 
accurately reported to FEMA.  It is our intention to start the reconciliation process 
earlier than previously started to allow the reviewer time to review all information 
entered matches the grant reports to ensure that Federal Financial Reports reflect 
accurate information.   

  



Report No. 2022-189 
March 2022 Page 163 

U.S. DEPARTMENT OF HOMELAND SECURITY 

Finding Number 2021-091 
Assistance Listing Number 97.036 (Includes COVID-19 Awards)  
Assistance Listing Program  
  Title 

Disaster Grants - Public Assistance (Presidentially Declared Disasters)  

Compliance Requirement Subrecipient Monitoring  
State Entity Florida Division of Emergency Management (FDEM) 
Federal Grant/Contract 
  Number and Grant Year 

Various  

Statistically Valid Sample No 
Finding Type Opinion Qualification and Material Weakness 
Prior Year Finding Report No. 2021-182, Finding No. 2020-050  
  
Finding The FDEM did not monitor subrecipients in accordance with FDEM procedures.  

In addition, the FDEM did not always timely document the review of subrecipient 
audit reports, determine whether a management decision was required, or issue 
management decisions for subrecipient audit findings.  

Criteria 2 CFR 200.332(d) – Requirements for pass-through entities – All pass-through 
entities must monitor the activities of the subrecipient as necessary to ensure that 
the subaward is used for authorized purposes, in compliance with Federal 
statutes, regulations, and the terms and conditions of the subaward, and that 
subaward performance goals are achieved.  Monitoring of the subrecipient must 
include reviewing financial and performance reports, following-up and ensuring 
that the subrecipient takes timely and appropriate action on all deficiencies 
pertaining to the Federal award detected through audits, on-site reviews, and 
other means, and issuing management decisions as required by 2 CFR 200.521. 

2 CFR 200.521 – Management decision – The pass-through entity is responsible 
for issuing a management decision for audit findings pertaining to the Federal 
award within 6 months of acceptance of the audit report by the Federal Audit 
Clearinghouse.  

2 CFR 200.512 (a) – Report Submission – The audit must be completed and the 
data collection form and reporting package must be submitted within the earlier 
of 30 calendar days after receipt of the auditor’s report(s), or 9 months after the 
end of the audit period.  

FDEM Subrecipient Compliance Program Standard Operating Procedures – All 
subrecipients were to be classified as low, moderate, or high-risk based on a risk 
assessment conducted by the FDEM.  Low-risk subrecipients were to be 
monitored at least once a year through desk reviews, moderate-risk subrecipients 
were to be monitored at least semi-annually through desk reviews, and high-risk 
subrecipients were to be monitored at least quarterly through desk or on-site 
reviews.  Desk reviews were to include a programmatic, fiscal, and policies and 
procedures review.  Upon completion of the desk review, the FDEM was to issue 
a Compliance Report.  

Condition During the 2020-21 fiscal year, the FDEM provided $1,086,497,211 in Disaster 
Grants funds to 650 subrecipients.  Our inquiries of FDEM management disclosed 
that the FDEM did not conduct desk or on-site reviews for any subrecipients 
during the 2020-21 fiscal year.  

In addition, according to FDEM records, 408 subrecipients with accounts in 
FloridaPA, certified that a single audit was required to be submitted to the FDEM 
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during the 2020-21 fiscal year.  Our examination of FDEM records for 
47 subrecipient audit reports found that:  

 The FDEM did not issue management decisions for 3 subrecipient audit 
reports that included findings pertaining to the Federal award.   

 The FDEM did not timely review 3 of the audit reports to allow management 
decisions to be issued within 6 months of acceptance of the audit reports by 
the Federal Audit Clearinghouse.  Specifically, 1 of the audit reports was 
reviewed 3 days after the 6-month deadline and the other reports 99 and  
222 days after the deadline.  

 The FDEM did not complete the review of 9 subrecipient audit reports as of 
June 30, 2021, although, according to FDEM records, the audit reports were 
received in October and November 2020.  

Cause According to FDEM management, on-site or desk reviews were not conducted, 
audit reports were not timely reviewed, and management decisions were not 
timely issued due to staffing shortages.  

Effect Absent the adequate monitoring of subrecipients, the FDEM cannot ensure that 
the subaward is used for authorized purposes in compliance with Federal 
statutes, regulations, and the terms and conditions of the subaward, and that 
subaward performance goals are achieved.  Absent the timely review of all 
required subrecipient audit reports, the FDEM may not timely issue required 
management decisions or follow up on applicable deficiencies noted during audit 
to ensure that the subrecipient takes timely and appropriate action.  Additionally, 
the FDEM cannot demonstrate compliance with Federal regulations.   

Recommendation We recommend that the FDEM conduct subrecipient monitoring in accordance 
with FDEM procedures and ensure that audit reports from all applicable 
subrecipients are timely reviewed to ensure that the subrecipients took timely and 
appropriate action to address all applicable deficiencies.  We also recommend 
that the FDEM timely issue management decisions for all applicable audit 
findings. 

State Entity Response FDEM concurs with this finding and has worked hard, despite challenging 
conditions during the COVID-19 pandemic and staff shortages, to enhance its 
policies, procedures and processes to address this issue. FDEM has evaluated 
its audit procedures and made changes to ensure that Federal Single-Audits are 
reviewed, Management Decision Letters issued in a timely manner, and any 
issues are followed-up on. The Recovery Bureau has also created new internal 
training modules to strengthen continuity of operations in this area.  

FDEM recognizes the importance of a robust subrecipient monitoring program 
and continues work to strengthen existing  procedures and develop new 
approaches. FDEM is currently developing a new risk monitoring system that will 
offer the Division a dynamic model of risk assessment which will enhance its 
subrecipient monitoring capabilities. FDEM is also developing a system of risk 
based on-site visits and desk reviews involving cross-Bureau subject matter 
experts (SMEs) that will augment existing subrecipient monitoring efforts.  
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ADDITIONAL MATTERS 

Our audit of the State of Florida’s basic financial statements for the fiscal year ended June 30, 2021, 

disclosed additional matters that we communicated in the Independent Auditor’s Report on Internal 

Control Over Financial Reporting and on Compliance and Other Matters Based on an Audit of 

Financial Statements Performed in Accordance with Government Auditing Standards.  Additional 

matters are issues that, in the auditor’s opinion, should be reported, but which are not categorized as a 

significant deficiency or material weakness. 
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ADDITIONAL MATTER 

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS 

Finding Number AM 2021-01 
State Agency Florida Department of Economic Opportunity (FDEO) 
  
Finding FDEO procedures for preparing the Schedule of Expenditures of Federal Awards 

(SEFA) data form were not sufficient to ensure the accuracy of reported amounts.  
As a result, prior to audit adjustment, amounts reported on the State’s SEFA were 
incorrect. 

Criteria 2 CFR 200.508(b) – Auditee responsibilities – The auditee must prepare 
appropriate financial statements, including the schedule of expenditures of Federal 
awards in accordance with 2 CFR 200.510.  

Office of Management and Budget Memorandum M 20-26, dated June 18, 2020 – 
Recipients and subrecipients must separately identify the COVID-19 Emergency 
Acts expenditures on the SEFA to provide adequate oversight of the COVID-19 
Emergency Acts funding and programs.  

To reasonably ensure the accuracy and completeness of the State’s SEFA, Florida 
Department of Financial Services (FDFS) SEFA Instructions required agencies to 
prepare a SEFA data form and certify its accuracy. 

FDEO SEFA procedures  

Condition As illustrated below, our examination of the FDEO SEFA data form and applicable 
Note disclosures for the 2020-21 fiscal year found that certain amounts were 
inaccurately reported. 

Federal Expenditures 

Assistance 
Listing # 

Assistance Listing Program 
Title 

Total Reported 
Expenditures 

Per Audit Total 
Expenditures 

17.225  Unemployment Insurance  $  2,983,312,965  $  1,903,494,592 

17.225 
COVID‐19 Unemployment 
Insurance 

17,901,102,396  15,872,530,797 

93.558 
Temporary Assistance for 
Needy Families 

53,991,957  52,879,634 

97.050 

Presidential Declared 
Disaster Assistance to 
Individuals and Households 
– Other Needs 

1,182,450,102  ‐ 

97.050 

COVID‐19 Presidential 
Declared Disaster Assistance 
to Individuals and 
Households – Other Needs 

‐ 1,182,450,102 

 
Amounts Passed Through to Subrecipients 

Assistance 
Listing # 

Assistance Listing Program 
Title 

Total Reported 
Amounts Passed 

Through to 
Subrecipients 

Total Per Audit 
Amounts Passed 

Through to 
Subrecipients 

17.225  Unemployment Insurance  $  ‐  $   5,413,920 

93.558 
Temporary Assistance for 
Needy Families 

    ‐  49,735,116 
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SEFA Note 3 – Unemployment Insurance 

Note 3 Element 
Total Reported 

Amount 
Total Amount 
Per Audit  Difference 

Federal Administration  $    153,685,971  $    119,549,579  $      (34,136,392) 

Federal Administration 
COVID‐19 

80,976,783  72,911,213  (8,065,570) 

Sub granted to State 
agencies 

‐  17,068,196  17,068,196  

Other Agencies Total 
Expenditures 

18,855,233  ‐  (18,855,233) 

Federal Benefits Ex 
Military/Federal Employees 

6,576,950  6,922,151  345,201  

Federal Benefits 
TRADE/Disaster 

350,213  391,078  40,865  

Federal Benefits COVID‐19  18,037,022,989  16,008,451,390  (2,028,571,599) 

State Benefits funded by 
Taxes 

2,630,936,221  1,550,731,782  (1,080,204,439) 

Total  $20,928,404,360  $17,776,025,389  $(3,152,378,971) 
 

 
Cause FDEO management indicated that the errors were due to a revision in SEFA 

preparation policies and procedures.  Specifically, new procedure documents did 
not include adequate instructions to obtain all relevant data necessary to calculate 
and determine the correct amounts for inclusion in the SEFA and related Note.  
Additionally, FDEO management review of the SEFA did not identify expenditures 
that should have been designated as COVID-19 expenditures.   

Effect Absent effective procedures for preparing and reviewing the SEFA data form, prior 
to audit adjustment, inaccurate information was reported on the State’s SEFA. 

Recommendation We recommend that the FDEO enhance procedures to ensure that the data 
reported on the SEFA form is accurate and is appropriately reviewed by 
management prior to submission to the FDFS.  

State Entity Response The Department concurs with this finding; however, progress has been made. In 
January 2022, the Department analyzed its processes to help support updating its 
procedures and is now updating those procedures to ensure that the data reported 
in the SEFA is accurate, complete, and subject to management review prior to 
submission. The Department anticipates completion by June 2022. 

Estimated Corrective  
  Action Date 

June  2022 

Entity Contact and  
  Telephone Number 

Allyce Moriak 
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ADDITIONAL MATTER 

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS 

Finding Number AM 2021-02 
State Entity Florida Department of Education (FDOE) 
  
Finding FDOE procedures for preparing the Schedule of Expenditures of Federal Awards 

(SEFA) data form were not sufficient to ensure the accuracy of reported amounts.  
As a result, prior to audit adjustment, amounts reported on the State’s SEFA were 
incorrect.  

Criteria 2 CFR 200.508(b) – Auditee responsibilities – The auditee must prepare 
appropriate financial statements, including the schedule of expenditures of Federal 
awards in accordance with 2 CFR 200.510.   

To reasonably ensure the accuracy and completeness of the State’s SEFA, Florida 
Department of Financial Services (FDFS) SEFA Instructions required agencies to 
prepare a SEFA data form and certify its accuracy.  

FDOE SEFA Procedures  

Condition As illustrated below, our examination of the FDOE SEFA data form for the 
2020-21 fiscal year found that certain amounts were inaccurately reported. 

Federal Expenditures 

Assistance 
Listing # 

Assistance Listing 
Program Title 

Total 
Reported 

Expenditures 
Per Audit Total 
Expenditures 

93.434 

Every Student 
Succeeds 
Act/Preschool 
Development Grants 

$     8,443,022   $     7,974,490 

93.558 
Temporary Assistance 
for Needy Families 

103,665,619  99,962,587 

93.575 
Child Care and 
Development Block 
Grant 

354,263,688  351,838,837 
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 Amounts Passed Through to Subrecipients 

Assistance 
Listing # 

Assistance Listing 
Program Title 

Total 
Reported 
Amounts 
Passed 

Through to 
Subrecipients 

Total Per Audit 
Amounts 

Passed Through 
to Subrecipients  

93.434 

Every Student 
Succeeds 
Act/Preschool 
Development Grants 

 $     8,443,022  $         4,178,323 

93.489 
Child Care Disaster 
Relief 

‐  2,406,607 

93.558 
Temporary Assistance 
for Needy Families 

‐  99,697,424 

93.575 
Child Care and 
Development Block 
Grant 

354,263,688  716,554,967 

93.596 

Child Care Mandatory 
and Matching Funds of 
the Child Care and 
Development Fund 

‐  157,921,973 

93.667 
Social Services Block 
Grant 

‐  484,370 
 

 
Cause According to FDOE management, errors in the amounts included on the SEFA 

form were due to employee reassignments and duty changes, as well as employee 
oversights.  

Effect Prior to audit adjustment, inaccurate information was reported on the State’s 
SEFA. 

Recommendation We recommend that the FDOE enhance review procedures to ensure that the data 
reported on the SEFA form is accurate and complete prior to submission to the 
FDFS. 

State Entity Response Enhanced evaluation and trend analysis procedures have been incorporated into 
the annual SEFA preparation process. All staff involved in the preparation of the 
SEFA will be provided guidance regarding these enhanced procedures when 
preparing the next annual SEFA report.      

Estimated Corrective  
  Action Date 

Completed February 2022 

Entity Contact and  
  Telephone Number 

Matt Kirkland, 850-245-9996 
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ADDITIONAL MATTER 

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS 

Finding Number AM 2021-03 
State Entity Florida Department of Elder Affairs (FDOEA)  
  
Finding FDOEA procedures for preparing the Schedule of Expenditures of Federal Awards 

(SEFA) data form were not sufficient to ensure the accuracy of reported amounts.  
As a result, prior to audit adjustment, amounts reported on the State’s SEFA were 
incorrect. 

Criteria 2 CFR 200.508(b) – Auditee responsibilities – The auditee must prepare 
appropriate financial statements, including the schedule of expenditures of Federal 
awards in accordance with 2 CFR 200.510. 

Office of Management and Budget Memorandum M 20-26, dated June 18, 2020 – 
Recipients and subrecipients must separately identify the COVID-19 Emergency 
Acts expenditures on the SEFA to provide adequate oversight of the COVID-19 
Emergency Acts funding and programs.  

To reasonably ensure the accuracy and completeness of the State’s SEFA, Florida 
Department of Financial Services (FDFS) SEFA Instructions required agencies to 
prepare a SEFA data form and certify its accuracy.  

FDOEA SEFA procedures  

Condition As illustrated below, our examination of the FDOEA SEFA data form for the 
2020-21 fiscal year found that certain amounts were reported in error.  

 Federal Expenditures 

Assistance 
Listing # 

Assistance Listing          
Program Title 

Total Reported 
Expenditures 

Per Audit Total 
Expenditures 

93.044 

Special Programs for the 
Aging, Title III, Part B, Grants 
for Supportive Services and 
Senior Centers 

      $         ‐  $33,782,333 

93.044 

COVID‐19 Special Programs for 
the Aging, Title III, Part B, 
Grants for Supportive Services 
and Senior Centers 

38,716,371  12,278,811 

93.045 
Special Programs for the 
Aging, Title III, Part C, Nutrition 
Services 

      ‐  35,154,595 

93.045 
COVID‐19 Special Programs for 
the Aging, Title III, Part C, 
Nutrition Services 

86,787,099  53,817,703 

93.053 
Nutrition Services Incentive 
Program 

7,031,097  7,080,837 
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 Amounts Passed Through to Subrecipients 

Assistance 
Listing # 

Assistance Listing         
Program Title 

Total Reported 
Amounts Passed 

Through to 
Subrecipients 

Total Per Audit 
Amounts Passed 

Through to 
Subrecipients 

93.044 

Special Programs for the Aging, 
Title III, Part B, Grants for 
Supportive Services and Senior 
Centers 

    $         ‐  $29,371,439 

93.044 

COVID‐19 Special Programs for 
the Aging, Title III, Part B, 
Grants for Supportive Services 
and Senior Centers 

37,249,988  12,278,811 

93.045 
Special Programs for the Aging, 
Title III, Part C, Nutrition 
Services 

   ‐  35,154,595 

93.045 
COVID‐19 Special Programs for 
the Aging, Title III, Part C, 
Nutrition Services 

81,671,948  50,723,387 

93.053 
Nutrition Services Incentive 
Program 

7,026,026  7,080,837 

 
The errors noted were due to the FDOEA not identifying in the accounting records 
used to prepare the SEFA the complete population of Federal expenditures.  In 
addition, FDOEA received COVID-19 related funding.  Contrary to FDFS SEFA 
instructions and Federal guidance, the FDOEA did not separately identify the 
COVID-19 related expenditures on the SEFA data form.  

Cause FDOEA management indicated that the errors were due to inadequate procedures 
for completing the SEFA data form, staff turnover, and misinterpretation of the 
FDFS SEFA instructions. Additionally, while FDOEA had written procedures for 
preparing the SEFA data form, the procedures did not require the SEFA data form 
to be reviewed by management prior to submission to the FDFS to ensure that the 
form was accurately prepared.  

Effect Absent effective procedures for obtaining appropriate SEFA data and preparing 
and reviewing the SEFA data form, prior to audit adjustment, inaccurate 
information was reported on the State’s SEFA. 

Recommendation We recommend that the FDOEA enhance procedures to ensure that the data used 
to prepare the SEFA is correct and the information reported on the SEFA data form 
is reviewed by management for accuracy and completeness prior to submission to 
the FDFS. 

State Entity Response The FDOEA will update internal procedures to include instructions on the specific 
data in preparing the SEFA and management review for accuracy and 
completeness.   

Estimated Corrective  
  Action Date 

March 31, 2022 

Entity Contact and  
  Telephone Number 

Laura R. Anderson, (850) 414-2149 
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ADDITIONAL MATTER 

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS 

Finding Number AM 2021-04 
State Entity Florida Department of Children and Families (FDCF) 
  
Finding The FDCF did not properly report amounts for four Federal programs on the 

Schedule of Expenditures of Federal Awards (SEFA).  As a result, prior to audit 
adjustment, amounts reported on the State’s SEFA were incorrect. 

Criteria 2 CFR 200.508(b) – Auditee responsibilities – The auditee must prepare 
appropriate financial statements, including the schedule of expenditures of Federal 
awards in accordance with 2 CFR 200.510. 

To reasonably ensure the accuracy and completeness of the State’s SEFA, Florida 
Department of Financial Services SEFA Instructions required agencies to prepare 
a SEFA data form and certify its accuracy. 

Condition As illustrated below, our examination of the FDCF SEFA data form for the 
2020-21 fiscal year found that certain amounts were not reported or were reported 
in error.  

Federal Expenditures 

Assistance 
Listing # 

Assistance Listing Program 
Title 

Total Reported 
Expenditures 

Per Audit Total 
Expenditures 

10.542  Pandemic EBT Food Benefits   $           ‐   $    602,502,083 

10.551 
Supplemental Nutrition 
Assistance Program 

9,155,365,511  8,552,863,428 

14.231 
Emergency Solutions Grant 
Program 

45,133,578  28,082,604 

21.023 
Emergency Rental Assistance 
Program 

‐  2,764,846 

 
Amounts Passed Through to Subrecipients 

Assistance 
Listing # 

Assistance Listing Program 
Title 

Total Reported 
Amounts 

Passed Through 
to Subrecipients 

Total Per Audit 
Amounts 

Passed Through 
to Subrecipients 

14.231 
Emergency Solutions Grant 
Program 

 $      44,047,614   $    26,996,640 

21.023 
Emergency Rental Assistance 
Program 

‐  2,764,846 

 
In addition, as a result of the reporting errors for Assistance Listing Nos 10.542 
and 10.551, the amounts reported by the FDCF in the Notes to the SEFA for 
Noncash Benefits were misstated. 

Cause According to FDCF management, the amounts were not accurately reported due 
to employee error.  

Effect Prior to audit adjustment, inaccurate information was reported on the State’s 
SEFA. 

Recommendation We recommend that the FDCF enhance procedures to ensure that information is 
accurately reported on the SEFA.  

State Entity Response The Department concurs.  The Department is required to prepare the SEFA in 
accordance with 2 CFR 200.510 of the Uniform Grant Guidance and Department 
of Financial Services SEFA Instructions.  The amounts reported in SFY 20-21, 
prior to audit adjustments were incorrect due to communication issues regarding 
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a new Assistance Listing Number for one of the programs; another program was 
incorrectly classified as a vendor relationship by contracting; and passthrough 
funding for another program was received as General Revenue and the grant was 
not properly recorded in the GRANTS system.  Contract Services has been made 
aware that all Federal grant contracts should be entered into the Contract 
Accountability Reporting System and a vendor/subrecipient checklist should be 
completed for proper determination.   

The Department is creating a process to ensure Federal awards that are passed-
through as General Revenue are correctly classified as a Federal award and 
reported as such in the Grants and Other Revenue, Allocation and Tracking 
system.  

Estimated Corrective  
  Action Date 

July 1, 2022 

Entity Contact and  
  Telephone Number 

Morgan Helton 

850-717-4760 
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ADDITIONAL MATTER 

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS 

Finding Number AM 2021-05 
State Entity Florida Agency for Health Care Administration (FAHCA)  
  
Finding FAHCA procedures for preparing the Schedule of Expenditures of Federal Awards 

(SEFA) data form were not sufficient to ensure the accuracy of reported amounts.  
As a result, prior to audit adjustment, amounts reported on the State’s SEFA were 
incorrect. 

Criteria 2 CFR 200.508(b) – Auditee responsibilities – The auditee must prepare 
appropriate financial statements, including the schedule of expenditures of Federal 
awards in accordance with 2 CFR 200.510.  

Office of Management and Budget Memorandum M 20-26, dated June 18, 2020 – 
Recipients and subrecipients must separately identify the COVID-19 Emergency 
Acts expenditures on the SEFA to provide adequate oversight of the COVID-19 
Emergency Acts funding and programs.  

To reasonably ensure the accuracy and completeness of the State’s SEFA, Florida 
Department of Financial Services (FDFS) SEFA Instructions required agencies to 
prepare a SEFA data form and certify its accuracy.  

FAHCA SEFA procedures  

Condition As illustrated below, our examination of the FAHCA SEFA data form for the 
2020-21 fiscal year found that certain amounts were reported in error.  

 Federal Expenditures 

Assistance 
Listing # 

Assistance Listing Program 
Title 

Total Reported 
Expenditures 

Per Audit Total 
Expenditures 

93.778  Medical Assistance Program    $            ‐  $18,324,639,022 

93.778 
COVID‐19 Medical Assistance 
Program 

19,171,178,358  1,199,884,094 

93.778 
ARRA Medical Assistance 
Program 

6,291,463  6,878,795 

93.777 
State Survey and Certification 
of Health Care Providers and 
Suppliers (Title XVIII) Medicare 

 ‐  18,067,841 

93.777 

COVID‐19 State Survey and 
Certification of Health Care 
Providers and Suppliers (Title 
XVIII) Medicare 

16,956,328   ‐ 

93.767 
Children’s Health Insurance 
Program 

 ‐  246,431,746 

93.767 
COVID‐19 Children’s Health 
Insurance Program 

246,043,009  11,180,366 

93.566 

Refugee and Entrant 
Assistance State/Replacement 
Designee Administered 
Programs 

4,083,704  4,345,305 
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 Amounts Passed Through to Subrecipients 

Assistance 
Listing # 

Assistance Listing Program 
Title 

Total Reported 
Amounts Passed 

Through to 
Subrecipients 

Total Per Audit 
Amounts Passed 

Through to 
Subrecipients 

93.767  Children’s Health Insurance 
Program 

     $         ‐   $208,498,438 

93.767  COVID‐19 Children’s Health 
Insurance Program 

214,523,411  9,459,369 

 
The errors noted were due to the FAHCA omitting accruals, applying the incorrect 
Federal medical assistance percentage (FMAP) to certain expenditures, and not 
identifying in the accounting records used to prepare the SEFA the complete 
population of Federal expenditures.  In addition, FAHCA received COVID-19 
related funding through an enhanced FMAP.  Contrary to FDFS SEFA instructions 
and Federal guidance, the FAHCA did not separately identify the COVID-19 
related expenditures on the SEFA data form.  

Cause FAHCA management indicated that the errors were due to inadequate procedures 
for completing the SEFA data form. Additionally, while FAHCA had written 
procedures for preparing the SEFA data form, the procedures did not require the 
SEFA data form to be reviewed by management prior to submission to the FDFS 
to ensure that the form was accurately prepared.  

Effect Absent effective procedures for obtaining appropriate SEFA data and preparing 
and reviewing the SEFA data form, prior to audit adjustment, inaccurate 
information was reported on the State’s SEFA. 

Recommendation We recommend that the FAHCA enhance procedures to ensure that the data used 
to prepare the SEFA is correct and the information reported on the SEFA data form 
is reviewed by management for accuracy and completeness prior to submission to 
the FDFS. 

State Entity Response To ensure the accuracy and completeness of FAHCA's SEFA submission, FAHCA 
will modify its SEFA reporting procedures.  These revised procedures will include 
steps for pulling data for the closeout period; the types of data, including accruals, 
that should be pulled; and verification of the FMAP percentage for reported 
expenditures.  If COVID-19 funding is received, procedures will also include steps 
to separately identify COVID-19 costs on the SEFA reporting form.  Management 
reviews and approves the SEFA prior to its submission to FDFS; however, FAHCA 
agrees with the recommendation to include management review for accuracy and 
completeness to its SEFA reporting procedures.                 

Estimated Corrective  
  Action Date 

July 1, 2022 

Entity Contact and  
  Telephone Number 

Eileen Lin, Bureau of Financial Services 
  (850) 412-2108 
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NOTE 1 - BASIS OF PRESENTATION ANDSIGNIFICANT 
ACCOUNTING POLICIES

The Schedule of Expenditures of Federal Awards has been prepared in accordance with the Uniform Guidance and presents 
the Federal awards expended by the State of Florida. The Single Audit Act Amendments of 1996 (Public Law 104-156) and the
Uniform Guidance in subpart F define Federal awards as Federal financial assistance and Federal cost-reimbursement contracts
that non-Federal entities receive directly from Federal awarding agencies or indirectly from pass-through entities. Federal financial 
assistance is defined as assistance that non-Federal entities receive or administer in the form of grants, loans, loan guarantees,
property, cooperative agreements, interest subsidies, insurance, food commodities, direct appropriations, or other assistance.

The following summary of the State of Florida’s significant accounting policies and related information is presented to assist the
reader in interpreting the Schedule of Expenditures of Federal Awards and should be viewed as an integral part of theaccompanying
schedule.

Reporting Entity
The reporting entity for the purposes of the accompanying schedule is the State of Florida primary government (i.e., legislative
agencies, the Governor and Cabinet, departments and agencies, commissions, boards of the Executive Branch, and various offices 
relating to the Judicial Branch), the State Universities (SU), and the State Community Colleges and Florida Colleges exclusive of
any component units of the State Universities and Community Colleges and Florida Colleges.

Assistance Listing (Catalog of Federal Domestic Assistance (CFDA))
The Catalog of Federal Domestic Assistance is a government-wide compendium of individual Federal programs. A five-digit 
program identification number (Assistance Listing Number) is assigned to each program included in the catalog.  Those programs 
that have not been assigned an Assistance Listing number by the Federal Government and those programs for which Assistance 
Listing numbers could not be identified are entitled “Other Federal Awards” on the accompanying schedule and listed as Assistance 
Listing “XX.UXX”. The “U” stands for unknown, while the following “XX” represents the sequential numbering of the Federal 
Awarding Agency. Unknown programs that are also research and development programs are listed as Assistance Listing “XX.RD”.

Federal Expenditures
The column on the accompanying schedule captioned “Federal Expenditures,” includes amounts using different bases of 
accounting. The reporting entities also include expenditures related to transfers received from other State Agencies, State 
Universities, State Community Colleges, and Florida Colleges in this column.

Amounts reported by State Agencies, State Universities, State Community Colleges, and Florida Colleges were determined in 
accordance with the accrual and modified accrual basis of accounting, with the exception of Florida International University,
Florida State University, and the University of Florida, which reported expenditures using the cash basis of accounting.

Appropriate expenditures are recognized, as applicable, in accordance with either OMB Cost Principles or cost principles 
contained in Title 2 U.S. Code of Federal Regulations Part 200, Uniform Administrative Requirements, Cost Principles, and Audit 
Requirements for Federal Awards, wherein certain types of expenditures are not allowable or are limited as to reimbursements.

Expenditures reported for the Unemployment Insurance (UI) Program (Assistance Listing 17.225) and the Direct Loans Program 
(Assistance Listing 84.268) are reported using the accrual basis of accounting.

Appropriate adjustments have been made to the expenditures reported on the accompanying schedule to preclude reporting both 
the transfers of Federal awards between the various State Agencies, State Universities, State Community Colleges, and Florida 
Colleges, and the subsequent expenditures.

Amounts Passed Through to Subrecipients Column
The column on the accompanying schedule captioned “Amounts Passed Through to Subrecipients” represents the amounts 
transferred by the State Agencies, State Universities, State Community Colleges, and Florida Colleges to subrecipients that are 
not included in the State’s Schedule of Expenditures of Federal Awards. The amounts in this column are also included in the 
column captioned “Federal Expenditures”. Transfers of Federal awards between the State Agencies, State Universities, State 
Community Colleges, and Florida Colleges are not included in this column.
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American Recovery and Reinvestment Act of 2009(ARRA)
On February 13, 2009, Congress passed the American Recovery and Reinvestment Act of 2009 (Public Law 111 -5) (Recovery 
Act). The Recovery Act’s three main goals are to create and save jobs, jump-start economic activity and invest in long-term 
economic growth, and promote accountability and transparency in government spending.

To maximize the transparency and accountability of funds authorized under the Recovery Act, recipients covered by the Single 
Audit Act Amendments of 1996 and Uniform Guidance must separately identify the expenditures for Federal awards under the 
Recovery Act on the Schedule of Expenditures of Federal Awards.

ARRA funds reported during the 2020-2021 fiscal year are included within the accompanying schedule. Expenditures reported on 
the accompanying schedule for ARRA awards totaled $10,544,666. 

COVID-19 Emergency Acts
In response to the COVID-19 outbreak, Congress has passed three major emergency measures to provide relief to families and the 
U.S. economy. On March 6, 2020, the Preparedness and Response Supplemental Appropriations Act was signed into law as the 
first phase and allocated $8.3 billion of aid to the United States' public health response to COVID-19. On March 18, 2020, Families 
First Coronavirus Response Act was the second phase and provided relief for both employers and employees who were affected 
by COVID-19. 

On March 27, 2020, Congress passed the third COVID-19 stimulus law, the Coronavirus Aid, Relief, and Economic Security 
(CARES) Act is a $2.2 trillion economic  stimulus package that aids industries suffering from the pandemic and provides economic 
relief to families and small businesses who are suffering. The Health and Economic Recovery Omnibus Emergency Solutions Act 
or the Heroes Act, a $3 trillion stimulus package, was passed on May 15, 2020, and is intended to supplement the CARES Act 
stimulus package.

As described in 2 CFR section 200.510(b), COVID-19 Emergency Acts funding is designated as “COVID-19” and reported 
separately on the accompanying SEFA schedule (and the SF-SAC). The relief funds are assigned a separate Assistance Listing
number and apply to both the portion of existing federal programs and the new COVID-19 only programs.

COVID-19 related award expenditures during the 2020-2021 Fiscal Year are included within the accompanying schedule and 
totaled $28,153,832,386. 

Additionally, the American Rescue Plan Act of 2021 (ARP) (Pub. L. No. 117-2) further extended and modified the programs 
provided under the CARES Act and Continued Assistance to Unemployed Workers Act of 2020. 

Disaster Grants – Public Assistance (Assistance Listing 97.036)
After a Presidential-Declared disaster, FEMA provides a public assistance grant to reimburse eligible costs associated with repair, 
replacement, or restoration of disaster-damaged facilities. The Federal government reimburses in the form of cost-shared grants 
which requires state matching funds. For the fiscal year ended June 30, 2021, $39,103,580 of approved eligible expenditures that 
were incurred in a prior year are included on the schedule. 

Noncash Assistance
The State participates in several Federal awards programs in which noncash benefits are provided through the State to eligible 
program participants. The programs where noncash benefits were used are identified in the following table. The programs that 
report 100% direct noncash benefits are accompanied on the table by a (1).

Assistance Listing Number Assistance Listing Program Title Total Noncash Benefits Total Program Expenditures

10.542 Pandemic EBT Food Benefits (1) 602,502,083 602,502,083
10.551 Supplemental Nutrition Assistance Program (1) 8,552,863,428 8,552,863,428
10.553 School Breakfast Program 5,995 90,241,117
10.555 National School Lunch Program 88,842,603 428,261,768
10.557 WIC Special Supplemental Nutrition Program for Women, Infants, and Children 154,156,232 289,602,392
10.565 Commodity Supplemental Food Program 2,495,089 3,017,513
10.569 Emergency Food Assistance Program (Food Commodities) (1) 124,823,667 124,823,667
20.513 Enhanced Mobility of Seniors and Individuals with Disabilities 9,479,610 15,531,820
20.526 Buses and Bus Facilities Formula, Competitive, and Low or No Emissions Programs 1,735,171 3,393,814
39.003 Donation of Federal Surplus Personal Property (1) 16,348,296 16,348,296
93.268 Immunization Cooperative Agreements 282,771,049 332,161,951

Grand Total 9,836,023,223 10,458,747,849
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NOTE 2 – INDIRECT COST RATE

In accordance with §200.414 Indirect (F&A) costs and §200.510, the following State of Florida entities used the 10% de minimis 
indirect cost rate.

State Entities
Justice AdministrativeCommission

State Colleges
Broward College

Universities
University of West Florida
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NOTE 3 – UNEMPLOYMENT INSURANCE 

The Unemployment Insurance (UI) Program (Assistance Listing 17.225) is a unique Federal-State partnership, founded upon Federal 
law but implemented primarily through State law. Pursuant to this Program, unemployment benefits are paid to eligible unemployed 
workers for periods of involuntary unemployment. Benefits are paid from Federal funds and from State unemployment taxes that 
are deposited into the State's account in the Federal Unemployment Trust Fund (FUTF). State benefits were funded from State taxes. 
The State's administrative expenditures incurred under this Program are funded by Federal grants. Expenditures reported on the 
accompanying schedule for the UI Program are identified in the following table: 

Federal Administration 119,549,579

Federal Administration Covid-19 72,911,213

DEO - Sub granted to state agencies 17,068,196

Adjusted Federal Administration 209,528,988

Federal Benefits Ex Military/Federal Employees 6,922,151

Federal Benefits Emergency -

Federal Benefits TRADE/Disaster 391,078

Federal Benefits Covid-19 16,008,451,390

State Benefits funded by Taxes 1,550,731,782

Total 17,776,025,389
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NOTE 4 - LOANS AND LOAN GUARANTEES 

The State of Florida participates in several Federal loan programs in which funds are provided through the State to eligible program
participants.

Highway Planning and Construction (Assistance Listing 20.205)
The Highway Planning and Construction Program (CFDA No. 20.205) is an investment fund from which loans and other forms 
of credit assistance are provided for highway construction, transit capital, or other surface transportation projects.  The Federal 
share (80 percent) of State Infrastructure Bank disbursements made during the 2020-21 fiscal year totaled $26,951,712. The total 
of $26,951,712 is included on the accompanying schedule with other expenditures from the Highway Planning and Construction
Program.  The federal portion (80 percent) of the outstanding balance of the State Infrastructure Bank loans at June 30, 2021, 
totaled $62,968,010.

Federal Family Education Loans (Assistance Listing 84.032) 
Under the Federal Family Education Loans (FFEL) Program, the U.S. Department of Education guarantees the repayment of loans
made to students by participating financial institutions. The Florida Department of Education administers the FFEL Program
(Assistance Listing 84.032) for the State. During the 2020-21 fiscal year, payments made to lenders to cover student loans in default
totaled $26,921,043. The value of outstanding loans guaranteed at June 30, 2021, totaled $53,276,183. 

Higher Education Loans
The table below summarizes activity by the State for federally funded student loan programs.

Assistance Listing Number Assistance Listing Program Title Current Year Disbursements Value of Loans Outstanding
47.076 Education and Human Resources -$ 335,000$
84.032 Federal Family Education Loans 26,921,043$ 53,276,183$
84.038 Federal Perkins Loan (FPL)-Federal Capital Contributions -$ 29,062,916$
84.268 Federal Direct Student Loans 1,562,537,425$ 22,011,793$
93.264 Nurse Faculty Loan Program (NFLP) -$ 1,792,036$
93.342 Health Professions Student Loans, Including Primary Care Loans/Loans for 

Disadvantaged Students
-$ 5,847,326$

93.364 Nursing Student Loans -$ 164$
93.408 ARRA - Nurse Faculty Loan Program -$ 18,775$

Totals 1,589,458,468$ 112,344,193$
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NOTE 5 –Coronavirus Relief Fund (Assistance Listing Number 21.019) Interest Earned

Funds received from the Coronavirus Relief Fund (Assistance Listing Number 21.019) were held in an interest-bearing account with 
the State Treasury.  During the 2020-2021 fiscal year, interest totaling $79.12 million was earned on these accounts. The interest 
earned was expended on eligible program expenditures and included in the total Coronavirus Relief Fund reported expenditures. 
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NOTE 6 – Coronavirus Relief Fund (Assistance Listing Number 21.019) 
Difference in Fiscal Year Ended June 30, 2020 Audited Amount

The Coronavirus Relief Fund program (Assistance Listing Number 21.019) requires state governments to use program 
funds to recover necessary expenditures incurred between March 31, 2020, and December 31, 2021.  State governments 
were given the flexibility to allocate program funds between reporting fiscal years to recover COVID related costs. The 
total expenditures reported on the audited Schedule of Expenditures of Federal Awards for fiscal year ended 
June 30, 2020, was $1,959,040,779.  During the July 1, 2020 - June 30, 2021 fiscal year, $506,575,742 was reallocated
from the fiscal year ended June 30, 2020, to the fiscal year ended June 30, 2021.  Therefore, the total expenditures 
reported for the fiscal year ended June 30, 2020, has been reduced to $1,452,465,037. 
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Other Reports 

The Auditor General reports listed below include findings and information that may enhance the reader’s 

understanding of the State of Florida’s administration of Federal awards. 

Report Type/Number  Report Title 
 

Date of Report 
 

 
   

Information Technology 
Operational Audit  

2022-128 

 Department of Financial Services – Florida Accounting Information 
Resource Subsystem (FLAIR) and Selected Information 
Technology General Controls 

 February 2022 

Information Technology 
Operational Audit  

2022-179 

 Department of Management Services – State Data Center 
Operations 

 March 2022 

Audit reports issued by the Auditor General can be obtained through our Web site FLAuditor.gov. 
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Index of Findings by State Agency 

 
State Agency 
 Finding Number Program Title 
______________________________________________________________ 
 
Florida Agency for Health Care Administration 
 

 2021-077 Medicaid Cluster 
 2021-078           
 2021-080           
 2021-081           
 2021-082           
 2021-083           
 2021-084           
 2021-085           
 2021-086           
 
Florida Agency for Persons with Disabilities 
 

 2021-079 Medicaid Cluster 
 
Florida Department of Children and Families 
 

 2021-013 Emergency Solutions Grants Program 
 

 2021-058 Adoption Assistance 
  Emergency Shelter Grants Program 
  Temporary Assistance for Needy Families 
 

 2021-059 Adoption Assistance 
  Emergency Shelter Grants Program 
  Medicaid Cluster 
  Temporary Assistance for Needy Families 
 

 2021-060 Medicaid Cluster 
  Temporary Assistance for Needy Families 
 

 2021-063 Medicaid Cluster 
  Temporary Assistance for Needy Families 
 

 2021-064 Adoption Assistance 
  Temporary Assistance for Needy Families 
 

 2021-065 Adoption Assistance 
  Temporary Assistance for Needy Families 
 

 2021-068 Temporary Assistance for Needy Families 
 2021-069           
 2021-070           
 2021-071           
 2021-072           
 

 2021-074 Adoption Assistance 
 2021-075           
 

 2021-076 Social Services Block Grant 
 
Florida Department of Economic Opportunity 
 

 2021-001 Receivables, net, Operating Revenues - Other, Net Position – 
Restricted for Reemployment Assistance 

 

 2021-003 Accounts Payable & Accrued Liabilities, Receivables, net,  
Benefit payments: Grants and donations: Net Position – 
Prior period adjustment: Net Position – Restricted for 
Reemployment Assistance: Net Position – Unrestricted  

 

 2021-004 Pooled Investments with State Treasury, Receivables, net; 
Grants and donations; Benefit payments 

 

 2021-014 Unemployment Insurance 
  WIOA Cluster 
 

 2021-015 Unemployment Insurance 
  WIOA Cluster 
 

 2021-016 Unemployment Insurance 
  WIOA Cluster 
 

 2021-017 Unemployment Insurance 
  WIOA Cluster 
 

State Agency 
 Finding Number Program Title 
______________________________________________________________ 
 
Florida Department of Economic Opportunity (continued) 
 

 2021-018 Unemployment Insurance 
 2021-019           
 2021-020           
 2021-021           
 2021-022           
 2021-023           
 2021-024           
 2021-025           
 2021-026           
 2021-027           
 2021-028           
 2021-029           
 2021-030           
 2021-031           
 2021-032           
 2021-033           
 2021-034           
 2021-035           
 

 2021-039 WIOA Cluster 
 
Florida Department of Education 
 

 2021-045 Career and Technical Education - Basic Grants to States 
  Education Stabilization Fund 
  English Language Acquisition State Grants 
 

 2021-046 Education Stabilization Fund 
  English Language Acquisition State Grants 
 

 2021-047 Rehabilitation Services - Vocational Rehabilitation Grants  
 2021-048  to States 
 2021-049           
 2021-050           
 2021-051           
 2021-052           
 

 2021-053 English Language Acquisition State Grants 
 2021-054           
 2021-055           
 

 2021-056 Education Stabilization Fund 
 2021-057           
 
Florida Department of Elder Affairs 
 

 2021-066 Aging Cluster 
 2021-067           
 
Florida Department of Financial Services 
 

 2021-002 Various 
 
Florida Department of Health 
 

 2021-011 Child and Adult Care Food Program 
 2021-012 Child and Adult Care Food Program          
  HIV Prevention Activities - Health Department Based 
 
Florida Department of Legal Affairs 
 

 2021-087 Medicaid Cluster 
 

 2021-088 Medicaid Cluster 
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Index of Findings by State Agency 
 
State Agency 
 Finding Number Program Title 
______________________________________________________________ 
 
Florida Department of Management Services 
 

 2021-061 Adoption Assistance 
  Child and Adult Care Food Program 
  Disaster Grants - Public Assistance (Presidentially  
   Declared Disasters) 
  Emergency Solutions Grants Program 
  Medicaid Cluster 
  Temporary Assistance for Needy Families 
  Unemployment Insurance 
 

 2021-062 Adoption Assistance 
  Child and Adult Care Food Program  
  Disaster Grants - Public Assistance (Presidentially  
   Declared Disasters) 
  Emergency Solutions Grants Program 
  Medicaid Cluster 
  Temporary Assistance for Needy Families 
  Unemployment Insurance 
 
Florida Department of Revenue 
 

 2021-005 Receivables, net, Unavailable revenue, Expenditures -  
   General government 
 

 2021-036 Unemployment Insurance 
 2021-037           
 2021-038           
 

 2021-073 Temporary Assistance for Needy Families 
 
Florida Department of Veterans' Affairs 
 

 2021-042 Veterans State Nursing Home Care 
 2021-043           
 2021-044           
 
Florida Division of Emergency Management  
 

 2021-010 WHIP Plus 
 

 2021-041 Coronavirus Relief Fund 
 

 2021-089 Disaster Grants - Public Assistance (Presidentially  
 2021-090  Declared Disasters) 
 2021-091           
 
Florida Executive Office of the Governor 
 

 2021-040 Coronavirus Relief Fund 
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Index of Findings by Federal Agency and Compliance Requirement 

ALN 
 

Activities 
Allowed or 
Unallowed 

Allowable 
Costs/Cost 
Principles 

Cash 
Management 

Eligibility Equipment 
and Real 
Property 

Management 

Matching 
Level of 
Effort, 

Earmarking 

Period of 
Performance 

Procurement 
and 

Suspension 
and 

Debarment 

Reporting Subrecipient 
Monitoring 

Special 
Tests and 
Provisions 

United States Department of Agriculture 

10.129  2021-010* 

10.558 2021-011* 
2021-061* 
2021-062* 

2021-011* 
2021-061* 
2021-062* 

 2021-011* 
2021-061* 
2021-062* 

 2021-061* 
2021-062* 

2021-061* 
2021-062* 

 2021-061* 
2021-062* 

2021-011* 
2021-012* 
2021-061* 
2021-062* 

2021-061* 
2021-062* 

United States Department of Housing and Urban Development 

14.231 2021-013* 
2021-058* 
2021-059* 
2021-061* 
2021-062* 

2021-013* 
2021-058* 
2021-059* 
2021-061* 
2021-062* 

 2021-061* 
2021-062* 

 2021-059* 
2021-061* 
2021-062* 

2021-061* 
2021-062* 

 2021-059* 
2021-061* 
2021-062* 

2021-061* 
2021-062* 

2021-061* 
2021-062* 

United States Department of Labor 

17.225 2021-014* 
2021-015* 
2021-018* 
2021-019* 
2021-020* 
2021-021* 
2021-022* 
2021-023* 
2021-024* 
2021-025* 
2021-026* 
2021-027* 
2021-028* 
2021-029* 
2021-030* 
2021-061* 
2021-062* 

2021-061* 
2021-062* 

 2021-018* 
2021-019* 
2021-020* 
2021-021* 
2021-022* 
2021-023* 
2021-024* 
2021-025* 
2021-026* 
2021-027* 
2021-028* 
2021-029* 
2021-030* 
2021-061* 
2021-062* 

 2021-014* 
2021-015* 
2021-061* 
2021-062* 

2021-031* 
2021-061* 
2021-062* 

 2021-014* 
2021-015* 
2021-016* 
2021-017* 
2021-018* 
2021-019* 
2021-020* 
2021-021* 
2021-022* 
2021-023* 
2021-024* 
2021-025* 
2021-026* 
2021-027* 
2021-028* 
2021-029* 
2021-030* 
2021-032* 
2021-033* 
2021-061* 
2021-062* 

2021-061* 
2021-062* 

2021-016* 
2021-017* 
2021-018* 
2021-019* 
2021-020* 
2021-021* 
2021-022* 
2021-023* 
2021-024* 
2021-025* 
2021-026* 
2021-027* 
2021-028* 
2021-029* 
2021-030* 
2021-034* 
2021-035* 
2021-036* 
2021-037* 
2021-038* 
2021-061* 
2021-062* 

17.258 
17.259 
17.278 

2021-014* 
2021-015* 

 2021-014* 
2021-015* 

 2021-014* 
2021-015* 
2021-016* 
2021-017* 

2021-039* 2021-016* 
2021-017* 

United States Department of the Treasury 

21.019 2021-040* 2021-040*  2021-040* 2021-041* 

United States Department of Veterans Affairs 

64.015  2021-042* 
2021-043* 
2021-044* 

United States Department of Education 

84.048 2021-045* 2021-045* 2021-045* 

84.126 2021-047* 
2021-048* 
2021-049* 
2021-050* 
2021-051* 
2021-052* 

2021-047* 
2021-048* 
2021-049* 
2021-050* 
2021-051* 
2021-052* 

 2021-047* 
2021-048* 
2021-049* 
2021-050* 
2021-051* 
2021-052* 

 2021-047* 
2021-048* 
2021-049* 
2021-050* 
2021-051* 
2021-052* 

84.365 2021-045* 2021-045* 2021-045*  2021-053* 
2021-054* 
2021-055* 

 2021-046* 

84.425 2021-045* 
2021-056* 

2021-045* 
2021-056* 

2021-045*  2021-056*  2021-057* 2021-046* 
2021-056* 

2021-056* 
2021-057* 
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ALN 
 

Activities 
Allowed or 
Unallowed 

Allowable 
Costs/Cost 
Principles 

Cash 
Management 

Eligibility Equipment 
and Real 
Property 

Management 

Matching 
Level of 
Effort, 

Earmarking 

Period of 
Performance 

Procurement 
and 

Suspension 
and 

Debarment 

Reporting Subrecipient 
Monitoring 

Special 
Tests and 
Provisions 

United States Department of Health and Human Services 

93.044 
93.045 
93.053 

 2021-066* 2021-067* 

93.558 2021-058* 
2021-059* 
2021-060* 
2021-061* 
2021-062* 
2021-068* 
2021-069* 

2021-058* 
2021-059* 
2021-060* 
2021-061* 
2021-062* 
2021-068* 
2021-069* 

 2021-060* 
2021-061* 
2021-062* 
2021-063* 
2021-069* 

 2021-059* 
2021-061* 
2021-062* 
2021-070* 

2021-061* 
2021-062* 

 2021-059* 
2021-060* 
2021-061* 
2021-062* 
2021-064* 
2021-068* 
2021-069* 
2021-071* 

2021-061* 
2021-062* 
2021-065* 

2021-060* 
2021-061* 
2021-062* 
2021-072* 
2021-073* 

93.659 2021-058* 
2021-059* 
2021-061* 
2021-062* 
2021-074* 
2021-075* 

2021-058* 
2021-059* 
2021-061* 
2021-062* 
2021-074* 
2021-075* 

 2021-061* 
2021-062* 
2021-074* 
2021-075* 

 2021-059* 
2021-061* 
2021-062* 
2021-074* 
2021-075* 

2021-061* 
2021-062* 

 2021-059* 
2021-061* 
2021-062* 
2021-064* 
2021-074* 
2021-075* 

2021-061* 
2021-062* 
2021-065* 

2021-061* 
2021-062* 

93.667  2021-076* 

93.775 
93.777 
93.778 

2021-059* 
2021-060* 
2021-061* 
2021-062* 
2021-077* 
2021-078* 

2021-059* 
2021-060* 
2021-061* 
2021-062* 
2021-077* 
2021-078* 

 2021-060* 
2021-061* 
2021-062* 
2021-063* 
2021-077* 
2021-078* 

 2021-059* 
2021-061* 
2021-062* 

2021-061* 
2021-062* 

 2021-059* 
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