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FLORIDA ATLANTIC UNIVERSITY
A COMPONENT UNIT OF THE STATE OF FLORIDA
NOTES TO FINANCIAL STATEMENTS (Continued)
June 30, 2007

Condensed Statement of Net Assets

Housing Traffic and
Parking
Senices
Assets
Current Assets $ 13,376,219 $ 4,819,122
Capital Assets, Net 62,240,273 17,436,607
Total Assets 75,616,492 22,255,729
Liabilities
Current Liabilities 812,106 36,081
Noncurrent Liabilities 65,535,000 13,845,000
Total Liabilities 66,347,106 13,881,081
Net Assets
Invested in Capital Assets, Net of Related Debt (3,294,727) 3,591,607
Unrestricted 12,564,113 4,783,041
Total Net Assets $ 9,269,386 $ 8,374,648
Condensed Statement of Revenues, Expenses,
and Changes in Net Assets
Housing Traffic and
Parking
Senvices
Operating Revenues $ 12,760,072 $ 4,382,207
Depreciation Expense (1,510,823) (372,455)
Other Operating Expenses (5,949,597) (1,626,518)
Operating Income 5,299,652 2,383,234
Nonoperating Revenues (Expenses):
Nonoperating Revenues 312,007 291,300
Interest Expense (2,646,173) (566,412)
Other Nonoperating Expenses (470,844) (174,006)
Net Nonoperating Expenses (2,805,010) (449,118)
Increase in Net Assets 2,494,642 1,934,116
Net Assets, Beginning of Year 6,774,744 6,440,532
Net Assets, End of Year $ 9,269,386 $ 8,374,648
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FLORIDA ATLANTIC UNIVERSITY
A COMPONENT UNIT OF THE STATE OF FLORIDA
NOTES TO FINANCIAL STATEMENTS (Continued)
June 30, 2007

Condensed Statement of Cash Flows

Housing Traffic and
Parking
Senvices
Net Cash Provided (Used) by:
Operating Activities $ 6,739,068 $ 2,519,544
Noncapital Financing Activities (470,844) (110,818)
Capital and Related Financing Activities (5,419,045) (5,632,521)
Investing Activities 946,714
Net Increase (Decrease) in Cash and Cash Equivalents 1,795,893 (3,223,795)
Cash and Cash Equivalents, Beginning of Year 5,082,176 3,224,795
Cash and Cash Equivalents, End of Year $ 6,878,069 $ 1,000

19. COMPONENT UNITS

The University has two component units as discussed in note 1. These component units comprise 100
percent of the transactions and account balances of the aggregate discretely presented component units’
columns of the financial statements. The following financial information is from the most recently available

audited financial statements for the component units:
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Condensed Statement of Net Assets
Assets:

Current Assets

Capital Assets, Net

Other Noncurrent Assets

Total Assets

Liabilities:
Current Liabilities
Noncurrent Liabilities

Total Liabilities

Net Assets:
Investment in Capital Assets, Net
of Related Debt
Restricted
Unrestricted

Total Net Assets

Condensed Statement of Revenues,
Expenses, and Changes in Net Assets

Operating Revenues

Operating Expenses

Operating Income
Net Nonoperating Revenues

Increase in Net Assets
Net Assets, Beginning of Year

Net Assets, End of Year

_39_

Florida Atlantic  Florida Atlantic Total
University University
Foundation, Inc. Research
Corporation, Inc.
$ 17,040,728 $ 444383 $ 17,485,111
10,901,726 9,194 10,910,920
220,128,970 1,255 220,130,225
248,071,424 454,832 248,526,256
2,164,362 356,496 2,520,858
14,261,544 14,261,544
16,425,906 356,496 16,782,402
10,901,726 10,449 10,912,175
205,868,925 90,593 205,959,518
14,874,867 (2,706) 14,872,161
$ 231645518 $ 98,336 $ 231,743,854
$ 24,346,653 $ 1,052,110 $ 25,398,763
21,774,635 1,041,019 22,815,654
2,572,018 11,091 2,583,109
32,721,248 19,131 32,740,379
35,293,266 30,222 35,323,488
196,352,252 68,114 196,420,366
$ 231,645518 $ 98,336 $ 231,743,854
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Appendix A
Management Response

Office of the Vice President for Financial Affairs

I i l l 777 Glades Road

. G. Boca Raton, FLL 33431

. tel: 561.297.3266 / fax: 561.297.2772

FLORIDA jessell(@ fau.edu

ATLANTIC wwaw.fau.edw/financial
UNIVERSITY

February 15, 2008

Mr. David W. Martin, CPA

Auditor General

State of Florida

111 West Madison Street

Claude Pepper Building, Suite G-74
Tallahassee, Florida 32399-1450

Dear Mr. Martin:

As required by the provisions of Section 11.45 (4)(d) of the Florida Statutes, [ am submitting
Florida Atlantic University’s written response to the audit findings and recommendations identified
in your February 7, 2008 preliminary and tentative financial audit findings for the fiscal year ended
June 30, 2007.

Should you have any questions or need additional information, please don't hesitate to call me
at 561-297-3266.

Kenneth A. Jessell, Ph.D.
Vice President for Financial Affairs

KAJ/lae

cc: Frank T. Brogan, President

Boca Raton * Dania Beach ¢ Davie * Fort Lauderdale » Jupiter ¢ Treasure Coast

An Equad Opportunity/Equal Aceess Instrbution
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Florida Atlantic University
Financial Audit
For the Fiscal Year Ended June 30, 2007

Preliminary and Tentative Audit Findings,
Recommendations and Responses

SIGNIFICANT DEFICIENCY

Finding No.1: Information Technology — Application Access Control Procedures

Access controls are intended to protect data and IT resources from unauthorized disclosure, modification,
or loss. We noted that the University needed to strengthen its access control procedures related to the
SCT Banner application, as described below:

1.

As similarly noted in our report No. 2006-018, authorization of access to the University’s SCT
Banner application had not been properly documented for all users. Good access controls include
instituting policies and procedures for authorizing access to information resources, documenting
such authorizations, and then periodically monitoring actual access capabilities through
comparisons to the authorizations. Of 18 access authorizations tested, we noted 7 instances where
proper access documentation was not maintained and 4 instances where the authorization
documentation did not match the actual level of access that had been granted. When access is not
limited to what is authorized and approved by management, the risk is increased of inappropriate
use of information resources. Subsequent to our review, University personnel indicated that they
had reviewed, verified, and approved the access authorizations for the 11 instances disclosed by
our test, as appropriate.

The University did not have adequate policies and procedures in place to ensure that access
capabilities were timely revoked for individuals who had terminated employment. Our test of
user access for 14 employees who terminated employment between July 1, 2006, and June 30, 2007,
disclosed 8 instances where SCT Banner application access privileges were not timely revoked.
Specifically, the number of days that passed between the termination date and the date the SCT
Banner accounts were either locked or deleted ranged from 18 to 70 days. In addition, we noted
that University procedures did not provide for a security report detailing the last accessed date to
ensure the terminated employee’s user account had not been used following termination and prior
to being locked or deleted. Without adequate procedures to ensure the timely revocation of access
privileges of terminated personnel, the risk is increased for unauthorized access to the
University’s information resources.

Our audit disclosed instances of inappropriate or unnecessary access privileges. An appropriate
division of roles and responsibilities excludes the possibility for a single individual to subvert a
critical process. When enforced through appropriate system access privileges, such a division
helps ensure that personnel are performing only those duties stipulated for their respective jobs
and positions. During our testing of access privileges for an appropriate separation of duties, we
noted the following;:

e Twenty-seven instances where access to an SCT Banner-delivered class allowed excessive
access privileges within the Banner Finance Module to employee or system-related user
accounts (ID). Access to the class provided the capability to input, update, and approve a
requisition, purchase order and an invoice, and process a warrant for payment.
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¢ One instance where an SCT Banner-delivered user account appeared to have inappropriate
and incompatible SCT Banner accounts payable-related functions.

e Twenty instances in which generic user IDs used for training allowed update and approval
access to the Invoice and Credit Memo function within the Finance Module. Activity using
generic IDs not assigned to individual users is not traceable to a specific individual.

e Sixteen instances where access to two SCT Banner-delivered classes allowed excessive access
privileges to payroll and position control functions within the Human Resource Module to
employee or system-related user accounts.

¢ One instance where an employee had been granted a combination of classes within the
Human Resource Module which would enable the employee capabilities including adding a
new employee, adjusting salaries, and printing payroll checks.

Absent appropriate separation of duties, the risk is increased that erroneous or fraudulent
transactions could be processed and that computer resources could be damaged or destroyed.
Subsequent to our inquiries, University personnel indicated that they had reviewed and removed
access to the SCT Banner-delivered Finance and Human Resource Module classes, as well as to the
user IDs assigned for training.

The University did not have procedures in place to routinely monitor SCT Banner application
security events as enabled through the application and database logging options. Appropriate IT
security administration ensures that security activity is logged and any indication of imminent
security violation is reported immediately. Without routine logging and monitoring, the risk is
increased that unauthorized access or changes could be made and not detected in a timely
manner. Subsequent to our inquiries, University personnel indicated that they had developed
reports and training procedures to ensure the continued monitoring of application security events
by security officers.

Recommendation: The University should strengthen its access control procedures including
documenting access authorizations, timely notifying security officers of employee terminations, reviewing
the ongoing appropriateness of access privileges, and monitoring significant security events.

Response:

1.

Florida Atlantic University concurs with this finding. FAU does not utilize a Chief Security
Officer within IRM and utilizes a distributed Security Officer model among the user groups.
Upon completion of the preliminary auditor’s report, Banner Security Officers took corrective
actions to review and verify existing Banner Access Authorization Forms. This issue was brought
to the attention of the Banner Security Officers during their quarterly meeting on December 18,
2007. In addition, the Banner Security Guidelines document has been revised to emphasize that
the authorization forms require close monitoring and review. The document was distributed to
Banner Security Officers on December 18, 2007, and will be reviewed annually.

Completion Date:  December 18, 2007

Florida Atlantic University concurs with this finding. A daily report is now being generated that
compares current employees with employees who are no longer in the payroll system. The
purpose of this report is to identify employees who have permanently separated from service. The
new procedure will allow for the timely disabling of Banner access for employees who have
separated from the university. Additional measures, precautions and safeguards are also being
taken to assure that faculty who are on nine and ten month contracts and who are not in the
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payroll system during the summer months will retain their appropriate status.

Completion Date:  March 31, 2008

3. Florida Atlantic University concurs with this finding. Banner Security Officers and appropriate
departments have been notified of this deficiency. Twenty Banner training accounts which were
identified were established to conduct Banner training for newly implemented modules. These
accounts have been disabled. All generic accounts used for Banner production activities have
been identified and the University has taken the responsibility to properly safeguard these
accounts. Utilizing generic account is recommended by Banner and it is part of Banner Best
practices to ensure production activities are not tied to a single individual. IRM will set up a
separate instance which will be used for Banner Training.

Banner Security Officers have been notified to provide appropriate access to Banner classes or
forms for all new accounts unless it is specifically requested by the user department and proper
signatures have been obtained. Existing accounts are currently under review, and appropriate
steps to remove excessive access are currently under implementation.

Completion Date:  March 31, 2008

4. Florida Atlantic University concurs with this finding. As previously stated, FAU has adopted a
distributed Banner security model and this approach has proven to be efficient in addressing
timely user requests to access Banner Forms.

A series of daily reports are generated by IRM and distributed to the Banner Security Officers to
address discrepancies or potential deviation in authorization to Banner objects or forms. The daily
reports provide Banner Security Officers with the necessary information related to Banner account
profile and access to Banner classes, object association, incomplete user information, employment
status and unauthorized access. The Banner Security Officers are responsible for immediate
follow up to areas of concerns.

Completion Date:  January 31, 2008
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